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ABSTRACT. The graph continual release model of differential privacy seeks to produce
differentially private solutions to graph problems under a stream of edge updates where
new private solutions are released after each update. Previously known edge differentially
private algorithms for most graph problems including densest subgraph and matchings in
the continual release setting only output real-valued estimates (not vertex subset solutions)
and do not use sublinear space. In this paper, we leverage sparsification to address the
above shortcomings for edge-insertion streams. Our edge differentially private algorithms
use sublinear space with respect to the number of edges in the graph. In addition, for the
densest subgraph problem, we output edge differentially private vertex subset solutions; no
previous graph algorithms in the continual release model output such subsets.

We make novel use of sparsification techniques from the non-private streaming and
static graph algorithms literature to achieve new results in the sublinear space continual
release setting. This includes algorithms for densest subgraph, maximum matching, and the
first continual release k-core decomposition algorithm. To complement our insertion-only
algorithms, we conclude with polynomial additive error lower bounds for edge-privacy in
the fully dynamic setting, where only logarithmic lower bounds were previously known.

1. INTRODUCTION

Today’s data is not only massive in size but also rapidly growing. As the world becomes
increasingly digitized, the sensitive associations between individuals are becoming a key
focus for data analysis. Such a focus also comes with privacy risks and the question of how
to safeguard privacy. Differential privacy (DP) (Dwork et al., 2006) is the gold standard
for privacy protection, with a rich body of work focusing on static graphs (Arora and
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Upadhyay, 2019; Blocki et al., 2022; Dinitz et al., 2025a; Dhulipala et al., 2022; Eden et al.,
2023; Kasiviswanathan et al., 2013; Kalemaj et al., 2023; Liu et al., 2024; Mueller et al.,
2024; Nissim et al., 2007; Raskhodnikova and Smith, 2016a,b; Upadhyay, 2013). However,
today’s graphs are not static; they are rapidly expanding, with new connections between
individuals forming every minute. Streaming graph algorithms, a well-studied area in the
non-private setting (Assadi et al., 2022; Ahn and Guha, 2011; Esfandiari et al., 2016, 2018;
Feigenbaum et al., 2005; Fischer et al., 2022; Huang and Peng, 2019; Henzinger et al.,
1998; Muthukrishnan et al., 2005; McGregor, 2014; McGregor et al., 2015; McGregor and
Vorotnikova, 2018), are designed to handle such massively evolving datasets. In this model,
updates to the dataset are received in a stream. Online streaming algorithms continuously
release accurate graph statistics after each update (Chen et al., 2023b; Halldorsson et al.,
2016; Cormode et al., 2018; Ghosh and Stoeckl, 2024), but these graph statistics may reveal
private information.

Our paper focuses on studying graph problems in the well-known continual release
model (Dwork et al., 2010a; Chan et al., 2011) of differential privacy that promises a strong
guarantee for online streaming outputs: the entire vector of all outputs satisfies differential
privacy. The notion of graph privacy we consider is edge-differential privacy, where we
require the output distributions of the algorithm on edge-neighboring stream inputs to
be “close”, where edge-neighboring streams differ in one edge update. Despite the large
body of differential privacy works on static graph algorithms, there are few works on graph
continual release (Fichtenberger et al., 2021; Jain et al., 2024; Song et al., 2018) and related
graph models (Upadhyay et al., 2021). While there has been substantial progress in graph
continual release algorithms in recent years, there are some drawbacks to existing algorithms,
including: 1) not releasing private (vertex subset) solutions in addition to their real-valued
function outputs and 2) requiring exact algorithms for computing graph statistics, thus
necessitating linear space usage in the number of edges.

In this paper, we take the first steps to address these shortcomings for insertion-only
streams in the continual release model via the following contributions:

e We give the first DP k-core decomposition algorithm in the continual release model.

e We formulate the first continual release graph algorithms that return edge-DP vertex
subset solutions for densest subgraph (in addition to the value of the solutions).

e We give the first sublinear space DP algorithms for general graphs to solve densest
subgraph, k-core decomposition, and matching problems.

The approximation guarantees of our algorithms nearly match the guarantees for their
private static or non-private streaming counterparts. Moreover, as is standard in streaming,
all of our results hold for a single pass over the stream.

Resolving these issues closes the gap between continual release graph algorithms and
their non-private streaming counterparts for many applications. While the private streaming
literature has explored sublinear space outside the graph algorithms setting (Chan et al.,
2012; Epasto et al., 2023; Upadhyay, 2019; Blocki et al., 2023), it remains unaddressed
in general graphs for most problems in continual release. Furthermore, while streaming
algorithms typically operate on datasets too large for memory, practical applications often
require information about each vertex, not just aggregate values. For example, advertisers
may want the members of the current densest community, not merely its density. Hence,
achieving both goals—sublinear space combined with useful vertex information—is essential to
the development of private graph algorithms.
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1.1. Sparsification. The main algorithmic technique we use in this paper is sparsification,
traditionally used in the streaming, static, and dynamic graph algorithms literature. Sparsifi-
cation aims to simplify a large graph by strategically selecting a smaller set of its edges. This
smaller “sketch” of the graph still captures the essential information needed for a specific
problem. Such sparsifiers exist for a large number of problems in the non-private literature.
In general, graph sparsifiers are problem-specific, where each sparsifier provides guarantees for
only one or two closely related problems. We design novel methods for creating differentially
private problem-specific graph sparsifiers in continual release, which we describe in more
detail in the technical overview (Section 2).

Using sparsification techniques, we design a number of new continual release algorithms
that achieve the same utility guarantees as previous algorithms for the problem in the
static DP and non-private streaming settings up to logarithmic factors. Our sparsification
techniques directly lead to space savings in the edge-privacy setting for a variety of problems
including densest subgraph, k-core decomposition, and maximum matching. We return
vertex subsets for the densest subgraph problem, approximate k-core numbers for every
vertex in core decomposition, and estimates for the size of the maximum matching, all using
sublinear space in the number of edges. For maximum matching, we even use space that is
sublinear in the number of vertices.'

Finally, to complement our results on insertion-only streams, we demonstrate the
difficulty of obtaining algorithms in fully dynamic streams via improved polynomial error
lower bounds for maximum cardinality matching, counting connected components, and
triangle counting based on reductions from inner product queries. Similar to the recent
continual release lower bounds for counting distinct elements due to Jain et al. (2023a), our
lower bounds support the observation from previous works that the fully dynamic setting
results in significantly more error (Song et al., 2018; Fichtenberger et al., 2021) than the
insertion-only setting within the continual release model.

1.2. Our Contributions. Our paper gives the following set of results, stated informally
here and given in more precise terms in their respective sections. We group our results by
graph problems for n-vertex m-edge graph streams over 1" timesteps and our multiplicative
guarantees are given in terms of a constant factor n > 0.

For our algorithmic results, we consider insertion-only streams where (possibly empty)
edge insertions are given in the stream. For simplicity, we assume that each non-empty
edge is inserted at most once. Without requiring privacy, this closely resembles the well-
studied online streaming setting (see related works in Section 3). Our algorithms also incur
logarithmic additive noise, which is necessary, as demonstrated by lower bounds that hold
even in the static model (see Table 1).

Our lower bounds are given for fully dynamic streams where edges can be inserted and
deleted multiple times, also known as the turnstile model. In this setting, we show that
polynomial additive error is necessary, demonstrating a fundamental difficulty in maintaining
small errors in the presence of both insertions and deletions.

All of our results in the continual release model are given for edge-neighboring streams
where the two streams differ by one edge update; results in the static DP setting are given

LWhile all non-private streaming algorithms use space that is sublinear in the number of total edges, very
few use space sublinear in the number of vertices, although results sublinear in the number of vertices are
most desirable.
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for edge-neighbors (graphs that differ by one edge). Throughout the paper, we will use
the phrase e-edge DP to refer to these settings. Our algorithms produce (3, ()-bicriteria
approximations where (5 is the multiplicative factor in the approximation and ( is the additive
error. Our approximation bounds hold, with high probability, for the released solution after
every update in the stream. Throughout the paper, we assume n < T = O(poly(n)). This
is reasonable as O(n?) (non-empty) updates are sufficient to have a complete graph.? We
compare our results with static edge-DP lower bounds as such lower bounds also hold in the
insertion-only continual release setting.” A more in-depth discussion of related works can
be found in Section 3. Our entire set of results can be found in Table 1, including baseline
algorithms and lower bounds in the static edge-DP and non-private streaming settings.

k-Core Decomposition (Section 5). We show the first e-edge DP algorithm for the k-core
decomposition problem in the continual release model. Our algorithm returns approximate
k-core numbers at every timestep while using o(m) space. The additive errors of our
algorithms are near-optimal as they match the recent additive error lower bounds up to
logarithmic factors (see Table 1). We note that these lower bounds hold even when allowing
for constant multiplicative error.

Theorem 1.1 (See Theorem 5.1). We obtain a (2 +n,0 (M))—approm’mate e-edge

n’e
differentially private k-core decomposition algorithm that outputs core number estimates in

the insertion-only continual release model using O (ﬁ) space.

The essence of our k-core algorithm is a novel sparse level data structure that may be of
independent interest beyond our work. To the best of our knowledge, such a data structure
did not previously exist in the privacy or graph algorithms literature. The streaming k-core
algorithm of Esfandiari et al. (2018) computes a randomized sketch of the input graph and
runs the classic peeling algorithm on the sketch rather than maintain a level data structure.

Densest Subgraph (Section 6). We obtain the first e-edge DP densest subgraph algorithms
that return subsets of vertices with near-optimal density in the continual release model.
Our algorithms also use o(m) space. We emphasize that the approximation guarantees
nearly match, up to logarithmic terms, the guarantees of their private static or non-private
streaming counterparts. In turn, these nearly match the information-theoretic lower bound
up to logarithmic factors. Again, we emphasize that these lower bounds hold even when
allowing for constant multiplicative error.

Theorem 1.2 (See Theorem 6.1). We obtain a (2 +n,0 (bf%))-appmximate e-edge

differentially private densest subgraph algorithm that outputs a subset of vertices in the

insertion-only continual release model using O (%) space.
n%e

At the cost of slightly more additive error and space usage, we can improve the multi-
plicative error.

20ur results can be modified to handle streams of length T = w(poly(n)).

30therwise, if we obtain better error in the continual release setting, we can solve the static problem with
better error by inserting all of the edges of the static graph and taking the solution released at the end of the
stream.
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TABLE 1. Our results are highlighted in green. Non-private bounds are
shown in gray. All results are for edge-privacy. Bicriteria approximations
(8,() are given, where (3 is the multiplicative factor and ¢ is the additive
error. @& is a public upper bound on the maximum arboricity of the stream;
our approximation guarantees for maximum matching hold when & upper
bounds the private arboricity and our privacy guarantees always hold. « in
the non-private streaming bound is the maximum arboricity in the stream.

Problem Space Approximation Reference Model Solution Type
16) (%) (2 +n,0 (@)) Theorem 5.1 Insertion Upper Bound
b-Core nte € Only
Decomp. O(m+n) (1 O ( 6( Dhulipala et al. (2023) Static Upper Bound
(8. Q (lzgﬂ")) Henzinger et al. (2024a) Static Lower Bound
B Non-
O (:—2 (1+n,0) Esfandiari et al. (2018) Private | Upper Bound
Streaming
A5 ( n log? n))) o Insertion | Upper Bound
o (725) (2 +n,0 ( B Only Vertex Subset
2 o 10g5(n))) N Insertion | Upper Bound
Demsest o (,]55) (1 +,0 (71145 Theorem 6.2 Only Vertex Subset
Subgraph O(m+n) (1 +n,0 (lof] (g")>) Dhulipala et al. (2022) Static gg:ee; ];3{)1;:‘15
O(m+n) (2 o (log )) Dhulipala et al. (2023) Static gg}:}i 1531(1)11:25
O(m +n) (2 +n,0 (mif;m)) Dinitz et al. (2025a) Static g;lt):; ]Szgéﬁ
(ﬁ, Q (% @)) Farhadi et al. (2022) Static Lower Bound
O(m) (1 +n,0 (10" ("))) Fichtenberger et al. (2021) Ing}:ﬁ;on gzg:ﬁfg:ﬁ;l
Noﬁ—
~ McGregor et al. (2015) )
n ’
© (722> (1 +n,0) Esfandiari et al. (2016) Prlvat.e Upper Bound
Streaming
log?(n) log(&) log? (n) . Insertion UppCI‘ Bound
(0] (*ﬂ p ) ((1 +n)(2+ &) ( >> Theorem 7.1 Only Arboricity
11\\111);101}11111:11;1 O(m) (1 +1,0 (10"6( ))> Fichtenberger et al. (2021) In%eﬁ;on Upper Bound
Size serti
e (1,2 (log(T))) Fichtenberger et al. (2021) Inz‘)eﬁ;on Lower Bound
(1, Q (mln (ﬂ, Z;//: 1, T))) Theorem 8.1 D}Ijrlllelmlri’lic Lower Bound
(1,9 (log(T))) Fichtenberger et al. (2021) D;}:‘lxlgnc Lower Bound
Non- Upper Bound
0} (W]%) (M+n)(2+ @),0) McGregor and Vorotnikova (2018) | Private grr)boricit
Streaming y
Triangle (1, Q (min <\/’gT , 7;//: ,n, T))) Theorem 8.2 DF:;;lnylic Lower Bound
Count }];‘ull
(1,9 (log(T))) (Fichtenberger et al., 2021) Dynagﬂc Lower Bound
Connected L lFuH
Components (1, Q (min ( z T;//‘l n, T))) Theorem 8.3 D nar}:ﬁic Lower Bound
Counting y

Theorem 1.3 (See Theorem 6.2). We obtain a (1 +n,0 (@

n-e

)) -approzrimate e-edge

differentially private densest subgraph algorithm that outputs a subset of vertices in the

insertion-only continual release model using O

space.
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Maximum Matching (Section 7). We give the following results for estimating the size of
a maximum matching in bounded arboricity graphs. Arboricity, a measure of local sparsity
in the input graph, is formally defined as the minimum number of forests into which a
graph’s edges can be partitioned. In real-world graphs, the arboricity of a graph is typically
poly(log(n)). In this setting, & > 0 is a given public bound on the maximum arboricity « of
the graph given by the input stream.? We also briefly sketch how to remove this assumption
in Appendix 1.2 at the cost of more space and a worse approximation guarantee. The
additive error of our algorithms matches the information-theoretic lower bound in bounded
arboricity graphs up to logarithmic factors.

Our matching algorithm falls under the truly sublinear model, where space usage is
sublinear in the number of nodes in the graph. The truly sublinear model is the most difficult
streaming model to obtain algorithms in, and very few graph algorithms, even in the non-
private setting, use truly sublinear space. We give an edge-DP algorithm for estimating the
size of a maximum matching in bounded arboricity graphs. Our approximation guarantees
hold when our public bound & upper bounds the arboricity of the graph, i.e. & > «, while
our privacy guarantees always hold.

Theorem 1.4 (See Theorem 7.1). Given a public bound &, we obtain an e-edge differentially

private approrimate mazrimum cardinality matching algorithm that outputs an approximate
log®(n) log(a)
n2e
& > «, where « is the (private) maximum arboricity of the input graph, then our algorithm
log?(n)

returns a ((1 +1)(2+a),0 (T))—appmximation of the size of the maximum matching.

matching size using O ( ) space in the insertion-only continual release model. If

Fully Dynamic Lower Bounds (Section 8). Last but not least, we give improved lower
bounds in the fully-dynamic setting in Section 8 for estimating the size of a maximum
matching and even simpler problems like connected component counting and triangle
counting. Our reductions follow a natural framework that generalizes to further problems
(Section 8.1).

Note that previous lower bounds all show a Q(polylog(T")) lower bound in the additive
error while we strengthen these lower bounds to Q(poly(T")), yielding an exponential im-
provement. Comparing the upper bounds with our new lower bounds for the same problems
yields polynomial separations in the error between the insertion-only and fully dynamic
settings.

See Table 1 for a summary of our results and previous works.

2. TECHNICAL OVERVIEW

In this section, we provide a detailed overview of our techniques. We begin in Section 2.1
by illustrating the various algorithmic challenges with the graph continual release model.
Section 2.2 then describes how we address these challenges.

2.1. Challenges in Continual Release.

4Such public bounds are commonly assumed in non-private streaming literature (Cormode et al., 2017;
McGregor and Vorotnikova, 2018).
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Returning Multiple Solutions. The best one-pass streaming algorithms in the non-private
setting for the problems we study (Esfandiari et al., 2018; McGregor and Vorotnikova, 2018;
McGregor et al., 2015; Esfandiari et al., 2016) return the solution only once, at the end of the
stream. In the continual release setting, we must return a solution after every update. This is
a fundamental challenge, especially when considering privacy. Indeed, with a single solution
release, each edge update is intuitively used only once to produce the solution. In contrast,
releasing solutions multiple times means earlier updates are potentially used many times to
produce solutions for each release. Such overuse could result in greater loss of privacy. Thus,
for our continual release algorithms, we use novel techniques to simultaneously ensure we
achieve edge-privacy for the entire vector of releases as well as ensure our utility bounds for
each release.

Previous value-only continual release algorithms ensure privacy over multiple releases
via the sparse vector technique (SVT). These algorithms release the outputs of one or more
instances of SVT over the stream and the estimates are a deterministic function of the SVT
outputs. Thus, the proof of privacy directly follows from the privacy guarantees of SVT.
The outputs of our algorithms cannot be directly derived from standard SVT as we need to
output information about individual vertices (as part of vertex subsets or individual outputs
for each vertex for k-core decomposition). Moreover, our outputs depend on our sampling
procedures, which in turn depend on private properties of the stream. These subtleties
prevent the use of straightforward analyses of privacy using composition. Instead, we must
directly prove the privacy of our algorithms using the definition of edge-privacy and analyze
the output distributions of our algorithms over the entire stream. This is accomplished via
careful conditioning arguments.

Ensuring Sublinear Space. Obtaining sublinear space continual release algorithms presents
a new set of challenges. In particular, we must ensure that our sampling techniques
are stable.” Stable sampling algorithms use sampling techniques that do not cause our
samples from neighboring streams to differ by more than one edge update. For randomized
sampling algorithms, this means that the distribution of sampled edges from edge-neighboring
streams should be similar. Consider the following naive sampling scheme that is not stable.
Suppose we want to sample each edge insertion in an insertion-only stream with probability
proportional to the number of edges we have seen so far. Thus, the i-th inserted edge will
be sampled with probability 1/i. Suppose we have two neighboring streams S and S’ where
the edge that differs is the first update; thus, the first update in S’ is an edge insertion,
while the first update in S is L (an empty update). Then, the j-th update in S, if it is
an edge insertion, has a higher probability of being sampled than the j-th update in S’.
Such a discrepancy produces significantly different output distributions when sampling from
neighboring streams, which may lead to sampled graphs that significantly differ.

Hence, a major component of our algorithms and proofs is to formulate and prove
stable sampling algorithms with similar output distributions on edge-neighboring streams.
Common sampling approaches in the non-private streaming and sparsification literature do
not immediately translate to stable algorithms in the continual release setting.

We note that there are cases where it is known that subsampling amplifies privacy
guarantees (Balle et al., 2018). However, since the subsampling probabilities in our algorithms
change throughout, it is difficult to use amplification by subsampling.

This term was also used in node-private continual release literature (Jain et al., 2024), i.e. edge-to-edge and
node-to-edge stability.
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k-Core Decomposition. Consider the k-core decomposition problem, which is defined in
terms of the cores of a graph. A k-core is a maximal induced subgraph where every vertex
in the induced subgraph has degree at least k. Then, a vertex v’s core number is the largest
value of k£ for which v is part of the k-core. In edge-neighboring graphs, the removal of one
edge can change the core numbers of all vertices. Hence, we cannot use a function that
computes the exact core number of each node in the continual release setting, as this can
incur Q(n) error through composition over the vertices. In the continual release setting,
the insertion of a single edge can alter the core number of one or more vertices; hence, we
also cannot run a static differentially private k-core decomposition algorithm each time
a core number changes since we can potentially see ((n) core number changes incurred
over all vertices. Calling the static DP algorithm €(n) times would result in (n) error
through composition over the calls. To overcome these challenges, we develop a novel k-core
decomposition algorithm using several new techniques (Section 5).

Releasing Vertex Subsets. Now, consider the setting where we return vertex subset
solutions. Unlike returning real-valued solutions, even a few updates that do not significantly
alter the solution’s value (e.g. the maximum density in the densest subgraph problem) can still
cause the entire set of vertices to change. This can happen even when the global sensitivity
is small. Such behavior differs from real-valued solutions, which are less susceptible to large
changes due to small updates. To give a concrete example, consider the densest subgraph
problem where the goal is to obtain a subset of vertices with maximum induced density.
Suppose we are given a number of edge insertions resulting in two disjoint almost k-cliques,
A and B, that is, two k-cliques, each with 2 edges removed. A sequence of insertions—one
into A followed by two into B—could lead to large changes in the set of vertices in the
densest subgraph. After the first insertion, the densest subgraph consists of vertices in A;
then, after the third insertion, the densest subgraph consists of vertices in B. This sequence
of only 3 insertions causes a complete change in the optimal vertex subset. It is not hard
to extend this example and show that we can force any O(1)-approximation algorithm to
completely change its output with O(1) insertions. Because of this challenge and the privacy
requirement, we allow for (1 + n)-multiplicative approximations along with poly(logn)/e
additive error on the density of the subgraph induced by the vertex subsets we release.

To release a private densest subgraph, we can use a static e-edge DP densest subgraph
algorithm that releases the vertex subset. However, as mentioned above, we cannot afford to
release a new private vertex subset each time we receive an update, even if the true vertex
subset changes, since we would incur Q(n) error from composition. Thus, our algorithms
in Section 6 determine appropriate timesteps for releasing new vertex subsets.

2.2. Detailed Description of Our Techniques. All of our algorithms use O(n) space, i.e.,
near-linear in the number of vertices in the stream, and some are sublinear in the number
of vertices. We present e-differentially private algorithms in edge-neighboring streams
(Definition 4.2), where the streams differ by one edge update.

We now describe how we solve each of the aforementioned challenges in Section 2.1 and
obtain algorithms for a variety of problems in the next sections. Each of these problems uses
a unique sampling scheme, as sparsifiers in graph literature are often problem-dependent.
We prove the privacy of every algorithm as well as the utility of each of our algorithms
within their individual sections. We summarize on a high level our technical contributions
for each of the following problems.
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k-Core Decomposition (Section 5). Given a stream of updates S, the k-core decomposi-
tion problem asks for a number for each vertex after every update indicating the maximum
value k for which the vertex is contained in a k-core. A k-core is defined as a maximal set
of vertices U C V such that the degree of every vertex in the subgraph induced by U is
at least k. We return approximate core numbers for every vertex at every timestep ¢ that
are <2 +n,0 (M»—approximations of their true core numbers (see Theorem 1.1) while

n’e
using O ﬁ total space.

We formulate a novel differentially private continual release algorithm for k-core decom-

3
position that is loosely inspired by the level data structure of the static (2 +n,0 (107%%))_

approximation algorithm of Dhulipala et al. (2022). As described in Section 2.1, we cannot
use the static private algorithm in a black-box manner since we need to return the value of
every vertex at each timestep. Every vertex may change its core number many times through-
out the duration of the stream. Thus, using any static k-core decomposition algorithm in a
black-box manner incurs a privacy loss of a factor of n via composition.

In the static setting, the level data structure algorithm for k-core decomposition partitions
the vertices of the input graph across the levels based on the induced degree of each vertex
among the vertices in the same or higher levels. Then, the levels roughly partition the
vertices into cores of the graph with higher levels containing larger valued cores and lower
levels containing smaller valued cores. In the static setting, vertices move up levels using all
of the edges in the graph for each move. However, in the continual release setting, edges
are inserted into the graph progressively and vertices move up the levels as new edges
are inserted. In the static setting, each vertex releases its level at most poly(logn) times,
whereas in the continual release setting, each vertex releases its approximate core number
Q(T) = poly(n) times. While composition over poly(logn) releases leads to poly(logn)
additive error, composition over €2(n) releases in the continual release model would lead to
Q(n) error.

Due to the above challenge, we need to be able to have vertices release their approximate
core numbers (7") times without losing a factor of 7" in the additive error due to composition.
This problem is not present in the static setting. In our novel continual release algorithm,
we use a variant of the sparse vector technique adapted to the level data structure. In
particular, we use the idea of the multidimensional sparse vector technique due to Dhulipala
et al. (2023) and adapt it to the continual release setting with a new formulation of the
algorithm and a new proof allowing for adaptive queries based on new (subsampled) edge
insertions to the graph. We call this the adaptive multidimensional sparse vector technique.

In the static setting, we can use the multidimensional sparse vector technique to
determine when a vertex stops moving up levels. The level in which a vertex then resides
directly corresponds with an approximation of the core number of the vertex. Thus, once
a vertex stops moving up levels in the static setting, it will immediately output a new
approximation. Hence, each vertex fails the SVT check at most once. However, in the
continual release setting, our usage of the adaptive multidimensional sparse vector technique
requires that each vertex must output a value at every timestep. This means that the
adaptive multidimensional sparse vector technique must answer adaptive queries resulting
from edge insertions that occur after previous levels are released. Moreover, the mechanism
needs to allow for poly(logn) above-threshold checks for each vertex, indicating whether the
vertex moved up one of the poly(logn) levels.
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In addition to solving the above challenge, we further present a sublinear space algorithm
for k-core decomposition, which uses O (%) space. The main workhorse is a sparse level

data structure. No sparsified versions of the level data structure existed in either the
non-private graph literature or the private graph literature. While many non-private
sparsification algorithms in the streaming model sample edges uniformly at random, such
sampling techniques are insufficient for k-core decomposition. When all edges are sampled
with the same fixed probability, vertices in smaller cores are expected to have no adjacent
edges included in the sample. If no adjacent edges are included in the sample for vertex
v, then we cannot approximate v’s core number. Hence, we employ a more sophisticated
sampling algorithm; specifically, we sample each inserted edge in the stream with probability
inversely proportional to the level of its lower-level endpoint. This means that edges on
higher levels are sampled with a smaller probability than edges on lower levels. In particular,
such a sampling scheme ensures that edges in larger valued cores—which inherently contain
more edges—are sampled using smaller probabilities than edges in smaller valued cores. Hence,
such a sampling scheme simultaneously ensures sublinear space while maintaining a large
enough sample of adjacent edges to each vertex to satisfy our approximation bounds on the
core numbers of all vertices.

Finally, we prove our approximation bounds using a careful Chernoff bound argument
on our sampled sets of edges that takes into account the noise resulting from our usage
of DP mechanisms, including the adaptive multidimensional sparse vector technique. Our
approximation bound uses an original analysis that shows that vertices on a given level in
our sparsified structure will be on approximately the same level, with high probability, as
in the non-sparsified structure. Thus, the approximation bounds that we obtain from our
non-sparsified structure also hold for our sparsified structure.

Densest Subgraph (DSG) (Section 6). Given an edge-neighboring stream and timestamp
t, the densest subgraph in G is a subset of vertices Vopt which maximizes the density of the

induced subgraph, Vopr = arg maxycy (‘Eﬁ%/)l). We return a subset of vertices Vippros
5
whose induced subgraph gives a (1 +n,0 (%))—approximation of the density of the

densest subgraph (see Table 1) in O (%) space. Our algorithm calls the static e-DP DSG

algorithm of Dhulipala et al. (2022) in a black-box manner. Using a different static e-edge DP
DSG algorithm (Dhulipala et al., 2023), we can obtain a (2 +n,0 (%))—approximation
while saving a polylogarithmic factor in space.

Our continual release densest subgraph algorithm takes inspiration from the non-private
(1 + n)-approximate sparsification algorithms of Esfandiari et al. (2016); McGregor et al.
(2015), although we must solve several crucial challenges (Section 2.1) to ensure privacy.
Indeed, to ensure accurate approximation guarantees, we present a novel concentration bound
proof based on an intricate Chernoff bound argument that accounts for errors introduced by
our various private subroutines. Previous works in the continual release model only release
the value of the densest subgraph and not a vertex subset (Fichtenberger et al., 2021; Jain
et al., 2024). Since the density of the densest subgraph has sensitivity 1, previous works use
the sparse vector technique (Dwork et al., 2009; Roth and Roughgarden, 2010; Hardt and
Rothblum, 2010; Lyu et al., 2017) and private prefix sums to release these values after adding

appropriate Laplace noise. In our work, we release a private set of vertices at timestep ¢
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whose induced subgraph is an approximation of the densest subgraph in G;.° We use the
sparse vector technique to determine when to release a new private set of vertices, and we
use one of the many existing differentially private densest subgraph algorithms (Farhadi
et al., 2022; Dhulipala et al., 2023, 2022; Nguyen and Vullikanti, 2021; Dinitz et al., 2025a)
to return a vertex subset in the sparsified graph. However, there are several challenges in
simply returning the subgraph obtained from these static algorithms. First, compared to
the non-private setting, we cannot obtain an exact densest subgraph in the sparsified graph.
Hence, we must ensure that neither the additive nor multiplicative error blows up when
the subgraph obtained in the sparsified graph is scaled up to the original graph. To solve
this issue, we ensure that the first subgraph we release has size (approximately) at least the
additive error returned by the private static algorithms.

There is another important challenge when making our algorithm use sublinear space.
Previous non-private algorithms (McGregor et al., 2015; Esfandiari et al., 2016) sample
using a fized probability because 1) they assume knowledge of the total number of updates
in the stream and 2) only produce the approximate densest subgraph once, at the end of
the stream. However, in our setting, we must release an approximate densest subgraph
after each update. Furthermore, we do not know the total number of edges in the stream.
Thus, we adaptively adjust our probability of sampling as we see more edge insertions. This
must be carefully implemented since a naive adjustment procedure may produce an unstable
algorithm (as described in Section 2.1).

Towards solving all of these challenges, our sparsification algorithm works as follows.
We sparsify the stream by sampling each edge in the stream with probability p;. Earlier
on in the stream, our probability of sampling should be set high enough in order to sample
enough edges to ensure our concentration bounds. However, as we see more edges, we reduce
the probability of sampling to ensure our sublinear space bounds. In edge-neighboring
streams, such reductions in probability may not occur at the same time, thus leading to
sparsified graphs that are not stable. Hence, we use the sparse vector technique to determine
when to reduce our probability of sampling an edge. We ensure privacy based on a careful
conditioning on the sampling probabilities. Intuitively, the sparse vector technique ensures
that we decrease our sampling probability at the same timestamps in edge-neighboring
streams. Conditioning on the timestamps when the sampling probabilities are reduced, we
can show that our sampled streams are stable.

Unlike the static setting where the privacy analysis of algorithms that rely on an SVT
instance can apply simple composition, we need to derive a probabilistic proof “from scratch”
since we must output a solution after every update but only lose privacy on timestamps
where the SVT answers “above”. Furthermore, our analysis must take into account our
usage of two SVTs, one for determining the probabilities of sampling and the other for
determining when we release a new vertex subset. The second use of SVT depends on the
outputs of the first; that is, determining when to release a new vertex subset depends on our
sampling probabilities. Such SVTs lead to errors that affect our approximation guarantees
and our careful Chernoff bound argument must account for these errors while maintaining
our approximation guarantees.

Maximum Cardinality Matching Size (Section 7). Given a stream of updates S, the
maximum cardinality matching problem asks for an integer at each timestep ¢ equal to the
size of the maximum matching in Gy. We give an algorithm that uses sublinear space in the

6the induced subgraph consists of all updates that occurred on or before timestep ¢
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number of vertices in the graph with edge-DP guarantees in the continual release model. We
provide approximation guarantees using a certain property of the input graph stream: the
maximum arboricity of the stream. The arboricity of a graph is a measure of local sparsity.
Formally, a graph’s arboricity, «, is the minimum number of forests into which its edges can
be partitioned. Our algorithm uses a public bound &. If this public bound upper bounds
the private maximum arboricity of the input stream, our algorithm gives approximation
guarantees in terms of &. We emphasize that our algorithm is always private for all inputs.
Specifically, if & upper bounds the private maximum arboricity of the input stream, then we

obtain a ((1 +n)(2+a),0 (@))—appmxima‘cion of the matching size.

€

For this algorithm, we take inspiration from the sublinear space non-private
((1 4+ 1n)(2 + «))-approximate maximum matching algorithm of McGregor and Vorotnikova
(2018), which also requires an upper bound « on the maximum arboricity of the stream.
Their approximation guarantees are given in terms of this upper bound. To the best of
our knowledge, the work of McGregor and Vorotnikova (2018) is the only truly sublinear
matching algorithm beyond bipartite graphs that terminates after a single pass, as required
by continual release.

The key observation that McGregor and Vorotnikova (2018) make is that maintaining
Q(logn/n?) edge samples, sampled uniformly at random in the stream, and counting the
number of edges in the sample which are adjacent to at most a + 1 edges occurring later
in the stream is sufficient for providing a good estimate of the maximum matching size in
terms of the arboricity upper bound. Edges that are adjacent to more than o+ 1 edges that
occur later in the stream are discarded from the sample. Unfortunately, in edge-neighboring
streams, we cannot add noise to the counts of every edge in the sample since the sensitivity
of such counts is (&) (our public bound). Instead, we show through a precise charging
argument that the sensitivity of the size of the sample is bounded by 2. Since the sensitivity
of the size of the sample is bounded by 2, we can use the sparse vector technique (SVT) to
determine when to release a new estimate when the estimate changes by a large amount.
Using SVT results in noisy sample sizes which require a new analysis for the utility bounds.

Previous approximation bound analyses (McGregor and Vorotnikova, 2018) relied on
the intuition that edge samples approximately fall into buckets determined by the sampling
probability. However, with the use of SVT, it is no longer clear which buckets the sampled
edges fall into as SVT introduces an additive O(log(n)/e) noise. Thus, to prove our
approximation bounds, we first argue that SVT only causes an additive error of O (%)
on the estimated number of sampled edges; hence, initializing a bucket with sufficiently large
value ensures that the bucket for sampled edges with noise does not deviate by too much
from the bucket the sampled edges would fall into without noise. The proof of this property
requires a detailed casework analysis. We can further remove the assumption of & using
additional space via the parallel guessing trick in Appendix [.2.

Fully Dynamic Lower Bounds (Section 8). We show polynomial lower bounds for
the maximum matching, triangle counting, and connected components problems in fully
dynamic streams. Our lower bounds reduce each of these graph problems via novel graph
constructions to answering inner product queries (Dinur and Nissim, 2003; De, 2012; Dwork
et al., 2007; Mir et al., 2011). The known lower bounds for inner product queries then apply
to our problems. We encode the secret dataset given by the inner product query problem via
©(n) insertions to construct our graph. Then, we map the value of the answers to each of



SUBLINEAR SPACE GRAPH ALGORITHMS IN THE CONTINUAL RELEASE MODEL 13

our graph problems to the original inner product query via the inclusion-exclusion principle.
Finally, we delete all insertions through edge deletions and repeat the process for the next
query. We remark that this technique is quite general and likely extends to many other
natural graph problems. Roughly speaking, the only problem-specific requisite is that we
can encode the bits of a secret dataset using the problem structure and that we can easily
flip the bits by adding and deleting edges. For example, we can encode each bit of a secret
dataset as a (non-)edge in an induced matching so that flipping a bit equates to (adding)
deleting the (non-)edge.

3. RELATED WORKS

Streaming Algorithms. The streaming model of computation is a prominent model for
large-scale data analysis that has been studied for multiple decades (Morris, 1978). In this
model, one usually seeks space- and time-efficient algorithms that can process the stream on
the fly without the need to store all data. A long line of work in this area includes classical
results such as the Flajolet-Martin algorithm for counting distinct elements (Flajolet and
Martin, 1985) and many others (Flajolet et al., 2007; Alon et al., 1996). In the context
of streaming graph algorithms, ideally one would like to obtain space sublinear in the
number of vertices (McGregor and Vorotnikova, 2018; Huang and Peng, 2019); but for
many graph problems it is necessary to work in the semi-streaming model settling on space
near-linear in the number of vertices (Assadi et al., 2022; Ahn and Guha, 2011; Esfandiari
et al., 2018; Feigenbaum et al., 2005; Fischer et al., 2022; McGregor et al., 2015). Online
streaming algorithms release graph statistics after every update while maintaining the low
space bounds (Chen et al., 2023b; Halld6rsson et al., 2016; Cormode et al., 2018; Ghosh
and Stoeckl, 2024). In the non-private streaming setting, there exist many works on graph
algorithms, including approximating the size of the maximum matching (Ahn and Guha,
2011; Assadi et al., 2021; Assadi, 2022; Fischer et al., 2022; McGregor and Vorotnikova,
2018), vertex cover (Assadi et al., 2019), densest subgraph (Esfandiari et al., 2016; McGregor
et al., 2015), k-core decomposition (Esfandiari et al., 2018; King et al., 2023), number of
connected components (Berenbrink et al., 2014), and others (Assadi et al., 2022; Ahn and
Guha, 2011; Feigenbaum et al., 2005; Fischer et al., 2022; Huang and Peng, 2019; Henzinger
et al., 1998; Muthukrishnan et al., 2005; McGregor, 2014).

Continual Release Model. In the context of streaming computation, the DP model of
reference is the continual release model (Dwork et al., 2010a; Chan et al., 2011) where we
require algorithms to abide by a strong privacy notion: an observer obtaining all future
outputs of the algorithm must in essence learn almost nothing about the existence of any
single input. Since its introduction, this research area has received vast attention outside of
graphs, including many recent works (see e.g. Chan et al. (2012); Henzinger et al. (2024b,
2023); Fichtenberger et al. (2023); Jain et al. (2023a,b)).

Among the insertion-only continual release work, prior research has tackled classical
estimation problems (Chan et al., 2011; Henzinger et al., 2024b, 2023), as well as heavy
hitters-related problems (Chan et al., 2012; Epasto et al., 2023). More recent works tackle
the fully dynamic continual release setting (Jain et al., 2023a; Dupré la Tour et al., 2023;
Fichtenberger et al., 2021). Particularly relevant is (Fichtenberger et al., 2021), which shows
hardness results for graph estimation in fully dynamic streams. Our work contributes new
hardness results in this new emerging area as well.
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Most relevant to our paper is the literature on continual release algorithms in graphs (Upad-
hyay et al., 2021; Fichtenberger et al., 2021; Song et al., 2018; Jain et al., 2024). In this
area, Song et al. (2018) studied graph statistics (degree distribution, subgraph counts, etc.)
on bounded-degree graphs. Fichtenberger et al. (2021) focused on estimating a number of
graph statistics like maximum matching, triangle counting, and the density of the densest
subgraph for both edge and node privacy; they provide approximation guarantees in terms
of the maximum degree in the graph as well as lower bounds in insertion-only and fully
dynamic streams. Jain et al. (2024) explored counting problems in graphs (counting edges,
triangles, stars, connected components) for node-privacy and where privacy must hold for
arbitrary graphs (e.g., graphs with arbitrary degrees). They give time-aware projection
algorithms that can transform any continual release algorithm that gives approximation
guarantees for bounded degree graphs into a truly private algorithm on nearly bounded
degree graphs. Like the work of Jain et al. (2024), for our algorithms that assume a public
bound, say on the stream arboricity, this bound affects only the approximation guarantees
but not the privacy claims, hence our algorithms satisfy their notion of truly private (Jain
et al., 2024).

Private Graph Algorithms. The private literature on graph algorithms includes a large
body of work on static graph algorithms (see e.g. Arora and Upadhyay (2019); Blocki et al.
(2022); Dinitz et al. (2025a); Dhulipala et al. (2022); Eden et al. (2023); Kasiviswanathan et al.
(2013); Kalemayj et al. (2023); Liu et al. (2024); Mueller et al. (2024); Nissim et al. (2007);
Raskhodnikova and Smith (2016a,b); Upadhyay (2013) and references therein). Aside from
the problems we study, work in this area includes results on preserving graph cuts (Arora
and Upadhyay, 2019), the stochastic block model recovery (Chen et al., 2023a), graph
clustering (Bun et al., 2021; Imola et al., 2023), and many other areas.

Our paper focuses on the pure, e-DP setting. In this setting, there have been a variety
of recent works that we study for static graphs. The densest subgraph (DSG) problem has
been extensively studied in the non-private streaming context (Bhattacharya et al., 2015;
Esfandiari et al., 2016; McGregor et al., 2015). Our work builds on the results of Esfandiari
et al. (2016); McGregor et al. (2015), which show that edge sampling approximately preserves
the density of the densest subgraph. In the context of privacy, beyond the already cited work
of Fichtenberger et al. (2021) that focused on density estimation only, all other works are in
the static DP or LEDP setting (Nguyen and Vullikanti, 2021; Farhadi et al., 2022; Dhulipala
et al., 2022; Dinitz et al., 2025a; Dhulipala et al., 2023). In the e-DP setting, the best known
lower bound on the additive error of the densest subgraph problem is (/=1 logn) Farhadi
et al. (2022); Nguyen and Vullikanti (2021). Comparatively, the best known upper bounds
in the central e-DP setting are the (2, O(¢~!logn))-approximation (Dhulipala et al., 2023),
(2 4 1, 0(elog? n))-approximation (Dinitz et al., 2025a), and the (1 + 1, O(¢~*log?n))-
approximation (Dhulipala et al., 2022) upper bounds. In the e-LEDP setting, the best
known upper bounds are the (2 + 7, O(n~" log? n))-approximate (Dinitz et al., 2025a) and
(2,0(etlog n))-approximate (Dhulipala et al., 2023) bounds. Our paper presents the first
continual release algorithm for releasing an actual approximate densest subgraph (as opposed
to estimating its density) in edge-private insertion-only streams.

Related to the densest subgraph problem is the k-core decomposition of the graph for
which some streaming results are known (Esfandiari et al., 2018; King et al., 2023; Sariyiice
et al., 2013). In the private setting, this problem has been tackled by Dhulipala et al.
(2022, 2023) and Henzinger et al. (2024a), where the best error bound achieved in both
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the central e-DP and e-LEDP settings provides (1, O(¢~!log n))-approximations of the core
number (Dhulipala et al., 2023). This is tight against the recently shown lower bound of
Qe 'logn) (Henzinger et al., 2024a). In our paper, we provide the first continual release
algorithm for approximating the core number of nodes in a graph.

3.1. Concurrent Work. Recent concurrent work of Raskhodnikova and Steiner (2025)
studies edge-DP algorithms in the fully dynamic continual release model. They give a
number of upper and lower bounds for a variety of problems, including triangle counting,
connected component counting, maximum matching size, and degree histogram. They
consider event-level and item-level privacy. Event-level describes fully dynamic neighboring
streams where one update differs, while item-level describes neighboring streams where all
updates on a particular edge differ. Note that for insertion-only streams with no duplicate
insertions, both settings describe the same set of neighboring streams. They give the first
poly(T,n) error lower bounds for (e,d)-DP graph algorithms in continual release for ¢ > 0;
previous works only considered § = 0 in their lower bounds. Their item-level upper bounds
are tight against their lower bounds, with additive error proportional to poly(T,n).

Similar to us, their lower bounds are also based on batch-to-continual reductions to
known static DP lower bounds. On the other hand, our work considers different problems
(densest subgraph and k-core decomposition) and focuses on designing algorithms with
poly(logn) additive errors in insertion-only streams. Raskhodnikova and Steiner (2025)
focus on fully dynamic streams, which in general require additive O(poly (T, n)) error, as both
their lower bounds and ours (Section 8) demonstrate. Furthermore, our paper focuses on
the sublinear space setting and returning vertex subset solutions, two settings not discussed
in (Raskhodnikova and Steiner, 2025).

3.2. Subsequent Work. The subsequent work of Zhou (2026) improved on the additive
error and the space complexity of our densest subgraph algorithm by logarithmic factors.
Specifically, through the use of graph densification, they obtain a continual release densest
subgraph algorithm whose additive error matches the best known static DP algorithms up to
constant factors and whose space complexity matches the best known streaming algorithms
up to constant factors.

Dinitz et al. (2025b) designed a continual release matching algorithm that returns
implicit matching solutions, as returning explicit edge subsets violates privacy. However,
their algorithm does not ensure sublinear space for dense graphs.

4. PRELIMINARIES

We now introduce the notation we use in this paper as well as some definitions. Further
standard preliminaries are deferred to Appendix A.
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4.1. Setting & Notation. A graph G = (V| E) consists of a set of vertices V' and a set of
edges F where edge {u,v} € F if and only if there is an edge between v € V and v € V.
We write n := |V| and m := |E]|.

We consider the insertion-only setting within the continual release model, where we
begin with an empty graph Gy = (V, Ey) where Ey = @ and edge updates in the form of
{et, L} arrive in a stream at every timestep t € [T'] where each non-empty edge is inserted
at most once. We are required to release an output for the problem of interest after every
(possibly empty) update. Our goal is to obtain algorithms that achieve sublinear space,
either in the number of edges 6(m) (note that T' > m as we allow for empty updates), or the
number of vertices o(n). We assume T < n¢ for some absolute constant ¢ > 1 to simplify
our presentation. If there are no empty edge updates then it is sufficient to consider ¢ = 2.

Throughout the paper, we write n € (0, 1] to denote a fixed multiplicative approximation
parameter.

We use M to denote a mechanism, M (-) to denote the size of a maximum matching,
and u to denote the mean of a random variable.

4.2. Continual Release. We use the phrasing of the below definitions as given by Jain
et al. (2024).

Definition 4.1 (Graph Stream (Jain et al., 2024)). In the continual release model, a graph
stream S € ST of length T is a T-element vector where the i-th element is an edge update
u; = {v, w, insert} indicating an edge insertion of edge {v,w}, u; = {v,w, delete} indicating
an edge deletion of edge {v,w}, or L (an empty operation).

We use G; and FE; to denote the graph induced by the set of updates in the stream S
up to and including update . Now, we define neighboring streams as follows. Intuitively,
two graph streams are edge neighbors if one can be obtained from the other by removing
one edge update (replacing the edge update by an empty update in a single timestep).

Definition 4.2 (Edge Neighboring Streams). Two streams of edge updates, S = [uy,. .., ur]
and S’ = [u],...,u"], are edge-neighboring if there exists exactly one timestamp t* € [T]
where ug+ # up. and for all ¢ # t* € [T, it holds that u; = u). Streams may contain any
number of empty updates, i.e. u; = L. Without loss of generality, we assume for the updates
up and uj. that uj. = L and uy» = te4 is an edge insertion or deletion.

The notion of neighboring streams leads to the following definition of an edge differentially
private algorithm.

Definition 4.3 (Edge Differential Privacy). Let ,6 € (0,1). An algorithm A(S) : ST — YT
that takes as input a graph stream S € ST is said to be (g, 0)-edge differentially private
(DP) if for any pair of edge-neighboring graph streams S, S’ that differ by 1 edge update
and for every T-sized vector of outcomes Y C Range(A),

PlA(S)eY]<e -PJAS) e Y] +6.
When § = 0, we say that A is e-edge DP.
Note that all of our algorithms handle batched edge updates where u; can be a set
of edge updates and the multiset of all updates differs by one edge. For each batch, we

can simply execute the non-batched algorithm on each update in the batch and return the
output after the final update in the batch.
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We now formalize the concept of edge edit distance between streams and the concept of
stability under sparsification.

Definition 4.4 (Edge Edit Distance). Given two streams S, S’ € ST, the edge edit distance
between the two streams is the shortest chain of graph streams Sy, S1,...,S5g where Sp = .5
and S; = S’ where every adjacent pair of streams in the chain are edge-neighboring. The
edge edit distance is d, the length of the chain.

An algorithm that takes as input a stream S and outputs a chosen set of updates from
the stream is stable if on edge-neighboring streams S and S, there exists a coupling’ between
the randomness used in the algorithm on the inputs such that the edge edit distance between
the output streams is O(1).

5. k-CORE DECOMPOSITION

In this section, we introduce a semi-streaming sampling algorithm that preserves the k-cores
in an input graph G = (V, E) while ensuring privacy. Specifically, we have the following
theorem.

Theorem 5.1 (Sublinear Space Private k-Core Decomposition). Fizn € (0,1]. Algorithm 5.2
is an €-DP algorithm for the k-core decomposition problem in the continual release model
for insertion-only streams. At every t € [T, the algorithm returns a value for each vertez,
such that every value is a (2 +n,0 (77_25_1 logg(n)))-approximation of the corresponding
vertex’s true core value, with probability 1 — 1/poly(n). The mazimum space used is
(@) (7]‘45_1n10g5 n), with probability 1 — 1/ poly(n).

The k-core decomposition algorithm we give in this paper also translates into a novel k-
core decomposition algorithm in the non-private setting. We give this non-private algorithm
in the appendix along with the associated proofs in Appendix B.

Algorithm Intuition. First, we give some intuition for our algorithm (Algorithm 5.2). Our
algorithm essentially performs a sampling version of the classic peeling algorithm for k-core
decomposition. The classic peeling algorithm successively peels (removes) vertices with the
minimum degree until all vertices are removed from the graph. A core that is formed during
the peeling process is the induced subgraph consisting of the remaining vertices after a vertex
is peeled and the value of such a core is the minimum induced degree within the subgraph.
The core number for each vertex v is equal to the maximum valued core that v is a part of
during any stage of the peeling. A dynamic version of this algorithm can be obtained by
maintaining a level data structure, where the levels are iteratively updated and initialized to
be all the same. A vertex is moved up a level if its induced degree among vertices in the
same or higher levels is larger than a cutoff C. One can show that having O(logn) levels of
the structure and appropriately setting C' among O(logn) duplicates of the structure gives
a (2 + n)-approximation of the core numbers of the nodes in the non-private, insertion-only
setting (Sun et al., 2020; Liu et al., 2022; Dhulipala et al., 2022). Our main innovation is a
private and sparse level data structure.

When sparsifying the graph, we cannot simply take a uniform sample of the edges
adjacent to each vertex. An easy example to consider is a vertex v which is part of a

A coupling of random variables (X,Y’) is a joint distribution such that the marginal distributions correspond
to X, Y respectively.
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10-clique and also adjacent to n/2 degree one vertices. A uniform sample of the edges
adjacent to v will most likely not discover the 9 edges connecting it to the 10-clique (for large
n). We call the edges connecting v to the 10-clique the set of important edges. Thus, we
must take a smarter sample of edges adjacent to v. To maintain a sparsified, sampling-based
version of the level data structure, we maintain samples of large enough size of the up-edges
adjacent to each vertex. The up-edges adjacent to each vertex are the edges connecting each
vertex to neighbors in the same or higher levels. Once we see enough sampled up-edges, we
move the vertex up one level and continue sampling edges until we either reach the topmost
level or the vertex is adjacent to only a very small sample of up-edges. Such a sampling
method allows us to keep enough of the important edges which connect to other vertices in
higher valued cores.

Finally, to make the above algorithm differentially private, we use SVT to determine
when to move the vertex up a level. We show that although many vertices may move up
levels, we only lose privacy when the vertices that are adjacent to the edge that differs
between neighboring streams move up. Since our total number of levels and duplicates is
bounded by O(log?n), the privacy loss from SVT is also bounded by O(log?n).

Pseudocode. Our Algorithm 5.1 is inspired by the insertion-only sketching algorithm of
Esfandiari et al. (2018) but adapted to the level data structure (Dhulipala et al., 2022); our
level data structure sparsification is simpler in nature and uses an entirely new analysis.
Furthermore, since the degeneracy of the graph is equal to the maximum core number of any
node in the input graph, our algorithm also gives a private approximation of the degeneracy
of the input graph in the continual release model.

Analysis. We provide the pseudocode and proof of Theorem 5.1 in Appendix C. Specifically,
the pseudocode of the sparse level data structure is provided in Algorithm 5.1 and the
pseudocode of the actual algorithm is in Algorithm 5.2. Section 5.1 then presents a detailed
description of the algorithm and we prove its privacy and utility guarantees in Appendices C.1
and C.2, respectively.

5.1. Detailed Algorithm Description. We now give the detailed description of our
algorithm. Our algorithm proceeds as follows. We maintain O (log(l +n)(n)> subgraphs

where for each subgraph, the probability we use to sample edges into the subgraph is
different. Let Q = [[log;, (L)1, ..., [2log( 4, (n)]]. Specifically, we consider all subgraphs

c3 log?(n)
3
(Algorithm 5.2, Line 25).° For each update we receive in the stream (Algorithm 5.2,

Line 28), we first determine which subgraphs to sample the edge into using the procedure
PRIVATECORE.SAMPLEEDGE(e;) (Algorithm 5.2, Line 30). The procedure determines
whether to sample an edge by iterating through all of the subgraphs X; for j € @ (Algo-
rithm 5.1, Line 11). We decide to sample e; = {u, v} into X; by looking at both endpoints
of the edge update (Algorithm 5.1, Line 12). If for either endpoint w € {u,v}, vertex w is
not on level F'—1 of X (Algorithm 5.1, Line 13), then we sample the edge using probability
p; (Algorithm 5.1, Line 14).

Jj € Q (Algorithm 5.1, Line 2) where the integer j > log,)(L) and we set L =

8L represents our base threshold for a core value; its usage ensures our estimates do not evaluate small core
values which would cost too much privacy.
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Algorithm 5.1: Data Structure for k-Core Decomposition for Adaptive Insertion-
Only Streams

1 Class PrivateCore(e,n, L,n,T)

2

© o N o O s

10
11
12
13
14

15
16
17
18
19
20

21

22

23
24

Maintain sampled edges X; <— @ for each j € @) where
Q = {[log 1) (L)1, [2log(1 4 (n)]}

Initialize F' < [2log (4, (n)] (F — 1 denotes the topmost level of any level
data structure)

Initialize €1 < ¢/(6|Q|F)

for j € Q do
Initialize p; ¢ < (lff(n@
for v € V do

Initialize class SVT7(eq,1,1) (Algorithm A.1)
Initialize levels[j][v] < 0

Function SampleEdge (e;)
for j € @ do
for w € ¢, = {u,v} do
if levels[j][w] < F' —1 then
L L Sample e; into X; with probability p;

Function UpdateLevels()

for level £ € {0,...,F — 2} do
for j € Q do

for v €V do

if levels[j][v] # ¢ then

L go to next iteration

if SVTj’”.PROCESSQUERY(deg;Ej (v),pj - (L+n)~1) is “above”
then
| levels[j][v]  levels[j][v] + 1

Function GetPrivateLevels()
L return levels

Each Xj; is organized into levels where vertices are moved up levels if they have induced

degree among vertices at the same or higher level approzimately greater than (p;)- (1+n)7~L.

We require the degree to be approximately greater rather than exactly greater to preserve

privacy.
After sampling the new edge e;, we then perform PRIVATECORE.UPDATELEVELS()

(Algorithm 5.2, Line 31) which updates the levels of each vertex. Within the procedure,
for each sampled graph X; (Algorithm 5.1, Line 17) and for each level ¢ starting from the
bottommost level and iterating to the top level (Algorithm 5.1, Line 16), we check each

vertex v € V' (Algorithm 5.1, Line 18) to determine whether we need to move that vertex
up a level.
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Algorithm 5.2: Algorithm for k-Core Decomposition for Adaptive Insertion-Only
Streams

3
25 Initialize initial core threshold L «+ M

26 Initialize PRIVATECORE(e, 7, L)

27 levels < PRIVATECORE. GETPRIVATELEVELS()

28 for each new update e; do

29 if e; # | then

30 | PRIVATECORE.SAMPLEEDGE(e;)

31 PRIVATECORE.UPDATELEVELS()

32 levels < PRIVATECORE.GETPRIVATELEVELS()

33 for every vertexv € V do

34 Jnow < max{j : levels[j][v] = F — 1}

35 if (1+ n)/row > L then

36 L Release v’s core as (2 + 1) - (1 + n)inow
37 else

38 L Release v’s core as 1

Let deg}j (v) be the degree of v in the induced subgraph of its neighbors at the same level
or higher. To see whether we should move that vertex up a level, we first determine whether
the current level of that vertex is the same level that we are iterating over (Algorithm 5.1,
Line 19). If it is the same level and we pass the SVT check that deg}j (v) exceeds p;-(14n)I 71
(Algorithm 5.1, Line 21), then we move the vertex up a level by incrementing levels[j][v]
(Algorithm 5.1, Line 22). The particular threshold of p; - (1 +7)~! that we use will become
apparent once we discuss our analysis of the approximation factor. Intuitively, the levels
mimic the traditional peeling algorithm for the static k-core decomposition problem. The
threshold (14 7)7~! is used in previous works (e.g. (Dhulipala et al., 2022)) and because we
are sampling edges instead of using the entire graph, the threshold is multiplied by p;.

Finally, in the last part of the algorithm, we iterate through each vertex (Algorithm 5.2,
Line 33) and release an estimate if the vertex v is in the topmost level of a subgraph X
where j,0, is maximized. If this is the case, we release the new estimate (2 + 1) - (1 4 n)Jnow
for vertex v (Algorithm 5.2, Line 36), assuming (1 + 7)/nov exceeds some data-oblivious
lower bound L.

6. DENSEST SUBGRAPH

In this section, we focus on the densest subgraph problem and provide the first differentially
private algorithm for densest subgraph in the continual release model using space sublinear
in the total number of edges in the graph.

Theorem 6.1 (Sublinear Space Private Densest Subgraph). Fiz n € (0,1]. Algorithm 6.2 is
an e-edge differentially private algorithm for the densest subgraph problem in the continual
release model for insertion-only streams. The algorithm returns a set of vertices whose
induced subgraph is a (2+1n,0(n e logQ(n)))—approximation of the densest subgraph in
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Gy, with probability at least 1 — 1/ poly(n), for all t € [T]. The mazximum space used is
(0] (n_Qs_lnlogQ(n)), with probability at least 1 — 1/ poly(n), for all t € [T].

We can also reduce the multiplicative error to (14 1) at the cost of increasing the space
usage by a poly(log(n)) factor.

Theorem 6.2 (Sublinear Space Private Densest Subgraph). Fiz n € (0,1]. There ezists
an e-edge differentially private algorithm for the densest subgraph problem in the continual
release model for insertion-only streams. The algorithm returns a set of vertices whose
induced subgraph is a (1 +n,0(n 4! logS(n)))—appmximation of the denmsest subgraph in
Gy, with probability at least 1 — 1/ poly(n), for all t € [T]. The mazimum space used is
O (n=%cInlog”(n)), with probability at least 1 — 1/ poly(n), for all t € [T.

Algorithm Intuition. We revise the algorithms of McGregor et al. (2015) and Esfandiari
et al. (2016) to the insertion-only continual release setting. On a high level, our algorithm
maintains a sample of edges over time and releases a DP set of vertices by running a
black-box DP densest subgraph algorithm (e.g., Theorem G.2) on the subgraph induced
by the sample. At every timestep t € [T], an edge e; is sampled with probability p — the
sampling probability is initialized to 1 as in the beginning we can afford to store every edge.
We privately check whether the number of edges seen so far exceeds a certain threshold using
a sparse vector technique (SVT) query and adjust the sampling probability p accordingly.
In order to avoid privacy loss that grows linearly in 7', we do not invoke the black-box
DP densest subgraph algorithm at every timestep and instead invoke it only if the current
density of the sample exceeds a certain threshold using another SVT query.

Analysis. The proofs of Theorems 6.1 and 6.2 are deferred to Appendix D. We present
the pseudocode for a useful data structure in Algorithm 6.1 and the main algorithm is in
Algorithm 6.2. Section 6.1 describes the algorithm in detail and we prove its privacy and
utility guarantees in Appendices D.1 and D.2, respectively.

6.1. Detailed Algorithm Description. We first define a data structure PrivateDSG
(see Algorithm 6.1) for maintaining an approximate densest subgraph in insertion-only
streams. This data structure takes as input an accuracy parameter 7, the number of nodes
n, and a bound on the stream size 1" and uses as a black-box PRIVATEDENSESTSUBGRAPH
(an e-DP static densest subgraph algorithm) and DENSEST-SUBGRAPH (a non-private
static densest subgraph algorithm). This data structure has three procedures: an
update procedure (SampleEdge), a procedure for getting a private densest subgraph
(GetPrivateApproxDensestSubgraph), and a procedure for returning the non-private exact
density of the sampled subgraph (GetNonPrivateDensity).

Our main algorithm (see Algorithm 6.2) uses the data structure above and performs its
initialization based on the input accuracy parameter 7, the number of nodes n, the privacy
parameter €, and an upper bound 7" on the total number of updates in the stream.

We perform the following initializations:

(i) an instance of PRIVATEDSG(e, n, n, T') (Algorithm 6.2, Line 27),
(ii) a counter for the number of edge insertions we have seen so far in our stream (Algo-
rithm 6.2, Line 25),
(iii) the privacy parameters for the different parts of our algorithm (Algorithm 6.2, Line 26),
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Algorithm 6.1: Data Structure for Densest Subgraph in Adaptive Insertion-Only
Streams

1 Class PrivateDSG(e, n, n, T)

2 Maintain sampled edges X < @

2
3 Set m/ < %%(”) using a large enough constant c3 > 0
4 Set p«+ 1
5 Initialize empty sampling hashmap H to store edges and their associated

random weight

6 Initialize class SVT (e, 1, c51ogy 4, (n)) (Algorithm A.1)
7 Function SampleEdge (e, m, €)

8 if SVT.PROCESSQUERY(m,m’) is “above” then

9 m' +— (1+n)-m

10 p < min (1, 7@:.:702%-;@))

11 for each edge e € H do

12 if H[e] < p then

13 L Keep e in X

14 else

15 L Remove e from X and H
16 if e; #1 then

17 Sample he, ~ U[0, 1] uniformly at random in [0, 1]
18 if he, < p then

19 Store X < X U {et}

20 L Add Hlet] = he,

21 Function GetPrivateApproxDensestSubgraph(e)
22 L Return PRIVATEDENSESTSUBGRAPH(e, X) (Theorem G.1)

23 Function GetNonPrivateDensity ()
24 | Return (EXACTDENSITY(X),p) (Theorem H.1)

(iv) the initial density threshold for the density for returning a new private densest subgraph
solution (Algorithm 6.2, Line 28) where ¢; > 0 is a constant.

The initial cutoff for the density is equal to our additive error since we can just return the
entire set of vertices as long as the density of the densest subgraph is (approximately) less
than our additive error.

We now receive an online stream of updates (which can be empty, L) one by one.
The t-th update is denoted e; (Algorithm 6.2, Line 31). For each update, we first check
whether the update is an edge insertion or L (Algorithm 6.2, Line 32); if it is not L, then we
increment m (Algorithm 6.2, Line 33). We then call PRIVATEDSG.SAMPLEEDGE (e, m, €2)
which decides how to sample the edge (Algorithm 6.2, Line 34).

The SAMPLEEDGE procedure is within the PRIVATEDSG class which maintains the
following;:

(i) a set X (Algorithm 6.1, Line 2) of sampled edges in the stream,
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Algorithm 6.2: Algorithm for Densest Subgraph in Adaptive Insertion-Only
Streams

25 Initialize counter of number of edges m <+ 0

26 Initialize privacy parameters €1 < yr €2 € e/3

3
3cz logy (0
27 Initialize PRIVATEDSG(e1,7n, n, T')

28 Initialize density threshold L <+ %’?g%)

29 Initialize class SVT(e2,1, c2logy 4, (n)) (Algorithm A.1)
30 SV

31 for each new update e; do

32 if e; # | then

33 | m+m+1

34 PRIVATEDSG.SAMPLEEDGE (e, m, £2)

35 D,p < PRIVATEDSG.GETNONPRIVATEDENSITY ()

36 if SVT.PROCESSQUERY(D,p- L) is “above” then

37 L+~ (1+mn)-L

38 L S <= PRIVATEDSG.GETPRIVATEAPPROXDENSESTSUBGRAPH(¢1)

39 | Release S

(ii) an estimate, m/, of the number of edges seen so far in the stream (Algorithm 6.1,
Line 3),
(iii) the probability p by which the current edge in the stream is sampled (Algorithm 6.1,
Line 4).
The initial probability that we sample an edge is 1 since we have not seen many edges and
can keep all of them within our space bounds.

In order to sample according to the desired (private) probability, we first privately check
whether the current number of edges we have seen exceeds the threshold m’ using the sparse
vector technique (Algorithm A.1). Our sparse vector technique function (Algorithm 6.1,
Line 6) is initialized with

(i) the privacy parameter o,
(ii) the sensitivity of the query (which is 1 in our setting),
(iii) the maximum number of successful queries (we perform queries until we’ve reached
the end of the stream or we exceed the successful queries threshold).

Then, the SVT query is run with the query, m, (which is the current number of edges we’ve
seen so far) and the threshold, m’ (Algorithm 6.1, Line 8). If the SVT query passes, then
we update m’ to a larger threshold (Algorithm 6.1, Line 9) and also update the probability
of sampling in terms of the new m’ (Algorithm 6.1, Line 10) (using constant ¢4). We then
sample the edges by sampling a value h, uniformly from [0, 1] (Algorithm 6.1, Line 17). If
he, < p (Algorithm 6.1, Line 18), then we store e; in X (Algorithm 6.1, Line 19) and the
value he, in our hashmap H (Algorithm 6.1, Line 20). Whenever p changes, we also have
to resample the edges in X; to do this, we keep the edge in X if H[e;] < p and remove e;
otherwise (Algorithms 6.1, Line 12, 6.1, Line 13 and 6.1, Line 15). This ensures that the
marginal probability of sampling an edge at any timestamp ¢ is p.
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After we have sampled our edges, we now need to obtain the non-private density of
our current subgraph (Algorithm 6.2, Line 35). If the non-private density exceeds our
density threshold L via private SVT (Algorithm 6.2, Line 36), then we increase our threshold
(Algorithm 6.2, Line 37) and use our private densest subgraph algorithm to return a private
approximate densest subgraph (Algorithm 6.2, Line 38). We release our stored private graph
(Algorithm 6.2, Line 39) for all new updates until we need to compute a new private densest
subgraph. The densest subgraph algorithm that we use to obtain a differentially private
densest subgraph can be any existing static edge-DP algorithm for densest subgraph like
Theorem G.1 which gives a (2, 0(e * log(n)))-approximation.

7. MAXIMUM MATCHING

In this section we give an edge-DP algorithm for maximum matching that uses truly sublinear
space. We adapt the algorithm of McGregor and Vorotnikova (2018) to obtain a private
approximate maximum cardinality matching algorithm in the continual release model using
sublinear space in the number of vertices. As in their algorithm, we assume that we are
provided with a public upper bound & on the maximum arboricity « of the graph at any point
in the stream. We also briefly sketch how to remove the assumption on & in Appendix 1.2
at the cost of more space and a worse approximation guarantee.

The privacy of our algorithm is always guaranteed. However, we do not assume that &
is guaranteed to upper bound . When & > «, our approximation guarantees hold with high
probability. Otherwise, our approximation guarantees do not necessarily hold. Note that the
same type of guarantee holds for the original non-private streaming algorithm (McGregor
and Vorotnikova, 2018) where their utility guarantee is only given when their public estimate
of a upper bounds the maximum arboricity of the input. We prove the following result in
this section.

Theorem 7.1. Fiz n € (0,1]. Given a public estimate & of the maximum arboricity « over
the stream,” Algorithm 7.1 is an e-edge DP algorithm for estimating the size of the maximum
matching in the continual release model for insertion-only streams. If & > «, then with prob-
ability at least 1 — 1/ poly(n), our algorithm returns a ((1+n)(2+ &),0(n~ e~ log®(n)))-
approzimation of the size of the mazximum matching at every timestamp. Moreover, our
algorithm uses O(n~ 2~ og?(n) log(&)) space with probability 1 — 1/ poly(n).

Algorithm Intuition. We revise the algorithm of McGregor and Vorotnikova (2018) to the
insertion-only continual release setting. On a high level, McGregor and Vorotnikova (2018)
showed that the cardinality of a carefully chosen subset of edges F' C F is a good estimator
for the size of the maximum matching for graphs of bounded arboricity a. F' is obtained
from F by deleting edges e adjacent to a vertex v if more than « other edges adjacent to
v arrived after e. Then their algorithm maintains a small sample S C F' throughout the
algorithm by down-sampling edges when the current sample exceeds some threshold. Our
algorithm follows a similar approach with two main adjustments to satisfy privacy. First,
we release powers of (1 4 7) based on an SVT comparison against the current value of the
estimator. Second, the decision to down-sample is also based on an SVT comparison against
the threshold.

9We can eliminate this assumption with an additional pass of the stream or notify the observer when the
utility guarantees no longer hold in the one-pass setting. See Appendix I.



SUBLINEAR SPACE GRAPH ALGORITHMS IN THE CONTINUAL RELEASE MODEL 25

Analysis. The proof of Theorem 7.1 is deferred to Appendix E. The pseudocode for handling
edge updates is presented in Algorithm 7.1. Then, Section 7.1 provides a detailed description
of the algorithm. We prove its privacy and utility guarantees in Appendices E.1 and E.2,
respectively.

Algorithm 7.1: Sampling Ef
1 Class EdgePrivateSublinearMatching(a,e,n,n, 1)

2 S+ o
3 pp <1
4 | Q1< ailog(n),Q2 < azn”"log(n)
5 jl +—0
6 | estimate < (1 +n)"
7 Initialize class SUBSAMPLESVT « SVT(¢/2,2,Q1) (Algorithm A.1)
8 Initialize class ESTIMATESVT < SVT(¢/2,2, (Q)2)
9 Function ProcessUpdate (e;)
10 if e; # 1 then
11 With probability p; add e; to S and initialize counters ¢f <— 0 and ¢} < 0
12 for each edge ¢’ # e; € S do
13 (even if e; is not sampled, it affects the counters of other edges)
14 if ¢ = {w,w'} shares endpoint w with e; then
15 Increment cf
16 if ¢ > a then
17 L Remove ¢ from S and delete ¢, cqe‘i/
18 while ESTIMATESV T.PROCESSQUERY (|S], p; - (1 + 1)) is “above” do
19 JeJe+1
20 | estimate < (1 +n)”
21 Output estimate
22 Di1 = D Je1 < Ji
2
23 if SUBSAMPLESVT.PROCESSQUERY(|S], %52(”)) is “above” then
24 Pit1 < pr/2
25 for e = {u,v} € S do
26 L With probability 1/2 remove e from S and delete c¥, ¢!

7.1. Detailed Algorithm Description. The pseudocode for our algorithm is given in Al-
gorithm 7.1. Our algorithm works as follows. We set the probability of sampling edges from
the stream initially to 1. For each update e;, we sample the update into S with probability
pt (Algorithm 7.1, Line 11). If the sampled update is not L (Algorithm 7.1, Line 10), then
we initialize counters for its endpoints if one or both of these counters do not already exist
(Algorithm 7.1, Line 11). A sampled e; that is L does not increase the size of S (it is a no-op).
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Then, we iterate through every other edge in S (Algorithm 7.1, Line 12) and if ¢’ shares an
endpoint with e; (Algorithm 7.1, Line 14), then we increment the counter ¢ associated with
¢ (Algorithm 7.1, Line 15). If the counter exceeds our cutoff & (Algorithm 7.1, Line 16),
then we remove €' and its corresponding counters from S (Algorithm 7.1, Line 17). After
performing our edge sampling, we now check using SVT whether |S| (the number of edges

in S) exceeds “31:)7%% for some large enough constant az > 0 (Algorithm 7.1, Line 23).
If the SVT AboveThreshold query is satisfied, then we halve the probability of sampling
(Algorithm 7.1, Line 24) and resample each edge in S with 1/2 probability (Algorithm 7.1,
Line 26). Finally, we output a new estimate if |\S|/p is greater than our previous estimate by
a significantly large amount. Specifically, we check via SVT queries (Algorithm 7.1, Line 18)
whether |S| exceeds p - (1 + n)%. If so, we increment the counter j; and output our new
estimate as (14 n)’t (Algorithm 7.1, Line 20); otherwise, we output our old estimate.

8. LOWER BOUNDS FOR FULLY DYNAMIC STREAMS

In this section, we establish lower bounds on the additive error of differentially private
algorithms for estimating the size of a maximum matching, the number of triangles, and
the number of connected components in the continual release model. Similar to the lower
bound for counting distinct elements in the continual release model (Jain et al., 2023a), we
reduce the problem of answering matching queries, triangle counting queries, and connected
component queries to answering inner product queries. Then, we leverage known lower
bounds for the inner product problem (Dinur and Nissim, 2003; Dwork et al., 2007; Mir
et al., 2011; De, 2012) to obtain our lower bounds.

Theorem 8.1. Fize € (0,1). If A is an e-DP mechanism that answers maximum matching
queries on graphs with n vertices in the continual release model within additive error ¢ with
probability at least 0.99 for fully dynamic streams of length T, then

) n T1/4
(=90 (mln <\/:,€3/4,n,T)> .

Moreover, we may assume the graph is bipartite, has maximum degree 2, and arboricity 1.

Theorem 8.2. Fize € (0,1). If A is an e-DP mechanism that answers triangle counting
queries on graphs with n vertices in the continual release model within additive error ¢ with
probability at least 0.99 for fully dynamic streams of length T', then

) n T1/4
C: Q (mln <\/;,53/4,H,T>> .

Moreover, we may assume the graph has mazximum degree 2 and arboricity 2.

Theorem 8.3. Fize € (0,1). If A is an e-DP mechanism that answers connected component
queries on graphs with n vertices in the continual release model within additive error ¢ with
probability at least 0.99 for fully dynamic streams of length T', then

) n T1/4
(=90 (mln <\/;,€3/4,n,T>> .

Moreover, we may assume the graph is bipartite, has maximum degree 2, and arboricity 2.
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Remark 8.4. Theorems 8.1 to 8.3 are proven for pure e-DP mechanisms, but the argument
can be extended to (e, §)-DP mechanisms for any § = o(1/7). This follows from the fact that
our reductions (see Appendix F) use group privacy, which applies equally to approximate
DP (Jain et al., 2023a).

The proofs of Theorems 8.1 to 8.3 are presented in Appendix F. In Appendix F.1, we
review the key problem which we reduce to matching, triangle counting, and connected
components. The lower bound for maximum matching is proven in Appendix F.2, the lower
bound for triangle counting in Appendix F.3, and similarly for connected components in
Appendix F 4.

8.1. Further Graph Statistics. The underlying idea for the maximum matching, triangle
counting, and connected components lower bounds (Theorem 8.1, Theorem 8.2, Theorem 8.3)
is that we can encode the bits of a secret database y € {0,1}"” within the structure of a
sparse graph. Privately answering an inner product query on this database then reduces to
answering a “bitwise OR” query by the inclusion-exclusion principle.

It is not hard to see that this technique extends to k-edge-connected component queries
and k-vertex-connected component queries.

9. CONCLUSION & FUTURE WORK

In this paper, we initiated the study of low-space continual release algorithms for general
graph problems. Using techniques from the non-private graph sparsification literature, we
provided continual release algorithms for a variety of general graph problems that, for the
first time, achieve nearly the same space and approximation guarantees as their non-private
streaming counterparts. The improved space bounds are especially relevant for enabling
computations on massive datasets, which are the core motivation of the field of online
streaming algorithms.

For our upper bounds, we focused on the insertion-only setting of continual release. As
the area of fully-dynamic algorithms in the continual release model is largely unexplored,
we believe that an interesting future research direction is closing the gap in our theoretical
understanding of this model. As observed in prior work, and hinted at by our hardness
results, the fully dynamic setting is significantly harder in continual release, with even basic
graph problems requiring Q(poly(n)) additive error for dynamic streams while admitting
O(poly(log(n))/e) additive error in the insertion-only case. In this context, it would be
especially interesting to deepen our understanding of the interplay between the dynamicity
of the continual release setting (insertion-only vs fully-dynamic) and the space lower bounds
(as opposed to error lower bounds) imposed by privacy. This is an area that has only recently
received attention (Dinur et al., 2023) and is an intriguing future direction to explore.
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APPENDIX A. DEFERRED PRELIMINARIES

We now remind the reader of some standard definitions and tools.

A.1. Approximation Algorithms. We consider optimization problems in both the mini-
mization and maximization setting. Let OPT € R be the optimum value for the problem.
For a minimization problem, a (8, ()-approzimate algorithm outputs a solution with cost
at most - OPT +(. For a maximization problem, a (/3,()-approximate algorithm outputs
a solution of value at least % - OPT —(. For estimation problems, a (f,()-approximate

algorithm outputs an estimate R € R of some quantity R € R where R—( < R<fB-R+¢(
(one-sided multiplicative error). As a shorthand, we write a S-approximation algorithm
to indicate a (f3, 0)-approximation algorithm. Our approximation bounds hold, with high
probability, over all releases.

A.2. Concentration Inequalities. Below, we state the version of the multiplicative
Chernoff bound we use throughout this work.

Theorem A.1 (Multiplicative Chernoff Bound; Theorems 4.4, 4.5 in (Mitzenmacher and
Upfal, 2005)). Let X =" | X; where each X; is a Bernoulli variable which takes value 1
with probability p; and value 0 with probability 1 — p;. Let p = E[X] =" | p;. Then, it
holds:

(1) Upper Tail: P[X > (14 ) - u] < exp (—%) for all 1) > 0;

>
(2) Lower Tail: P[X < (1 —1) - p] <exp <—%> for all 0 < < 1.

A.3. Differential Privacy Tools. Here, we define the privacy tools commonly used in
differential privacy in terms of the continual release model. Throughout the paper, we use
some standard privacy mechanisms as building blocks (see (Dwork and Roth, 2014) for a
reference).

Definition A.2 (Global sensitivity). The global sensitivity of a function f : D — R? is
defined by

Ar= D) — f(D)|h.
r= s (D)= £y

where D ~ D’ are neighboring datasets and differ by an element.

Definition A.3 (Laplace Distribution). We say a random variable X is drawn from a
Laplace distribution with mean p and scale b > 0 if the probability density function of X at
x is % exp (—@). We use the notation X ~ Lap(b) to denote that X is drawn from the
Laplace distribution with scale b and mean p = 0.

The Laplace mechanism for f : X — R with global sensitivity ¢ adds Laplace noise to
the output of f with scale b = o/ before releasing.

Proposition A.4 (Theorem 3.6 in (Dwork and Roth, 2014)). The Laplace mechanism is
e-DP.
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Theorem A.5 (Adaptive Composition; (Dwork et al., 2006; Dwork and Lei, 2009; Dwork
et al., 2010b)). A sequence of DP algorithms, (Ai,...,Ax), with privacy parameters
(€1y...,€k) form at worst an (e1+ -+ ¢€x)-DP algorithm under adaptive composition
(where the adversary can adaptively select algorithms after seeing the output of previous
algorithms).

Theorem A.6 (Group Privacy; Theorem 2.2 in (Dwork and Roth, 2014)). Given an e-edge
(node) differentially private algorithm, A, for all pairs of input streams S and S’, it holds
that for all possible outcomes Y € Range(.A),

—ke P[A(S") € Y] < ke
~ PJA(S) eY] —
where k is the edge (node) edit distance between S and S’.

A.3.1. Sparse Vector Technique. Below, we define the sparse vector technique and give its
privacy and approximation guarantees. The sparse vector technique is used to answer above
threshold queries where an above threshold query checks whether the output of a function
that operates on an input graph G exceeds a threshold 7.

We use the variant introduced by Lyu et al. (2017) and used by Fichtenberger et al.
(2021). Let D be an arbitrary (graph) dataset, (f:,7:) a sequence of (possibly adaptive)
query-threshold pairs, A an upper bound on the maximum sensitivity of all queries f;, and
an upper bound ¢ on the maximum number of queries to be answered “above”. Typically,
the AboveThreshold algorithm stops running at the first instance of the input exceeding the
threshold, but we use the variant where the input can exceed the threshold at most ¢ times
where ¢ is a parameter passed into the function.

Throughout this paper, we use the class SVT (g, A, ¢) (Algorithm A.1) where ¢ is our
privacy parameter, A is an upper bound on the maximum sensitivity of incoming queries,
and c is the maximum number of “above” queries we can make. The class provides a
PROCESSQUERY (query, threshold) function where query is the query to SVT and threshold
is the threshold that we wish to check whether the query exceeds.

Theorem A.7 (Theorem 2 in (Lyu et al., 2017)). Algorithm A.1 is e-DP.

We remark that the version of SVT we employ (Algorithm A.1) does not require us to
resample the noise for the thresholds (Algorithm A.1, Line 4) after each query but we do
need to resample the noise (Algorithm A.1, Line 9) for the queries after each query.

APPENDIX B. NON-PRIVATE STREAMING k-CORE DECOMPOSITION

In this section, we convert our private k-core decomposition algorithm to a non-private
k-core decomposition algorithm. The algorithm keeps the same sampled level-data-structure
framework, but removes all privacy-specific mechanisms: there is no privacy parameter, no
per-vertex sparse-vector instance, and no noisy threshold test to determine whether a node
moves up a level. Instead, every promotion decision is made by a deterministic comparison
against the sampled degree, and the sampling probabilities are chosen so that a Chernoff
concentration bound alone suffices.
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Algorithm A.1: Sparse Vector Technique

1 Input: privacy budget e, upper bound on query sensitivity A, maximum allowed
“above” answers ¢

2 Class SVT (e, A, )

3 €1,E9 ¢ €/2

4 | p<Lap(8/a)

5 count < 0

6 Function ProcessQuery(f,(D), )

7

8

if count > ¢ then
L return “abort”
9 if fi(D)+ Lap(2cA/e2) > 1 + p then
10 return “above”
11 count < count +1
12 else
13 L return “below”

Our algorithm is still distinct from the streaming algorithm of Esfandiari et al. (2018)
because it uses the level-data-structure viewpoint of Liu et al. (2022) together with an
edge-sampling scheme that depends on the level partitions of the nodes.

B.1. Algorithm Description. For each scale j, we maintain a sampled subgraph X; whose
sampling rate is tuned to the degree scale (1 + 1)?. The key point is that the promotion
threshold in group j is .
Tj = pj(l + 77)]717

while the two relevant full-graph degree scales are (1 +1)7=2 and (1 + n)?. Thus there is a
multiplicative gap of a factor of (1 + ) on either side of the threshold. This gap is enough
to absorb the sampling error via Chernoff bounds, so no additive term is needed in the
non-private analysis.

For every group j and every vertex v, we store a current level levels[j][v] € {0,..., F—1}.
After each stream update, the algorithm scans the levels bottom-up. If the sampled upper-
degree of v in group j at its current level is at least 7;, then v is promoted by one level.
As in the private algorithm, the largest group whose top level contains v determines the
released estimate for v.

In the analysis below, let Xy denote the hypothetical family of level data structures at
time ¢ that keeps all edges of the graph, but places every vertex at exactly the same level
as in the sampled data structures maintained by Algorithm B.1. For ¢ € {0,...,F — 1},
J€Q,and v €V, let degy, (¢, j,v) be the induced degree of v in the j-th data structure of
KC; restricted to neighbors on level at least £.

Also let Y;(¢, j,v) denote the sampled counterpart of this quantity, i.e., the number of
sampled neighbors of v in X; that lie on level at least £ in group j at time ¢. Conditional
on the current graph and the current level assignment, Y;(¢, j,v) is a sum of independent
Bernoulli random variables, because each relevant edge was sampled independently when it
arrived.
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Algorithm B.1: Data structure for non-private k-core decomposition for adaptive
insertion-only streams

1
2
3
4
5
6
7

10
11
12
13

14
15
16
17
18
19

20
21

22
23

Class SampledCore(n,n,T)

J = [210g(14)(n)]

Q<+ {0,...,J}

F«—J+1 (F — 1 denotes the topmost level of any level data structure)
Maintain sampled edges X; <— @ for each j € Q

for j € Q do
Initialize
pj < min {1, 76210g(nT)' } )
n?(1+n)
where ¢ > 0 is a sufficiently large fixed constant
for ve V do

| Initialize levels[j][v] < 0

Function SampleEdge(e; = {u,v})
for j € @ do

if levels[j][u] < F —1 or levels[j][v] < F — 1 then
L L Add e; to X; with probability p;

Function UpdateLevels()
for level £ € {0,...,F — 2} do
for j € Q do
for veV do
if levels[j][v] # ¢ then

continue

if deg}j (v) > pj(14+n)’~! then
| levels[j][v] + levels[j][v] + 1

Function GetLevels()
L return levels

Lemma B.1. There is an event £ that holds with probability at least 1 — (nT)~'° such that,
simultaneously for every update time t € [T, every j € Q, every level £ € {0,...,F — 1},
and every vertex v € V, the following two statements hold:

(1) if degy, (€, 5,v) > (L +n), then Yy(€, j,v) > pj(1+n)~";

(2) if degy, (£, 5,v) < (L+0) 72, then Yy(¢, j,v) < p;(1+n)’~1.

Proof. Fix t,j,¢,v. If p; = 1, then Y;(¢,j,v) = degg, (¢, j,v) exactly, so both claims
immediately follow. Hence suppose p; < 1.

For the first claim, let

d =degy,(£,5,v)  and  p=E[Yi((,],v)] = p;d.
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Algorithm B.2: Non-private k-core decomposition for adaptive insertion-only
streams

Initialize SAMPLEDCORE(n, n,T)

=

2 levels <~ SAMPLEDCORE.GETLEVELS()

3 for each new update e; do

4 if e, # L then

5 | SAMPLEDCORE.SAMPLEEDGE(e;)

6 SAMPLEDCORE.UPDATELEVELS()

7 levels <~ SAMPLEDCORE.GETLEVELS()

8 for every vertex v € V do

9 if {j € Q : levels[j][v] = F — 1} = @ then

10 ‘ Release v’s core estimate as 0
11 else

12 Jtop (V) <= max{j € Q : levels[j][v] = F — 1}
13 L Release v’s core estimate as (2 4 7) - (1 4 5)Jtor(¥)

If d > (1+n)’, then

p=pi(l+n) > Clo‘f](Q"T)
Moreover, the promotion threshold is
pj(1+n) "t < ﬁ
Set
S=1_ o
1+n 1419

Then by the multiplicative Chernoff bound,

2 clog(n
Pr[Yi(td0) <L+ )] < PrlYiCL o) < (1= 0] < xp =7 ) < exp - E )

where the last inequality uses n € (0,1).

For the second claim, the probability of crossing a fixed threshold is maximized when
the mean is as large as possible, so it suffices to consider the worst case d = (1 +7)7~2. In
that case 4
pi(1+n)yt - clog(nT)

L+n = n?(1+n)?*

pr=pi(l+n) %=

Therefore,

) 2, * 1 T
Pr[Yi(6,4,0) 2 py (1 + 0] < PrlYi(f,,0) 2 (1+ ] < exp<—” ’ ) < exp<—“’g1<2”)> |

There are at most nT|Q|F tuples (,4,¢,v) to consider, and |Q[, ' = O(logy,, n) =

O(n~'logn). Choosing the constant ¢ large enough and taking a union bound proves the
lemma. ]
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B.2. Approximation Guarantee. We now prove the two structural invariants needed
in the level-data-structure analysis. Unlike in the private proof, there is no additive slack
coming from noisy threshold tests.

Lemma B.2. [f vertez v is in level { < F' — 1 of group j after a call to UPDATELEVELS,
then conditioned on the event £ from Theorem B.1,

deglCt (Eaja U) < (1 + 77)]"
Consequently, with high probability,

deglCt (gaja U) < (1 + 77)j-
Proof. Condition on the event £. Since v is still in level £ after the call to UPDATELEVELS,
the algorithm did not promote v when it processed level £ in group j. Therefore

Yi(t,g,v) <pi(L+n) "
By Theorem B.1, this is impossible if degy, (¢, j,v) > (14n)’. Hence degy, (¢, 7,v) < (14n),
as claimed. L]

Lemma B.3. If vertex v is in level £ > 0 of group j after a call to UPDATELEVELS, then
conditioned on the event £ from Theorem B.1,

degy, (0 = 1,7,0) > (1 +n)’ 2,
Consequently, with high probability,
deglCt(E - 17j7 ’U) > (1 + n)j_Q'

Proof. Condition on the event £. Since v ends in level £ > 0, it must have been promoted
from level £ — 1 to level £ at some point during the call to UPDATELEVELS. At the moment
of this promotion, the algorithm observed

Yi(l=1,5,0) 2 p;(1+n) "
By Theorem B.1, this cannot happen if degy, (¢ — 1, ,v) < (1 +1)?=2. Therefore
degyc, (¢ = 1,4,0) > (L+n) 72,
which proves the claim. ]

For the final approximation guarantee we use the same folklore peeling fact as in the
private proof.

Lemma B.4 (Folklore; (Matula and Beck, 1983)). Suppose we perform the following peeling
procedure. Given an input graph G = (V, E), iteratively remove all vertices of degree at most
d* until no such vertex remains. Then every removed vertex v satisfies k(v) < d*, while
every vertex w that remains at the end satisfies k(w) > d*.

Lemma B.5. Algorithm B.2 returns a (2 +n)(1 + n)3-approzimate k-core decomposition
with high probability. Equivalently, for every vertex v,

k(v) < k(v) < 24 n)(1+n)°k(v),

where k(v) is the released estimate.
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Proof. Condition on the event £ from Theorem B.1. Under this event, Lemma B.2
and Lemma B.3 give exact multiplicative versions of the two invariants used in the proof
of Theorem 4.7 of Dhulipala et al. (2022). Thus the same peeling/pruning argument goes
through, but now with no additive term.

We first record the upper implication produced by the peeling part of the argument: for
every integer g > 0,

ki) < @+mL+n)? = k@) < 1+ (B.1)

Indeed, once a vertex fails to reach the top level in the next group, the vertices in the lower
levels can be peeled using Lemma B.2, and Lemma B.4 then implies the above bound exactly
as in the private proof, but without any additive slack.

Next, the pruning part of the same argument shows that for every integer ¢’ > 0,

(1+m) >
2+n)(L+n)?*
This is the same lower-bound statement as in the private proof, except that the additive
term disappears. The only loss relative to the standard LDS proof is the same shift by two
powers of (1 +7), which contributes the extra multiplicative factor (1 + ).

Now fix a vertex 7 and suppose

k(i) = (2 +n)(1 +n)?

ki) > (1+n)¢Y = k@i)> (B.2)

for some g > 0.
Applying (B.1) with this value of g gives
k(i) < (L+m)2T < 24 n)(1+n)? = k(D),
and hence k(i) < k(3).
For the reverse inequality, let
g = g+ [logyny(2+n)].
Then
g > g+loguiy(2+n) —1
and therefore . )
k(i) = 2+n)1+n)? = 1+n)7.
Applying (B.2), we obtain
(1+ n)g’—2 (1+ n)g+log(1+7,)(2+n)—3

k(i) >
02 erpiraE > ety
Since .
0 3 24+n)QA+n)? k(i)
(1 4 n)H1o8a+n 2Hn)=3 — — ,
(L+mn)3 (1+n)3
we conclude that )
k(i)

R g

or equivalently, R
k(i) < (24 n)(1 +n) k(D).
Combining the two bounds proves that

k(i) < k(i) < (2+1)(1+n)°k(0)
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for every vertex i. Since Pr[€] > 1 — (nT)719, the guarantee holds with high probability. []

Remark. Because

(2+n)(1+n)°=2+0(n),
one can equivalently state the guarantee as a (2 + 7)-approximation for any fixed constant
~ > 0 by running the algorithm with a sufficiently smaller internal slack parameter n = ().

ApPPENDIX C. PROOF OF THEOREM 5.1
In this section, we restate and prove Theorem 5.1.

Theorem C.1 (Sublinear Space Private k-Core Decomposition). Fiz n € (0,1]. Algo-
rithm 5.2 is an e-DP algorithm for the k-core decomposition problem in the continual release
model for insertion-only streams. At every t € [T], the algorithm returns a value for each
vertex, such that every value is a (2 +n,0 (77*25*1 log?’(n)))—appmximation of the corre-
sponding vertez’s true core value, with probability 1 — 1/ poly(n). The maximum space used
is O (17_46_1n10g5 n), with probability 1 — 1/ poly(n).

Our algorithm must solve several crucial and non-trivial challenges, as mentioned in
the Technical Overview (Section 2), making our algorithm conceptually more complicated
than any non-private streaming k-core algorithm. We give a short reminder below of our
previously detailed challenges for k-core decomposition as it is our first result. Densest
subgraph and matchings share similar issues which are detailed in Section 2.

e We cannot use a differentially private k-core decomposition algorithm as a black-box
because all vertices may change their core numbers at some point in the stream, resulting
in Q(n) changes from the black-box private k-core decomposition algorithm. Such a
black-box usage of the private algorithm is difficult to analyze without losing a factor of
Q(n) in the pure DP setting resulting from composition.

e We cannot produce one uniform sample of edges from the graph since this results in
an uneven distribution of edges among the cores. Suppose we sample each edge with
probability p; if p is set to be too small, then vertices with smaller core numbers will not
have enough adjacent edges to produce a good concentration bound.

e We must also be able to deal with vertices which have large degree and very small cores
(consider a star graph). Sampling edges uniformly from the original graph, without
maintaining some form of a data structure on the sampled edges, will not allow us to
distinguish vertices with large degree and large core numbers from vertices with large
degree but small core numbers.

e We require a composition theorem that does not lose privacy for each release of a new
core number among the n vertices. Intuitively, we should not lose privacy for each release
because for edge-neighboring insertion-only streams, only one edge differs between the
two streams. This theorem uses the recently introduced multidimensional sparse vector
technique (Dhulipala et al., 2023).

We give the pseudocode for our data structure and algorithm in Algorithm 5.1 and
Algorithm 5.2, respectively.
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C.1. Privacy Guarantee. We now prove the privacy guarantees of our algorithm. Specif-
ically, we show that our algorithm maintains e-differential privacy on edge-neighboring
insertion-only streams. Note that although we are using intuition from the multidimensional
sparse vector technique (MAT) given by Dhulipala et al. (2023), our proof is different in that
the subsampling in our algorithm requires us to analyze the coupled sensitivity of queries
(i.e., the sensitivity of the queries under a coupling of the randomness on neighboring data
streams), with the coupling depending adaptively on the current output. MAT handles
releasing values for n vertices without a factor-n composition loss, but was not proven to
handle adaptive coupled sensitivity.

This is a subtle difference since the original mechanism works in the static setting.
Hence, we call our version the adaptive multidimensional sparse vector technique and provide
the full proof below.

Lemma C.2. Algorithm 5.2 is e-differentially private on edge-neighboring insertion-only
streams as defined in Definition 4.2.

We analyze the privacy guarantees using the privacy loss variable technique as employed
by Zhou (2026).

Proof. Let G and G’ be edge-neighboring insertion-only streams differing in exactly one
edge update, e+ = {x,y}. Let R, R’ denote the random coins used to subsample edges in G
and G’ respectively. We proceed under the coupling (R, R') where the coins for non-empty
common edge updates e; = e;-,j 2 t* are identical.

The only algorithm state that depends on private data is the level of each node in each
subgraph X;. Under the simplification above, the levels are entirely determined by the
deterministic mapping of the successes and failures of the SVT threshold queries, and we
can restrict our privacy analysis to the outputs of these queries.

Given input G, let By = { B ¢(j, w) }jeQ,wev denote the random variables corresponding
to the outputs of the SVT queries at time ¢ and for level £. Here we interpret the SVT to
output “below” if the loop over ¢ is the incorrect level (Algorithm 5.1, Line 20). Similarly,
define B}, given input G’. We define the privacy loss variable £ over the entire stream,
which evaluates the log-likelihood ratio of the transcript Bi.70.r—2 being generated by G
versus G’. Recall that an algorithm is e-DP if and only if the absolute value of the privacy
loss variable is almost surely bounded above by € (Dwork and Roth, 2014, Lemma 3.17).

Using the chain rule, we can equivalently express £ over time ¢t by drawing b; ¢(j, w) ~
By ¢(j,w) for each j € @ and w € V, coupled random coins (r,r') ~ (R, R’), and then
writing

L:=1In Pr[Bi.70.r—2 = brror 2 | R=7]
Pr[B).10.p_s = brror—2 | B =1/]

T F—2 . .
_ Z Z Z Z In Pr[Byo(j,w) = bre(j,w) | By, = by, By <y =by <o | R=7]

t=1 (=0 jEQweV Pr[B;Aj, w) = bt’f(j’w) | BI<lt7: - b/<t,¢’B:5,<€ - b£7<€ | R = 7]
Here b.;. denote the outputs of the SVT queries at times 1,...,¢ — 1 and all levels, while
b; , denote the outputs of the SVT queries at time ¢ but only for levels 0,...,¢ — 1. The
last equality holds because the internal threshold and query noise for each SVT7" instance
are independent conditioned on b and b; 4.
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Conditioned on identical outputs at past times and previous levels at the current time,
the levels of all vertices are identical in both streams at the start of round ¢. For any vertex
v ¢ {x,y}, the induced degree deg}j (v) evaluates exactly the same on both streams because
the differing edge ey is not incident to v. This isolates the privacy loss strictly to the
endpoints of the differing edge, x and y:

r— Z Z ZT:FZ:QI <PTBM J,w )—bte(ja w) |B<t = b, aBt<€_bt<€ | R=r] ) _
PrB,(j, w) = bie(jow) | BL,, = by, B B ="r]

JEQwe{z,y} t=1 (=0 <t,» t<f t<€

For a fixed endpoint w € {z,y} and a fixed subgraph j, we can partition the temporal-
level indices (¢,/) € [T] x {0,...,F — 2} into epochs E1, E3, ..., Eyj. for some k(j, w).
Each epoch consists of a sequence of failures (b ¢(j,w) is “below”) terminated by a single
success (b ¢(j,w) is “above”). Because a vertex can advance at most F' — 1 times, there are
at most F' successes and thus k(j,w) < F. In other words, we can write

Pr| Bm(], ) = bt,g(j, w) | B.i.=b. ’Bt <t=b;,R= r]
DS S S oEY e LY CEUEYCRN Ra SV ETAY
PI' Btf(j’ ) - bt,é(])w) | B<t - b b R = r]

jeEQwe{z,y} i=1 tJleE; <t t<€ t,<0?

By viewing each epoch as the output of a single-response SVT, the privacy loss for each
epoch is bounded by 3e1, following the guarantees of the single-response SVT (Theorem A.7).
That is, for every i < k(j,w),

Z In (Pr B, w) = bueld ) | Bets = bty Brce = brcr, R = 1] ) < 3eq.

tLCE; Pr leff(ja ) - bt,f(j7w) | B/<t - b/<t 7B/ <0 — bt <£7R, = T,]
Hence the total privacy loss is at most |Q| -2 F - (3e1). We set the privacy budget for
each SVT instance to e1 = g 5I 7+ This substitution concludes the proof. []

C.2. Approximation and Space Guarantees. Given our privacy guarantees, we now
prove our approximation guarantees in this section. We first prove our concentration bound
on the samples we obtain in our procedure. Specifically, we show that with high probability,
the sampled edges give an approximately accurate estimate of deg¥ X, (v). Our proof strategy

is as follows. We use the proof of the approximation given by Dhuhpala et al. (2022, Theorem
4.7). In order to use their theorem, we consider a hypothetical set of level data structures
where we keep all of the edges in the graph. Note that we do not maintain these level data
structures in our algorithm but only use them for the sake of analysis. Let this set of level
data structures be denoted as K. We place each vertex v in I on the exact same level as
v in the level data structures within Algorithm 5.1. Then, we show that the vertices in
satisfy modified versions of Invariant 3 (Lemma C.3) and Invariant 4 (Lemma C.4) in the
work of Dhulipala et al. (2022), which directly gives our approximation factor by a modified
version of (Dhulipala et al., 2022, Theorem 4.7).

In the below proofs, let degi (¢, 7,v) be the induced degree of v in the j-th level data
structure within K consisting of all neighbors of v that are on level £ and higher. We prove
the following lemmas for graphs G; and G} which are formed after the first ¢ € [T] updates.
Intuitively, it says that if a vertex v has not been promoted past level £, then its induced
degree in the hypothetical full-graph level data structure K is not much larger than the
target cutoff (1 +n)/. This is because our sampling rate is high enough that the SVT would
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have detected a degree exceeding the threshold and promoted v to a higher level. The
additive error arises from the SVT noise and sampling variance.

Lemma C.3. If vertex v is in level ¢ < F' — 1, with high probability, in subgraph X, after
the levels are updated by Algorithm 5.2, Line 31, then, degx(¢,5,v) < (1+n)/ + O <log3"),

n%e
with high probability.
Proof. We prove this statement via contradiction. Suppose v is in level £ < F' — 1 within
. 3
subgraph X; with high probability and degy (¢, j,v) > (1 +n)’ + allo% with probability at
least n~% for some fixed constants a1,az > 1. We are in graph X, hence the probability

c1 log3(n)
e(1+n)!

degy- (£, j,v) edges using p; is at least
cl log3 n i, m log3 n cl log3 n  ac log6 n_ log3 n
p= - | (L) + —— = 2 ' :
e(1+mn) £ e2(1+n) 5
Let Sy ;. be the set of edges we sampled. Using a multiplicative Chernoff bound (Theo-

(1*¢)061 log’n .o

we used to sample is p; = . The expected number of edges we sample out of the

(C.1)

rem A.1), we have that the probability that our sample has size smaller than
as follows, for ¢ € (0,1):

2
P[|Spjwl < (1 —1)u] < exp <—M;p> <exp (

_¢20110g3"> | (C.2)

3e

3
The SVT introduces at most %g(n) additive error for some constant ag, with high

probability, and so the value we are comparing against the threshold of p; - (1 +n)? —1is at
3
least |Sg .| — M, with high probability. We proved above that the probability that

|Se o] > M is at least 1 — exp (—%‘)‘fg’m)). Thus, conditioned on the SVT

error bound and sampling bound above, the SVT comparison succeeds if
2a3log3(n) S (1—1)erlog®(n)  2aslog®(n)

Sy | — C.3
g0l - SE 2 TS : (€3)
>pj-(L+n) ! (C.4)
3

c1log’n
=—. C.5
e(1+mn) (C5)

Note that this inequality always holds when
C1

1-— — 2a3 > . C.6
R ()
To satisfy the above expression, we require ¥ < # and 7 > 0, which is easily satisfied by
the constraints of our problem, and also ¢; > —%. We set ¢; to be an appropriately

large enough constant in terms of 7, a3,y to amplify the probability of success to satisfy
with high probability.

For an appropriate setting of c1, 1, ag, we have that the SVT succeeds with probability
at least 1 — n~¢ for any constant ¢ > 1. Taking the union bound over all levels ¢ < ¢ (such
that SVT outputs succeed for all such ¢'), this contradicts the fact that v is at level £ with
high probability. ]
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Lemma C.3 directly shows that Invariant 3 is satisfied as in the work of Dhulipala et al.
(2022). Now, we prove that Invariant 4 is also satisfied. The next lemma provides the
complementary lower bound: if a vertex v has been promoted to level £ > 0, then its degree
in the level below must be large enough to justify the promotion. In other words, the SVT
would not have accepted the promotion query unless the induced degree was close to the
cutoff. Together with Lemma C.3, this pair of invariants ensures that the level assignments
faithfully approximate the true core structure. The proof follows a similar structure to the
proof of Lemma C.3.

Lemma C.4. If vertex v is in level £ > 0, with high probability, in subgraph X; after the
levels are updated by Algorithm 5.2, Line 51, then, degic({ —1,4,v) > (1+n)/~2 -0 (IC;;CT’T?) ,

with high probability.

Proof. As in the proof of Lemma C.3, we prove this lemma by contradiction. Suppose v is
in level ¢ > 0, with high probability, in subgraph X; and degy (¢ — 1,4,v) < (1 +n)/"2 —
@ with probability at least n~% for some fixed constants ai,as > 1. Suppose that
. 3

degy-(¢,4,v) = (1 +n)/ 2 — allo# — 1 since this is the worst case. Here, worst case means
the probability that the SVT is satisfied and hence the vertex moves up a level is maximized.
c1 log?(n)

e(14+n)7 -
number of edges we sample out of the degy(¢, j,v) edges using p; is at least

We are in graph X, hence the probability we used to sample is The expected

cl log3 n jo2 @1 10g3 n cl log3 n aici log6 n
g 7 _2T ) = - " p; C.7
o= e(1+mn) <( 1) 5 e(l+n)? 21 +n) Pi (C.7)
cl log3 no 2a1c1 log6 n (C.8)

“e(l+n)3 21 +n)

By Algorithm 5.2, Line 25, we set j such that (1 +n)/ > %ﬂn). Hence, using this setting,
we can further simplify Equation (C.8) as follows:

c1log®n _ 2a10 logbn S A log3n _ 2a1 log®(n) _ < 1 B 2al> c1 log3(n)
5

e(I4+n)?2  e2(1+n)) ~—e(l+n)? c3e (1+n)? 3
(C.9)
Let Sy ;. be the set of edges we sampled. Using a multiplicative Chernoff bound

(Theorem A.1), we have that the probability that our sample has size larger than (1 4 ¥)u
is as follows, for 1 € (0, 1):

)2 ((1i77) — %) a log3n
B 3e

2
P[|Sy50l = (14 6)1] < exp (—“;f’) < exp (C.10)

3
The SVT introduces at most %g(n) additive error for some constant as, with high
probability, and so the value we are comparing against the threshold of p; - (1 + n)~1is at
3
most [Sp ;.| + %g("), with high probability. We proved above that the probability that

3 wQ 1 _ﬁ 1 3
< UHdelog’(m) 5o ot Jeast 1 — exp <— (=g Jer s (n)>. Conditioning on the

S5,

- e(1+n) 3e
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SVT error bound and the sampling bound above, the SVT fails the check at level ¢ — 1 if
2a3log3(n) < (1+1)erlog®(n)  2aslog(n)

St C.11
| Z,],U‘ + 6(1 +n>3 c ( )
<pj-(L+n) (C.12)
1 3
_avsen (C.13)
e(1+mn)
Note that the inequality is satisfied as long as we have
(1+9Y)a €1
5 +2a3 < . C.14
(1+mn)? S 1+ (C.14)
To satisfy the above expression, we require 1) < n and n > 0, which is easily satisfied by the
_ (n+1)22as

constraints of our problem, and also ¢; > ~——=_ We set ¢; and c3 to be appropriately
large enough constants in terms of 7, a1, as, 1 to amplify the probability of success to satisfy
with high probability.

For an appropriate setting of ¢y, c3, %, a1, as, we have that the SVT failed the check at
level £ — 1 with probability at least 1 — n~¢ for any constant ¢ > 1. This contradicts the fact
that v is at level ¢, with high probability. ]

For the formal proof of approximation guarantee, we also require the following folklore
result.

Lemma C.5 (Folklore; (Matula and Beck, 1983)). Suppose we perform the following peeling
procedure. Provided an input graph G = (V, E), we iteratively remove (peel) nodes with
degree < d* for some d* > 0 until no nodes with degree < d* remain. Then, the core number
k(v) < d* for each removed node v and all remaining nodes w (not peeled) have core number
k(w) > d*.

For Theorem 5.1, Lemma C.3 and Lemma C.4 together with arguments from Dhulipala
et al. (2022, Theorem 4.7) complete our utility guarantees. For the sake of completeness,
the next lemma explicitly mimics said arguments with the two invariants above to derive
the overall approximation guarantee. Specifically, we simulate a peeling argument on
the hypothetical full-graph data structure K and use the upper and lower bounds from
Lemmas C.3 and C.4 to show that the estimated core number /;:(v) is within a (2 + 7)
multiplicative factor and an O(n~2e~!log3 n) additive error of the true core number k(v)
for every vertex.

Lemma C.6. Algorithm 5.2 returns a (2 +n,0 (77_28_1 log? n))—approximate k-core de-
composition.

Proof. Our proof follows almost verbatim from (Dhulipala et al., 2022, Theorem 4.7) except
we use Lemma C.3 and Lemma C.4 instead. Since we return the same core estimate as the
equivalent vertex in K, we only need to show the approximation returned from IC gives the
correct approximation. In the below proof, a group g is defined as the g-th data structure
in /C; hence the topmost level in the g-th group is the topmost level in the g-th level data
structure in . We let Z, denote the set of nodes in levels > ¢ in any group g.

In this proof, when we refer to the level of a node ¢ in subgraph j, we mean the level of
any vertex i € V in K. Using notation and definitions given by Dhulipala et al. (2022), let



SUBLINEAR SPACE GRAPH ALGORITHMS IN THE CONTINUAL RELEASE MODEL 49

k(i) be the core number estimate of i in K and k(i) be the core number of i. First, we show
that

dlog®n

if k(i) < (2+n)(1+n)7, then k(i) < (1+n1)9 1 + (C.15)

with probability at least 1 — ﬁ for any group ¢’ > 0, for any constant ¢ > 2, and for
appropriately large constant d > 0. Recall F'— 1 is the topmost level of group ¢’. In order for
(241)(1+n)9 to be the estimate of i’s core number, i must be in the topmost level of ¢’ but
below the topmost levels of all g” > ¢’. Suppose we consider #’s level in group g’ +1 and let ¢

be i’s level in ¢ + 1. By Lemma C.3,if £ < F —1, then degx-(£,¢',7) < (1+n0)9 +0O <1°g ”)
with probability at least 1 — — for any constant ¢ > 1. Furthermore, each node w at the
same or lower level ¢/ < £ has deg,c(ﬁ’ g, w) < (1+n)9 +0 (@), also by Lemma C.3.

Suppose we perform the following iterative procedure: starting from level level = 0 in
¢', remove all nodes in level level during this turn and set level < level + 1 for the next
turn. Using this procedure, the nodes in level 0 are removed in the first turn, the nodes in
level 1 are removed in the second turn, and so on until the graph is empty. Let djeye(7) be
the induced degree of any node i after the removal in the (level — 1)-st turn and prior to the
removal in the level-th turn. Since we showed that deg(level, ¢’,i) < (1+n1)9 +O <1°g ”)
for any node i at level level < F — 1, node ¢ on level level < F — 1 during the level-th

turn has djeper(i) < (14 7])91 + 0 (@) Thus, when ¢ is removed in the level-th turn,
it has degree < (1 + 7])9/ + O (@) Since all nodes removed before i also had degree

<(1+n9+0 <1°g63"> when they were removed, by Lemma C.5, node i has core number
. / log3 . e 1 .
k(i) < (1+n)9 +0 <%> with probability > 1 — = for any ¢ > 1. By the union
bound over all nodes, this proves that k(i) < (1+ )9 + O <@> for all i € [n] with
k(i) < (2+1)(1+n)9 for all constants ¢ > 2 with probability at least 1 — n%l
Now we prove our lower bound on l%(z) We prove that for any ¢’ > 0,
/_2 1 3
(L4 20 (=)
(2+m)(1+n)?
for all nodes 7 in the graph with probability at least 1— Cl t for any constant ¢ > 2. We assume

if k(i) > (14 n)7, then k(i) > (C.16)

for contradiction that with probability > —=— there exists a node i where k(i) > (1+n)Y

(1+n)g —270(@ (1+n)g -2_0 log n
and k(i) < DL . This, in turn, implies that k(i) > EEEDIE

i € [n] where k(i) > (1 + 7)Y holds with probability < 1 — —1. To consider this case, we
use the pruning process defined in Lemma C.5. In the below proof let dg(i) denote the
induced degree of node i in the subgraph induced by nodes in S. For a given sulggraph S,
(Lin)o 2 aten

we prune S by repeatedly removing all nodes i € S whose dg(i) < CEEnTEEEnE for an

appropriately selected constant a > 0. We consider levels from the same group ¢’ since levels
in groups lower than ¢’ will also have smaller upper bound cutoffs, leading to an easier proof.
Let j be the number of levels below level F' — 1. We prove via induction that the number of
nodes pruned from the subgraph induced by Zr_1_; (where Z; denotes the set of nodes in

for all
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levels > ¢ as defined earlier) must be at least

() (1) )

We first prove the base case when j = 1. In this case, we know that for any node ¢
in level F' — 1 in group ¢, it holds that degy(F —1,¢',4) > (1 +n)Y 2 -0 (@) with

probability > 1 — % for any ¢ > 1 by Lemma C.4. Taking the union bound over all nodes
in level F' — 1 shows that this bound holds for all nodes i € [n] with probability at least
1-— % All below expressions hold with probability at least 1 — ﬁ; for simplicity, we
omit this phrase when giving these expressions. In order to prune i from the graph, we must
prune at least

)

01+mg PR CEE

= (e ) (1)

neighbors of ¢ from Zr_o. We must prune at least this many neighbors in order to reduce
the degree of i to below the cutoff for pruning a vertex (as we show more formally below).

5 alog? n) (1+n)92— alog’n
€

In the case when (1 +71)9 < 4(1 +n)%( M) 19 then our original approximation statement
in the lemma is trivially satisfied because the core number is always non-negative and so
even if k(i) = 0, this is still within our additive approximation bounds. Hence, we only need

to prove the case when (14 1)? > 4(1 4 n)? <M)
Then, if fewer than ((1 +n)9 2~ M) (1 - m> neighbors of i are pruned

)

from the graph, then 7 is not pruned from the graph. If ¢ is not pruned from the graph

(1+7])g -2 alog n (1+77)g -2 alog n
CEEIeE=E )—core (by Lemma C.5) and k(i) > EEEIGEEE

for all i € [n] where k(i) > (1 + n)¢ with probability > 1 — = —L.. a contradiction with
our assumption. Thus, it must be the case that there exists at least one i where at least

then ¢ is part of a

'_9 log3 1 . . . .
((1 +n)9 - W) (1 - W) neighbors of ¢ are pruned in Zg_5. For our induc-
tion hypothesis, we assume that at least the number of nodes as indicated in Equation (C.17)
is pruned for j and prove this for j + 1.
! 3
Each node w in levels F' — 1 — j and above has dz,_, (w) > (14 n)¢ -2 _ abs#

by Lemma C.4 (recall that all j levels below F — 1 are in group ¢’). For simplicity of
expression, we denote J = ((1 +n)9 % — @) (1 -

((2+n)gl+n)2)]_l

m> Then, in order to

J nodes by our induction hypothesis, we must prune at least

j—1 - alog®n
<@+m§+mﬁ) J,<u+m9;—§> C.18)

prune the

edges where we “charge” the edge to the endpoint that is pruned last. (Note that we actually
need to prune at least ((1 + 77)9/_2 - @) . (1 - W) edges per pruned node as in

104 i an arbitrarily chosen large enough constant.
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((1+n)gl_2—@>

the base case but 5 lower bounds this amount.) Each pruned node prunes
/_o _a log3 n
fewer than (H(g)j_n) a o edges. Thus, using Equation (C.18), the number of nodes that

must be pruned from Zp_o_; is
i—1 _ log® j
@+m4n?\'7 G422 -2 (24n)4n)?)
2 2 (L)' 2 alosn 2 '
(2+n)(14n)*
Equation (C.19) proves our induction step. Using Equation (C.17), the number of nodes
that must be pruned from ZF_1_2log(2+n)(1+n)2/2(”) is greater than n since J > 1 by our

(C.19)

assumption that (1 +7)9 2 >4 (@)

((2 +n)(1+ 77)2)210g<2+n>(1+n>2/2(”)
> :

Thus, at j = 210g(g4)(14n)2/2 (n), we run out of nodes to prune. We have reached a

J > n? (C.20)

contradiction as we require pruning greater than n nodes with probability at least n%l .

(1- ﬁ) > 0 via the union bound over all nodes where k(i) > (14 1)? and using our
/ 3

(1+7])g _2_a10§ n

) _ i (2+n)(1+4n)?
This contradicts the fact that more than n nodes can be pruned with 0 probability.

From Equation (C.15), we can first obtain the inequality k(i) < k(i) + dloaﬂ since
this bounds the case when k(i) = (2 + n)(1 +n)Y; if k(i) < (2+ n)(1 +n)? then the
largest possible value for k(i) is (2+n)(1+ )9 ! by our algorithm and we can obtain the
tighter bound of k(i) < (14 n)9 + @. We can substitute k(i) = (2 4 1)(1 +n)9 since
(1+n)9* < (24 n)(1 +n)9 for all n € (0,1) and 7 > 0. Second, from Equation (C.16),
for any estimate (2 + n)(1 + 7)Y, the largest ¢’ for which this estimate has (1 +7)9 as a
lower bound is g’ = g + [log(14,)(2 + 1) ] > g +log (14, (2 + 1) — 1. Substituting this ¢’ into

(1+,’7)g’72_ a log3 n

assumption that with probability > —L there exists an i € [n] where k(i) <

(2+77)(1+77)25 results in
o _ alog®n (24+n)(14+n)9 alog3n k(3) alog3n
(1 + n)g+l g(1+7])(2+77) 3 _ lfg _ (717+7])317 - Eg _ (1+n)3 - gg '
(2+n)(1+n)? (2+n)(1+n)? (24 n)(1+n)?

k(i) _ alog3 n

Thus, we can solve k(i) > % and k(i) < k(i) + @ to obtain k(i) — @ <

k(i) < ((2+0)1+n))k(i) + a(2+n)(1tn)510g3n. Simplifying, we obtain
k(i)—O(e tlog®n) < k(i) < (2+ n)(1 +1)°k(i) + O(e L log® n)

which is consistent with the definition of a (2 + 7, O(¢!logn))-factor approximation
algorithm of core numbers, for any constant 1’ > 0 and appropriately chosen constant
n' >n € (0,1) that depends on 7. ]
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The following lemma bounds the total space usage of the k-core Algorithm 5.2. Since
each of the |Q| subgraphs has F' levels and we sample O(e~'log®n) edges per vertex per
level, a Chernoff bound yields the stated O(n) bound.

nle

Lemma C.7. Algorithm 5.2 uses O (m) space, with high probability.

Proof. The proof follows from a Chernoff bound. We set the probability of sampling to
¢y log®n
51(1+17)]' ’

we sample O <@) edges per level, per node, for each of F levels in each of |Q]

graphs. Hence, in total over F - |Q| levels, we use O (@) space per node, with high
probability. []

Finally, combining Lemmas C.2 and C.6 and theorem C.7 yields the proof of Theorem 5.1.

APPENDIX D. PROOFS OF THEOREMS 6.1 AND 6.2
We now restate and prove Theorems 6.1 and 6.2.

Theorem D.1 (Sublinear Space Private Densest Subgraph). Fiz n € (0,1]. Algorithm 6.2
is an e-edge differentially private algorithm for the densest subgraph problem in the continual
release model for insertion-only streams. The algorithm returns a set of vertices whose
induced subgraph is a (2 +n,0(n et logQ(n)))—appmximation of the densest subgraph in
Gy, with probability at least 1 — 1/ poly(n), for all t € [T]. The mazximum space used is
(0] (n_Qs_lnlogQ(n)), with probability at least 1 — 1/ poly(n), for all t € [T)].

Theorem D.2 (Sublinear Space Private Densest Subgraph). Fiz n € (0,1]. There exists
an e-edge differentially private algorithm for the densest subgraph problem in the continual
release model for insertion-only streams. The algorithm returns a set of vertices whose
induced subgraph is a (1 +n,0(n 4! 10g5(n)))—appmximati0n of the densest subgraph in
Gy, with probability at least 1 — 1/ poly(n), for all t € [T]. The mazimum space used is
O (n=%cInlog®(n)), with probability at least 1 — 1/ poly(n), for all t € [T.

The pseudocode of our data structure and algorithm can be found in Algorithms 6.1
and 6.2. We also provide a detailed description in Section 6.1.

D.1. Privacy Guarantee. In this section, we prove the privacy guarantees of our algorithm.

Lemma D.3. Algorithm 6.2 is e-DP in the continual release model on edge-neighboring
isertion-only streams.

Proof. Let S and 8’ be edge-neighboring insertion-only streams differing in exactly one update
at time t*, such that e;+ # ej.. At any timestep ¢ € [T, the observable transcript T; generated
by the algorithm on input stream S consists of three random variables corresponding to the
outputs of the internal differentially private mechanisms:

e C, € {“above”, “below” }: The output of the edge-count Sparse Vector Technique (SVT).
e D; € {“above”, “below” }: The output of the density SVT.

e S;: The vertex set released by the static PRIVATEDSG subroutine (where S; = S;_; if

D; = “below”).
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Similarly, define C}, Dj, S; on input S'.

Let R, R’ denote the random coins used to subsample edges in the two streams. We can
couple R and R’ to be identical on common edges e; = ¢’ for j # t*. Under this coupling
(R, R’), the sampled graphs X; and X differ by at most the single edge es.

Define the privacy loss variable £ by drawing outputs (¢, dy, s¢) ~ (Cy, Dy, Sy), coupled
random coins (r,7') ~ (R, R"), and computing the log-likelihood ratio of the transcript over
the entire stream:

o ( Pr[Cr.r = ci.0, D1r = dir, Str = s1r | R=7] >
Pr[Cl.; = crr, DY = dvr, Si.p = s1.7 | R = 1]
T

Z < = Ct - Ct?Dt di, St = st | Cct = cct, Dy = dey, Sct = <1, R=171] )
=c, Dy =dp, Sy =51 | CLy = cct, Dy =dey, Sy = 51, R =7'] )

Recall that an algorlthm is e-DP if and only if the absolute value of the privacy loss variable
is bounded above by & with probability 1 (Dwork and Roth, 2014, Lemma 3.17).

Using the chain rule of conditional probability, we expand L across all timesteps and
decompose it into the three sequential mechanism evaluations:

L= Zl Pr Ct =G ’ C<t = C<t, D<t d<t, S<t = S<t, R = 7“]
Pr(Ci = ¢ [ CLy = c<t, Doy = dey, Sy = 51, R = 1]

—|—Z] PI‘ Dt dt ’ Cgt:Cgt,D<t_d<t75<t:5<taR:T]
PrDi=di | CLy =y, Dy =dy, STy = sy, B = 1]

Pr[S; = s¢ | C<t = c<t, D<t = d<¢, S<t = 5«1, R =]
+ Zl 7 7 7 7 /
Pr(S = s | Oy = ¢y, Dy = dey, 4y = sy, RN = 1]

T T T

t=1 t=1 t=1
We will upper bound each summation separately.

Edge-Count SVT Loss. Let t{ <t < ... < tgc be the timesteps where the edge-count
SVT outputs “above”. We group the summation into epochs:

Pl‘ Cy=c¢ ’ Cct =cet, Dy =dey, Sct = 54, R = 7’]
Lic = .
Z 60 = Z ZH <Pr Cl=c|C,=cet, D, =dey, S, = 544, R =17]

C
thtl

Conditioned on the identical past, the internal threshold m’ is identical in both streams.
Since S and &’ differ by exactly one update, the global sensitivity is A = 1. By viewing this
as a simple composition over single-response SVT mechanisms with a total privacy budget
of eg = ¢/3, SVT guarantees (Theorem A.7) that with probability 1:

I €
§ Lic< <.

3
t=1
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Density SVT Loss. Let tP <t < ... < tkDD be the timesteps where the density SVT
outputs “above”. We again group the summation into epochs:

D
ZL — Z i: PrDy=dy | C<y = C<t7D<t det,Sct = s<ty, R =]
" Pr[D;=dy | CLy =y, Dy =dy, Sy = sy, R =7"] |

=1 ¢= tD <t

Conditioned on an identical past, the sampling probability p; is a deterministic function of
the public transcript and is therefore identical on neighboring streams. Under the coupling
(R, R), the exact density query D; on X; has a sensitivity of 1. Similar to the edge count,
this query sequence is processed by the second SVT with a budget of €5 = /3. It follows

that:
T
Z Lip <
t=1

Static DP Subroutine Loss. Finally, the algorithm only invokes the static €;-DP PRIVAT-
EDSG subroutine at time ¢ if d; = “above”. Therefore, £; g = 0 for all t ¢ {tP t2, ... ,tkDD}
and

[SCRNO)

T ’ le PI"SDZStD ’C<tD:C<tD D<tD=d<t_D,S<t_D=8<t_D,R=T’]
; t,S—izln Pr[ D—StD|C D' =d R’:T,]

<tb 7 U<
Conditioned on an identical past, the sampled graph X; differs by at most 1 edge between
the two streams, so each call incurs a privacy loss of €;. The maximum number of times the
density SVT can output “above” is capped at kp < czlogy,(n). By sequential composition:

T
E € €
ﬁt,SSkD'é'lSCQIOg (n) <) —
t=1 L 362 logl_,'_77 (n) 3

/
=c S_.p=3s
<tD <tD 9 <ti <tiD7

Conclusion. Summing the upper bounds of the decomposed components over the entire
stream, the absolute value of the total privacy loss variable £ is almost surely bounded by:
£ _ I
-3 + 3 + 3
This confirms that the algorithm is e-edge differentially private in the continual release
model. ]

Remark D.4. We remark that although we are running a DP algorithm on a sample which
may imply some privacy amplification bounds, these privacy savings only apply to our case
if the sampling probability of the edges decreases per time step. Since we cannot guarantee
that this will be the case for all input graphs, the privacy amplification bounds do not
improve the worst-case privacy guarantees.
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D.2. Approximation and Space Guarantees. In this section, we prove the approximation
factor of the approximate densest subgraph we obtain via our sampling procedure. We
first prove that our sampling procedure produces, with high probability, a set of edges
X = X; C E; at time ¢ such that |OPT(Gt) — deng,(OPT(X}))| < n- OPT(G;) where
OPT(Gy) is the density of the densest subgraph in the dynamic graph G; at time t and
deng, (OPT(X})) is the density of the densest subgraph in the sampled graph G[X;] but
with respect to the full graph G;. Then, we show that the approximate solution returned by
the private static densest subgraph subroutine applied to the sub-sampled graph translates
to an approximate solution in the original graph.

In the following, we assume full independence in each of the sampled values for each
edge (which is guaranteed by our algorithm). The next lemma is the main approximation
guarantee for our densest subgraph algorithm. It shows that the vertex set V* returned
by the algorithm induces a subgraph whose density in Gy is within a (2 + 7) multiplicative
factor and an O(e~ '~ log? n) additive error of the true optimum. The proof proceeds in
two parts: first, we show that sub-sampling preserves the density of every induced subgraph
up to a (14 n) factor via a Chernoff bound and union bound over all vertex subsets; second,
we compose this with the static private densest subgraph subroutine to obtain the overall
approximation.

Lemma D.5. Fiz n € (0,1]. For every t € [T], Algorithm 6.2 returns a set of vertices

V* C V where the induced subgraph G¢[V*| has density deng, (V*) > den?ﬁgﬁpﬂ -0 <1°§;">

(where Vopr is the set of vertices in a densest subgraph at time t consisting of all edges seen
in the stream so far), with high probability.

Proof. For the first part of this proof, we take inspiration from the techniques given by
Esfandiari et al. (2016, Lemma 2.3), although our proof differs in several respects due to the
noise resulting from our private mechanisms.

Sub-Sampling Concentration. Let z. be the random variable indicating whether edge
e exists in X and p be the probability of sampling the edges. Fix an arbitrary non-empty
subset of vertices @ # V' C V. The number of edges in X[V'] is given by |X[V']| =
ZSGX[V,] 1= Zeth[V’] z.. We use Gy to denote the graph on edges inserted in updates

ui, ..., us at timestep ¢. Then, we know the expectation of den(X[V']) is
DoecGy v Te E [Zeth[V’] xe] DecGy v P
=E[den(X[V'])] = E | =2 = = === D.1
p = Elden(X[V)) o o o 0.1)
Ze G [V’ 1
=p S = deng, (V), (D-2)
and the expectation of | X[V']| is also
pxp =EBIXVII =B | Y a| =p- |GV, (D.3)

ecG[V']

where |G¢[V']| denotes the number of edges in the induced subgraph of G;[V’].
Since all the variables z. are independent, we have by the multiplicative Chernoff bound
(Theorem A.1),
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2

PIX[V'] > (149) - pxp] <exp (—W) (D.4)
2

< exp (-w ”ﬁ”) When 1 € (0,12]  (D.5)

< exp <—¢2pl|ft(w> : (D.6)

Consider the private estimate mj of m; stored in Algorithm 6.1, Line 3, where my is
the number of true edges in the graph. We add O(T) instances of Lap(O(e/log;,,(n)))
noise in the SVT subroutine (Algorithm 6.2, Line 29). By a union bound over T' = poly(n),
all such noises are of order O(e™* logy 1, (n)log(n)) = O(e~ '~ log?(n)) with probability
1—1/poly(n). Hence my — O (%) <m, < (1+n)-m+0 (log ”) with high probability.
Note that by the choice of initialization of m’ (Algorithm 6.1, Line 3) we sub-sample edges
only once m; > Q(e~'n~%nlog?(n)) — O(e~'n~'log?(n)) = w(e 'n~'log?(n)). Thus, we
also know that (by Algorithm 6.1, Line 4), for a constant ¢ > 0,

cnlog?(n)
1>p=—-->——+ D.7
=P= n? - mj (D.7)
cnlog?(n)
> ; . (D.8)
ot (@m0 (552
cnlog?(n)

. -1, —17..2

I — since m; = w(e log“n D9
> S (=l og?n) (D)
for an appropriately large constant ¢’ > 0.

Let k = |V'|. We set ¢ = %{T}/ﬁt) in Equation (D.6) where OPT(G) is the density of

the densest subgraph in G;. For the analysis, we consider two cases. The first case is when
1) < 12 and the second is when 1) > 12.!* Suppose in the first case that 1) < 12; substituting

this value for ¢ into Equation (D.4) yields the following bound

P [IX[V']| = (1 +4) - pyxpvr] (D.10)
21220PT(GL)? - puyx (-
< exp (_p 7 ( 2t) H|X[V]|> (D11)
14 Auixp
2
< exp (_ZMOSIZT(GO> ’ (D.12)

where the last expression follows since p - k - OPT(G¢) > pxpyr due to the fact that
by Equation (D.3), p- k- OPT(Gy) > p-k-den(G[V']) = p- (IG[V']]) = pxv- Then,
suppose that ¥ > 12; substituting this ¢ into Theorem A 1 gives the following probability
expression: P[X > (14 ¢)u] < exp ( M) since 21’ 72 3 for the given bound on 1. Thus,

HThe two cases selected are bounded by 12 which is an arbitrarily chosen large enough constant.
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using this value of ¢ in Equation (D.4) yields the following bound

P [IX[V']| > (1 +¥) - pxpn] (D.13)
o [ PEnOPT(GY) - pyxqvry

= P ( 2 2px v ) (D14

< exp (—W) . (D.15)

Altogether, for both cases, our expression is bounded by

kn*OPT(G
P[IX[V']| > (1+4) - gxpry] < exp (—W) . (D.16)
We can simplify the LHS of the above inequality by:
pknOPT(GY) XV x|, nOPT(GY)

P XV 2 e + | =P | 2 = (D.17)

(1 1 PT
=P P den(X[V']) > , -p-deng, (V') + 7702(Gt)
) (D.18)

_p ; -den(X[V]) > deng, (V') + "OPQF(G” .
) (D.19)

We now consider all subsets of vertices of size k. There are at most (Z) such sets. There
are also n possible values of k since there are at most n vertices. Hence, the total probability
that the bound holds for all V/ C V' (using Equation (D.16)) is

i(Z)-exp( panOPTGt) Zn $exp <_ZM2OE)1;ﬂGt)> (D20

k=1
2
=Y e (k Tn(n) - W) . (21
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Note that the densest subgraph has density at least that of the entire graph, 7*t. Combined
with the substitution of Equation (D.9) into the above, we obtain

n 2
Z exp <k: ‘In(n) — W) (D.22)
k=1

= enlog(n)  kn’my '
< kZ:leXP (k -In(n) — Tl ) Tron by Equation (D.9) (D.23)
. log?(n) k
< . 20y - S8 )~ .
< ;exp (k: 2log?(n) 5 (D.24)
. c
= Zexp (— (560’5 — 2) k- logQ(n)> (D.25)
k=1
. c
< ZGXP Nz —2)- 108"2(”) since k > 1 (D.26)
P ( <560’5 ) )
c
=n-exp (— <566/€ - 2) -10g2(n)> (D.27)
c
< exp (— (M - 4> -10g2(n)) (D.28)

where Equation (D.26) holds when (ﬁ — 2) > 1. To obtain the high probability bound
of 1/poly(n) over all timesteps t, it suffices to set ¢ to be a sufficiently large absolute
constant and take a union bound over T' = poly(n) events. Hence, we have proven that with
high probability, the density of any subgraph G[V’] is at least %denX(V’ ) — 4 OPT(Gy)
for every t. In particular, no induced subgraph in X has estimated density greater than
(14 3)p- OPT(G;), with high probability.

Now, we show that OPT(G;) has large enough induced density in X such that the
returned subgraph is a (1 + n)-approximate densest subgraph in G;. We do this by setting
V' = V(OPT(Gy)), i-e. to the set of vertices of the densest subgraph in G;. By applying a
Chernoff bound (Theorem A.1) with ¢ = n € (0,1] and using the fact that OPT(G;) > mt/n,
we have that

P B den(X[V']) < (1 =) - OPT(Gt)] (D.29)
=P [den(X[V']) < (1 — ) - p] (D.30)
< exp (_d)ZM) — exp (—1/’2 s 2PT(Gt)> (D.31)
< exp (—dj : m : th) by Equation (D.9) (D.32)
~exp (-Cl(;g;(”)> by setting ¥ = n. (D.33)

By setting a large enough constant ¢ > 0 and together with what we showed above, we
obtain that with high probability, the densest subgraph in X has induced density in G; that
is a (1 + n)-approximation of OPT(G;). We take the union bound over T" = poly(n) to show
that for each time step ¢, our bound holds.
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Approximation. By Theorem G.1, the vertex set S we output is a (2,0(sfllogn))—
approximate densest subgraph of X after each call to the private static densest subgraph
subroutine. If we have yet to begin sub-sampling, i.e. X = G}, then we are done.

Suppose the algorithm started to sub-sample. Then with high probability, after each
call to the private static densest subgraph algorithm,

deng, (5) (D.34)
PT
> ;denX(S) - w by Equation (D.19)
(D.35)
> ]1) (OPT;(X) — O(e7 ' log n)> — 77OP2T(Gt) by Theorem G.1 (D.36)
_ / 2. " 2
. (1-n)OPT(Gy) (e n2 my) "log’(n)  nOPT(Gy) since &1 — e( £ )
2 cnlog®(n) en 2 logy 1, (n)
(D.37)
_ !0
_ (1 —2n) OPT(Gy)  c"nmy (D.38)
2 cn
> (1 —3n) ;)PT(Gt)7 for ¢ > 2c'¢”, OPT(Gy) > e
n

(D.39)

where Equation (D.37) follows from Equation (D.29).

Finally, we account for the additional error due to not updating S when the SVT
(Algorithm 6.2, Line 36) does not output “above”. Let D; denote the exact density of the
subgraph and p; the sampling probability at time ¢ as returned on Algorithm 6.2, Line 35.
If the SVT did not output “above”, we know that with high probability,

Dy < pi- L+ 0 og?(n)) (D.40)
D -1,,—1 1 2
Lt <L+ O(e™'n~"log”(n)) (D.41)
bt Pt
Dy > py - LI O(e'ntlog?(n)) (D.42)
1+n
D L —1 —11 2
pe 147 Pt
Similar to the calculation we made regarding OPT(X), either p = 1 and there is nothing to
2
prove or p > ngggéz) and
O(e~'n~log?(n 4 den’m
( Ui g ( )) _ O(E 177 110g2(n)) . n y t (D44)
Dt cnlog®(n)
< T (D.45)
n

< nOPT(G,). (D.46)
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In other words, assuming a sufficiently large constant ¢, we incur an additional (1 4 2n)
multiplicative error and O(e~'n~'log? n) additive error due to the SVT. Hence, we obtain a
(24 O(n), O(e~ '~ log? n))-approximate densest subgraph at every timestamp t. ]

Combining Lemmas D.3 and D.5 proves the privacy and utility guarantees of Theorem 6.1.
Before addressing the space usage, we briefly describe the minor changes needed to obtain
similar guarantees for Theorem 6.2.

Reducing the Multiplicative Factor. We remark that we require 1/p = Q(¢~'n~2nlog?n)
to absorb the additive error of the private static densest subgraph subroutine (Theo-
rem G.1) into the multiplicative error (see Equation (D.37)). If we instead use an al-
ternative private static densest subgraph subroutine, say Theorem G.2, which yields a
O(1 + n,n~3e; Hlog?(n))-approximation, we would need to set 1/p = Q(e~'n"°nlog’(n))
(Algorithm 6.1, Line 4) since e1 = ¢/logy,(n). Suppose we further adjust the initial edge
threshold to m’ = ©(e~'n~°nlog®(n)) (Algorithm 6.1, Line 3), the initial density threshold
to L = O(e~'n°nlog®(n)), and repeat the proof steps of Lemma D.5 for this version of our
algorithm. This yields a proof of Theorem 6.2.

Space Complexity. Finally, the following lemma bounds the space usage of our data
structure. Because the SVT controls the edge threshold m’ and the sampling probability p is
set inversely proportional to m/, the expected number of sampled edges is O(nlog?(n)/(en?))
at any point in time. A Chernoff bound then yields the high-probability guarantee. The
precise constant depends on which static private densest subgraph subroutine is used.

Lemma D.6. Algorithm 6.1 uses O(~'n~?nlog?(n)) (resp. O(s~'n~®nlog®(n)))'? space
with probability at least 1 — 1/ poly(n).

Proof. By Algorithm 6.1, Line 4, each edge is sampled with probability p = min (1, %ﬁi@) .
By the guarantees of SVT and our scaling procedure in Algorithm 6.1, Line 3, the final m/

c3n log?(

will be at least {77, — O(log?(n)/¢). Since we initially set m’ = e DAy log?(n)/e (or

5
m' = %%(") > c5log?(n)/e depending on which static algorithm we choose), it follows

that m’ > m/3, with high probability. Then, the expected number of edges we sample is

3c3nlog?(n) 3cgn log®(n)
e (resp. Toen?

bound to show that the total space we use is O(e~ '~ 2nlog?(n)) (resp. O(e ™'~ %nlog®(n)))
with probability at least 1 — 1/ poly(n). ]

). Since all edges are sampled independently, we use the Chernoff

APPENDIX E. PROOF OF THEOREM 7.1
We now prove Theorem 7.1, whose statement we copy below for convenience.

Theorem E.1. Fizn € (0,1]. Given a public estimate & of the maximum arboricity o over
the stream,™® Algorithm 7.1 is an e-edge DP algorithm for estimating the size of the mazimum

127hig space usage depends on which static algorithm we use.
L3We can eliminate this assumption with an additional pass of the stream or notify the observer when the
utility guarantees no longer hold in the one-pass setting. See Appendix I.
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matching in the continual release model for insertion-only streams. If & > «, then with prob-
ability at least 1 — 1/ poly(n), our algorithm returns a ((1+n)(2+ &), O(n~te™? logg(n)))—
approximation of the size of the maximum matching at every timestamp. Moreover, our
algorithm uses O(n~2c~Hog?(n)log(&)) space with probability 1 — 1/ poly(n).

The pseudocode can be found in Algorithm 7.1 and we present a detailed description in
Section 7.1.

E.1. Privacy Guarantee. We prove the privacy guarantees of our algorithm in this section.
Lemma E.2. Algorithm 7.1 is e-edge differentially private.

Proof. Let S = (e1,...,er) and &' = (¢}, ..., €/) be edge-neighboring insertion-only streams.
Without loss of generality, they differ only at a single time t* € [T], where e;+ = {u,v} and
ej« = L. For input S and each time ¢, let A; be the random variable representing the entire
answer string returned by ESTIMATESVT during the while-loop in Algorithm 7.1, Line 18 at
time ¢ (that is, all answers produced while processing the repeated threshold queries at time
t), and let B; be the single answer returned by SUBSAMPLESVT in Algorithm 7.1, Line 23
at time t. Similarly, define A}, By for input S’.

Let R, R’ denote the set of random coins used to subsample edges on Algorithms 7.1,
Line 11 and 7.1, Line 26 for inputs S, S’ respectively. We proceed under the coupling that
the coins used to process common edges e; = e;- for 7 < t* are identical. The key structural
fact is that, under this coupling, the current sample sizes differ by at most 2 at every time.
Indeed, for every common edge, the same Bernoulli coins are used in both executions, so all
common edges are sampled and later resampled identically whenever the public transcript
prefix is the same. Thus the only discrepancy comes from the extra update ey« = {u,v}. If
t < t*, then the sample sets are identical, S; = S}. Assume now that ¢ > t*. Processing
e+ can contribute at most one additional sampled edge, namely e;+ itself. Moreover, it can
cause premature deletion of sampled edges only through the counters at its endpoints u and
v. For a fixed endpoint w € {u,v}, the sampled edges incident to w always have distinct
counter values, because counters are incremented only when a later adjacent edge arrives.
Hence at any moment there is at most one incident sampled edge whose counter can cross
the threshold & one step earlier because of the presence of e;«. So the discrepancy created
at endpoint w contributes at most one additional missing edge. Summing over the two
endpoints, we obtain

18| —157l] <2 for every t € [T].
In summary, every query value |S;| used by either SVT instance has sensitivity at most 2
under an appropriate coupling.

The released sequence of estimates is a post-processing of the full SVT transcript, so it
suffices to prove privacy for the SVT transcript. Let a; ~ Ay, by ~ By and (r,7") ~ (R, R')
where (R, R') denotes the coupled random coins above. We analyze privacy through the
privacy loss variable

L= 10g<

Pr[Ayr = ar.r, Bir = b1 | R=7]
Pr[A/l:T = anr, BiT - bl:T ’ R’ = TI]
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Recall that it is enough to show |£]| < ¢ with probability 1, since this is equivalent to pure
e-DP (Dwork and Roth, 2014, Lemma 3.17). By the chain rule of probability,

! __ ! / _ / ! L/ ! — 2l
Pr[A} = aj | Ay =dy, By =b_, R = 1]

T
L= Zlog < PI‘[At = at \ At =act, Bot =by, R = 7”] >
t=1

11 PI‘[Bt = bt | Agt = agt,B<t = b<t,R = ’I”]
Pr[B =b) | AL, =ad,, B =V R =1 )"

ESTIMATESVT contribution. Condition on (A<; = a<t, Bt = by, R=1r, R’ =1'). The
state variables p, and j, are fixed and identical on the two neighboring streams. Hence
the entire collection of threshold queries made by ESTIMATESV'T at time ¢ is obtained
by repeatedly querying the same sensitivity-2 quantity |S;| against the public thresholds
pi(1 4+ n)?. By the standard privacy guarantee of SVT (Theorem A.7), the interactive
transcript over all times is (¢/2)-DP.

SUBSAMPLESVT contribution. Next condition on (A<; = a<¢, B« = by, R = r,R =
r’). At this point, the sampled set S; is already determined, and the query made to
SUBSAMPLESV T is exactly the sensitivity-2 quantity |S;| compared against the fixed public

2
threshold %gz(n). Again, the standard privacy guarantee of SVT ensures that the interactive

transcript over all times is (¢/2)-DP.
Combining the two bounds concludes the proof. ]

E.2. Approximation and Space Guarantees. We now show the approximation guaran-
tees of our algorithm. The proofs below modify the proofs of McGregor and Vorotnikova
(2018) in the non-private setting to the private setting. In particular, we modify their proof
to hold for any & > a.

Let M(G}) be the maximum size of a matching in input graph G; (consisting of all
updates up to and including update e;). We wish to compute an approximation of M (Gy).
Let B!, be the last &+ 1 edges incident to u € V that appear in G;. Let E% be the set of
edges {u,v} € G; where |B!| < & and |B}| < &. That is, E% consists of the set of edges
{u,v} where the number of edges incident to w and v that appear in the stream after {u,v}
is at most &. We say an edge {u,v} is good if {u,v} € B! N B!, and an edge is wasted if
{u,v} € B!, & B!, = (B, UB!)\ (B, N BY). Then, E. is precisely the set of good edges in
G". In other words, Et = Unzvev (BL N BY).

Our algorithm estimates the cardinality of E% as an approximation of M(G;). The
following lemma shows that |E%|, the number of good edges, serves as a proxy for the
maximum matching size M (Gy). Specifically, it is always at least as large as the maximum
matching (since a matching can be found among the good edges) and at most an (& + 2)
factor larger (via a fractional matching argument using Edmonds’ polytope theorem). This
sandwich inequality is the foundation of our approximation guarantee, as it reduces the
problem of estimating the matching size to the problem of estimating |EL|.

Lemma E.3. M(G") < |EL| < (a+2) - M(Gy).
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Proof of Lemma E.3. We first prove the right-hand side of this expression. To do this, we

define a fractional matching using E. Let Y. = %H if e € EY and Y. = 0 otherwise. Then,

114
a+1- We now show a corollary

of Edmonds’ matching polytope theorem (Edmonds, 1965). Edmonds’ matching polytope
theorem implies that if the weight of a fractional matching on any induced subgraph S C G

is at most |S|T_1, then the weight on the entire graph is at most M (G). Now, we show the
following proposition:

Proposition E.4. Let {Y.}ccp be a fractional matching where the mazimum weight
on any edge is . Then, Y pYe < (14+v) - M(G).

Proof of Proposition E.J. Let S be an arbitrary subset of vertices, and let E(S) be
the edges in the induced subgraph of S. We know that |[E(S)| < w and by

Y _ ZuES ZvGN(u) Y{“»U} < ZuESl — @
2 2 2

the definition of fractional matching, > c s <

where ) N(u) Yy} <1 by the constraints of the fractional matching. Thus, we know
that (given the maximum weight on any edge is 1)

WIwWMﬂ—D
Y, <m Ll ) (E.1)
eG%(:S ( 2 )
< |S|2 1 - tmin <S” | a¢|S|> (E.2)
< |S|2_ L1+ ). (E-3)

We can show the last inequality by considering two cases:
o If |S| < 9|S|, then

[S1—
1
1+ﬂﬂ—1§1+¢ (E.5)
S
|S‘\—‘1 <147 (E.6)
1
< E.
¥ < 5 (E7)
YS| —y <1 (E.8)
BIS| <1+, (E9)
Finally, let Z, = 1% 7 We can use Edmonds’ polytope theorem to show that
Yeep Ze < Pt < M(G) and so YocpYe < (14 9) Yeep Ze < (1+¢) - M(G). We
have proven our corollary. []

A fractional matching is defined to be a set of weights f(e) > 0 on every edge e whereVo € V : 3 __  f(e) < 1.

edv
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t

Using the proposit~ion above with maximum weight dil implies that Zee pYe = ;:fl‘ <
(1+ d_lH)M(G) = gﬁ - M(G). Hence, we have that |EL| < (& +2) - M(G).

Now, we prove the left inequality. To prove the left inequality, let H be the set of

vertices in GGy with degree at least & + 1. These are the heavy vertices. We also define the

following variables:

w := the number of good edges with no endpoints in H,

x := the number of good edges with exactly one endpoint in H,
y := the number of good edges with two endpoints in H,

z := the number of wasted edges with two endpoints in H.

First, |EL| = w+ z+y. Below, we omit the superscript ¢ for clarity but everything holds
with respect to t. Now, we show the following additional equalities. We will first calculate
the number of edges in the B, of every u € H in terms of the variables we defined above.
Since every vertex u € H is heavy, |B,| = & + 1. Hence, > .y |By| = (& + 1)|H|. Every
edge {u,v} in each of these B, must either be a good edge or a wasted edge by definition
since {u,v} € By, U B,. For each edge counted in x, it has one endpoint in H so it is counted
in exactly one B, in H. Furthermore, for each edge counted in z, it is also counted in the
B, of exactly one of its two endpoints since it is wasted (i.e. the other endpoint doesn’t
have at most & edges that come after it). This leaves every good edge counted in y which is
counted in exactly two B,’s. Hence, > .y |Bu| =2 +2y+ 2= (& +1)|H|.

Now, we can also compute z +y < «o|H| since z + y is at most the total number of edges
in the induced subgraph consisting of H. Since we know that the graph has arboricity a,
we also know (by the properties of arboricity) that the induced subgraph consisting of H
has at most «|H| edges. Hence, we can sum our inequalities: x 4+ 2y + z = (& + 1)|H| and
—z—y > —a|H| to obtain x +y > (& — a+ 1)|H|. Finally, let E, be the set of edges with
no endpoints in H. Every edge {u,v} € Ep, is good since B, = N(u) and B, = N(v) by
assumption. Note that w = |EL|. Therefore, |[EL| = w+x+y > |H|+ |EL| since & > a. We
can show that |H| + |EL| > M(G) since we can partition the set of edges in the maximum
matching into edges in Fy, and edges incident to H. All of the edges in Ef, can be in the
matching and at most one edge incident to each vertex in H is in the matching. We have
successfully proven our lower bound: |EL| > M(G). []

We now have the following algorithm for estimating |E%| for every ¢ € [T]. For every
sampled edge, e = {u, v}, the algorithm also stores counters c¥ and ¢! for the degrees of u
and v in the rest of the stream. This requires an additional factor of O(log(&)) space. Thus,
the algorithm maintains the invariant that each edge stored in the sample is a good edge
with respect to the current Gy.
log®(n)

en
E} with high probability. First, we note that E; satisfies M(G?) < Ef < (2 + a)M(Gy)
since Ef > |EL|, M(Gy) < M(Gy), and Lemma E.3.

We now state our main lemma for our algorithm. It shows that the sub-sampled estimate
|St|/pe tracks the running maximum Ej of good edges up to a (1 + n) multiplicative factor
and an O(e~1n~! log? n) additive error, with high probability. The proof addresses two
subtleties: (1) the adaptive nature of the sampling probability p;, which is determined online
by the algorithm rather than set a priori, and (2) the SVT noise, which must be absorbed
into the approximation error without exceeding its query budget.

Let Ef = maxy<;(|EL|). We now show that we get a (1 +n, >—approximation of
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log?(n)

Lemma E.5. Algorithm 7.1 returns a (1 +n, T) -approzimation of Ef for every t € [T

with probability at least 1 — 1/ poly(n).

Proof. Fix some t € [T]. We need to show that at time ¢, we do not exceed the SVT
“above” budgets as well as that sub-sampling yields sufficiently concentrated estimates with
probability 1 — 1/ poly(n). Taking a union bound over T = poly(n) timestamps then yields
the desired result. ,

First, let 7 = M%Q(n) for some large enough constant d > 0 and define level i; (starting

with 4; = 2) to be the level that contains E} if 2=l 1 < Er < 2i .. Level i; = 1 is defined
as 0 < Ef <2-7. Let p; denote the marginal probability that an edge is sampled from E(g
Note that this probability is prior to sub-sampling on Algorithm 7.1, Line 23. In a perfect
situation, at time ¢, edge e is sampled in level i with probability p, := 27 when i; > 2 and
with probability p; = 1 when i; = 1, but this is not the case as our algorithm determines p;
adaptively depending on the size of the sampled edges at time t.

SVT Budget. We show that with probability at least 1 — 1/ poly(n), neither of the SVT
“above” budgets @1, Q2 in Algorithm 7.1 is exceeded. First, for the sub-sampling SVT, we
take T' = poly(n) noisy comparisons with Lap(O(e/log(n))) noise. Hence with probability
1 — 1/ poly(n), all Laplace realizations are of order O(e~*log?(n)).

@1 = a1log(n) bounds the number of times the sub-sampling SVT in Algorithm 7.1,
Line 23 is satisfied. Each time this SVT is satisfied, we must have

1S¢| > aze "2 log?(n) — O(e ' log?(n)) > %6_1 log?(n) (E.10)

for sufficiently large constant ag > 0, leading to the probability of sampling edges being
halved. The expected number of edges that are sampled at any point is p; - |[EL| < p; - n?.
Suppose a; is sufficiently large and we halved the sampling probability @1/2 > [log(n?)]
times so that p; < % We can upper bound the probability that the SVT answers

“above” by considering the experiment where we obtain a sample S; by sampling each edge

with probability p = |E71t\ > p;. By a multiplicative Chernoff bound (Theorem A.1), for

¥ =Geog’(n) — 1,

a3 1, 2 G I )
P (181 = Te M log?(n)| < P[5 = Gle g ()] (B.11)
=P[5 > (1 +v) 1] (E.12)
=P[5y > (1 +v)p - |E]] (E-13)
iy
— E.14
<ow (-3 (514
< exp (—Q(log?(n))) n sufficiently large (E.15)
1

< . E.16
~ poly(n) (E.16)

Hence, for large enough constants aj, a3, we do not exceed the subsampling SVT “above”
budget.

A similar argument shows that we do not exceed the estimate SVT “above” budget of Q2
with probability at least 1 — 1/ poly(n). In the worst case, the number of times p is halved is
Q1. Thus, the maximum value of |S|/p is 29! - n? since the maximum number of edges in the
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graph is upper bounded by n2. Since we are increasing our threshold by a factor of (1+7) each
time, our threshold exceeds 291n? after log; |, (29'n?) = O(n'Q1+n""log(n)) = O(n~'Q1)
times. If we set as to be a large enough constant, we do not exceed the “above” budget for
the estimate SVT.

Concentration. In a perfect situation, edge e is sampled at time ¢ with probability p} = 27
for i; > 2 and with probability p; = 1 for i; = 1. In that case, we can use the multiplicative
Chernoff bound to bound the probability that our estimate concentrates as our sampling
probability would be sufficiently high to do so. However, it is not the case that p; is
guaranteed to be 27% since it is determined adaptively by Algorithm 7.1. Hence, we need a
slightly more sophisticated analysis than simply using the multiplicative Chernoff bound
with pj.

We consider two cases. If p; > p}, then we can lower bound the probability of success
by what we would obtain using p} and we can use the multiplicative Chernoff bound in this
case. Now, suppose that p; < p}; then, we claim that this case never occurs in Algorithm 7.1
with probability at least 1 — 1/ poly(n). We now formally present these arguments.

If p; > pj, then we use a multiplicative Chernoff bound (Theorem A.1) to bound our
probability of success. Let s; be the number of edges we sampled for E% prior to any
sub-sampling. That is, we obtain s; by sampling with probability p; before Algorithm 7.1,
Line 23. For ¢ :=n - Ef/|EL|,

Pse—pi-|Bsl >0 pe- Bf| =P [se —pe - |Eg| > 9 -pi - |G| (E.17)
P? ¢
< N - |EL E.18
<o (~5' mie B (519
< exp (— Ll - |E:f~y|> . e > Py (E.19)
< 5+ >
When v > 1, we have % > % and this is at most
v Ef
exp (4 ol 181 ) = exo (<55 (E.20)
< exp (—Q(e_ln_l logQ(n))) definition of pj, sufficiently large a3
(E.21)
1
= — 7. E.22
poly(n) (:22)
When v € (0,1), this is at most
? " "
exp <—3 Py Ep ) <exp (_772Etp1/5) (E.23)
<exp (e 'log?(n))). definition of p}, sufficiently large as
(E.24)
1
= E.25
poly(n) (129)

Since we need only consider the case of ¥ € (0,1) for the lower bound, an identical
calculation yields the same concentration bound above but for the lower bound. All in all,
Le [|EL| & nEf] with high probability.
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Now, we consider the case when p; < p;. We show that with probability at least
1 — 1/poly(n), this case does not occur. We prove this via induction on ¢. For t = 1,
pr = p; trivially since both equal 1. Now, we assume our claim holds for ¢ and show it holds
for t + 1. First, note that E} cannot decrease so p, cannot increase as t increases. Then,

/ 2
by Equation (E.10), pi+1 < p} 41 only if we sample more than %gng(n) elements of Efi at
probability p; = p; before Algorithm 7.1, Line 23. However, we have just shown that with
high probability,
aglog®(n)
2en?
by the definition of pj, 7, and assuming a sufficiently large a3. Hence this event does not
occur with high probability.
Finally, the estimate SVT ensures that with high probability,
st <pe(1+m) + O™ log?(n)) (E.27)
st > p(L+n)Y 1 —O0(e ' log?(n)). (E.28)
But we wish to approximate s;/p;, and dividing the inequalities by p; yields

O(e 'y log*(n))

st < (L +n)peEf <2piEf <271 < (E.26)

St

<+ Jt E.29

<) - (8.2
) O —1 711 2

St (1 4 gyt - QETn logT(n) (E.30)

bt bt

If iy =1 then p; =1 andA we are ‘done. Thus consider the case where i; > 2. We have shown
above that p; > p} = 27% and 2“7 < E} for i; > 2. Thus in this case,

O(e '~ log?(n)) _ O(c~'y~"log®(n)) B

< E.31
Dt o T ( )
= O(= ' og?(n)) E; e (E.32)
B 7 s b dlog?(n) '
< nE; (E.33)

assuming a sufficiently large constant d.
Thus, combining the case work above with our concentration bounds on s;/p;, we see
that (1+n)7t isa (14+n,0 (e 'p~? log? n))-approximation of Ej.
[]

The following lemma establishes the space complexity of our algorithm. Since the SVT
mechanism controls the size of the sample S and triggers sub-sampling whenever |S| grows
too large, the number of stored edges remains bounded with high probability. Each stored
edge carries two counters of size O(log &), yielding a truly sublinear space bound.
Lemma E.6. Algorithm 7.1 requires O (M) space, with high probability.

en>

log?(n) log(&)
en?

edges and the two counters per edge. We check when the number of sampled edges exceeds
2

%ﬂ(") in Algorithm 7.1, Line 24 using an SVT check. By the guarantees of SVT, the

a3 log?(n) + c'log(n) _ 19) (logQ(n)

Proof. In terms of space complexity, we need O ( ) space to store the sampled

number of sampled edges is at most

s - p ) for some large enough
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constant ¢ > 0, with high probability, before it exceeds the threshold. Thus, with high

2
probability, we store O (%) sampled edges and each edge uses O(log(@)) bits to store
the counters, resulting in our stated space bounds. []

Now, combining Lemmas E.3, E.5 and E.6 gives us our final accuracy guarantee in The-
orem 7.1.

APPENDIX F. PROOFS OF THEOREMS 8.1 TO 8.3

We now fill in the omitted details from Section 8.

F.1. Inner Product Queries. Given a private database y € {0,1}" and a set of k linear
queries ¢) € {0,1}",j € [k], the inner product problem asks for the values

(y,qV) € Zo,  Vje[k].

We use the following lower bound stated by Jain et al. (2023a) that is based on the works of
Dinur and Nissim (2003); Dwork et al. (2007); Mir et al. (2011); De (2012).

Theorem F.1 (Theorem 4.5 in (Jain et al., 2023a)). There are constants c1,c2 > 0 such

that, for sufficiently large n > 0: if an algorithm A answers cin inner product queries within
additive error co\/n with probability at least 0.99, then A is not (1,1/3)-DP.

F.2. Maximum Cardinality Matching. We now restate and prove the lower bound for
computing the size of a maximum matching in the fully-dynamic continual release model.

Theorem F.2. Fize € (0,1). If A is an e-DP mechanism that answers mazimum matching
queries on graphs with n vertices in the continual release model within additive error ¢ with
probability at least 0.99 for fully dynamic streams of length T, then

) n T1/4
(=90 (mln <\/:,63/4,n,T)> .

Moreover, we may assume the graph is bipartite, has mazximum degree 2, and arboricity 1.

F.2.1. Description of Reduction. We reduce to the inner product query problem similar to
Jain et al. (2023a). Let n be the dimension of a secret dataset y € {0,1}". Consider 3n
vertices V' = {u;, v;, w; : ¢ € [n]}. We use the first O(n) updates to encode the non-zero bits
of y as a matching between the vertices u;, v;, i.e. we add the edge {u;,v;} if and only if
y; = 1. Note that the size of the maximum matching is precisely |ly||o by construction.

Given linear queries ¢(!) € {0,1}", we make the following updates: For each i such that
ql(l) =1, add the edge {v;, w;}. Then the size of the maximum matching is ||y | ¢"||o, where
a | b denotes the bitwise OR of a,b € {0,1}". The inner product can then be recovered
using the inclusion-exclusion principle:

(y:a) = llyllo + la™llo = lly | ¢ lo.
We can then delete the added edges and process the next query ¢(? and so on.
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Since emulating each query requires ©(n) updates, we can answer O(n) inner product
queries after T = O(n?) updates. At a high level, since the error lower bound for O(n) inner
product queries is Q(y/n), we have a lower bound of Q(min(n'/2, T1/4)).

Algorithm F.1: Reduction from Inner Product Queries to Maximum Matching

1 Function Alg(private dataset y € {0,1}", public queries ¢V, ..., ¢® € {0,1}",
DP mechanism for matchings M)
V < {u;,vi,w; = i € [n]} (3n vertices)
FEy < 9 empty edge set
S « empty update stream of length n
SM ., 8% « k empty update streams each of length 2n
fori=1,2,...,ndo
if y; =1 then
L Si(o) — +{ui,v;} (insert edge {u;,v;})

w NS s W N

9 for j=1,2,...,k do

10 fori=1,2,...,ndo

1 if ¢V) =1 then

12 S = +{vi, wi}

13 S,(ljll- — —{vi,w;} (delete edge {v;, w;})

14 S« SO0 4 8 4 ... 4+ §*) concatenation of all streams

15 rO @ k) M(S) answers to queries

16 for j=1,2,...,k do

17 L Output ||¢¥ o + ri¥ — +Y9) as approximate answer to (¢, y)
18 (@9, 9) = 4900 + llyllo — 1g9 | yllo)

F.2.2. Proof of Lower Bound.

Lemma F.3. Given an e-DP mechanism for maximum matching in the continual release
setting that outputs estimates within additive error at most ¢ with probability 0.99 for a
fully-dynamic stream of length T > n + 2nk, Algorithm F.1 is an e-DP mechanism for
answering k inner product queries within additive error 2¢ with probability 0.99.

Proof of Lemma F.3. Let M be such an e-DP mechanism and suppose we are given a private
dataset y € {0,1}"™ as well as public linear queries ¢, ... q®). Let SO s 5K be
the partial update streams as in Algorithm F.1 and

(7«(0),741)7 o 77«(’6)) = M(s(ﬂ) +5W 44 S(k))
be the corresponding stream of outputs when we run M on the concatenation of partial

streams. By assumption, ) is an estimate of llyllo within additive error ¢ and r) is an

estimate of ||y | ¢¥)|o within additive error ¢. Hence the value of
I+ — 1)
is an estimate of (y,q")) with additive error within 2¢. ]
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Theorem F.4. If A is a 1-DP mechanism that answers maximum matching queries on
graphs with n vertices in the continual release model within additive error ( with probability
at least 0.99 for fully dynamic streams of length T', then

¢ = Q(min(v/n, T"")).
Moreover, we may assume the graph is bipartite, has marimum degree 2, and arboricity 1.

Proof of Theorem F.4. Let c1, ca be the constants from Theorem F.1. Fix n € N and suppose
T > n+ 2cin?. By Lemma F.3, A implies a 1-DP mechanism for answering k = ¢;n inner
product queries within additive error 2¢ with probability 0.99. But then by Theorem F'.1,
we must have { > co/n/2.

Now consider the regime of T < n + 2¢;n?. The same argument holds for 7 = O(v/T)
such that 72 4+ 2¢1722 < T to yield a lower bound of ¢ > exv/n = Q(T4). ]

Lemma F.5. Let ¢ € (0,1), £ := ||, T > ¢, ¢ : R xR — R be an increasing error
function. Suppose there is an e-DP mechanism A for answering mazimum matching queries
on graphs of n vertices in the continual release model that outputs estimates within additive

error at most ~
((e, eT) )

3

£-C/e 7)) =0 (

with probability 0.99 for fully-dynamic streams of length T

Let T =T/t, and n = #/t. There is a 1-DP mechanism for answering mazimum matching
queries on graphs of n vertices in the continual release model that outputs estimates within
additive error at most ((n,T) with probability 0.99 for fully-dynamic streams of length T .

Proof of Lemma F.5. Let S be an edge update stream of length 71" from a graph on n vertices.

We construct an edge update stream of length T = ¢T from a graph on 7 = ¢n vertices
as follows: Duplicate each vertex v in the graph ¢ times into v1,...,vy. For each update
Si € {+{u,v}, —{u,v}, L} from S, define the length ¢ partial stream

' +{U1,’Ul},+{U2,’02},...,+{U@,U[}, S’L = —i—{u,v}
S = —{ur,v1}, —{ug,va}, ..., —{ug, v}, Si=—{u,v}
Lod S;=1.

Here u;,v; are the copies of the original vertices u,v. Then we take the new stream
S =80 4 ... 4+ 8T to be the concatenation of all partial streams.

Let 7 = A(S) be the result of the algorithm on S and output r = (7¢/¢, 72¢/e, . . ., Fre/e) as
the query answers to the original stream S.

By construction, the size of the maximum matching ,u(S’ig) in the new stream at time
il,1 € [T] is exactly £ - u(S;) in the original stream at time ¢. Thus by assumption, our
output has additive error within

2 _ o(in, 1)

with probability 0.99. Any neighboring streams from S become f-neighboring streams from
S and thus by group privacy, our output is 1-DP. []
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We are now ready to prove Theorem 8.1.

Proof of Theorem 8.1. In the regime T' > 1/e, combining Lemma F.5 and Theorem F.4
implies a lower bound of

o T4
ZOmin 5, (<T)) = 0 (min <\f | T/>> |

In the second regime T' < 1/e,7/2, we prove a lower bound of Q(7"). Suppose towards a
contradiction that there is an e-DP mechanism in this regime with additive error within
¢ = T/a. Let r,7 be the outputs of A on the empty update stream of length 7" and the
stream that adds an edge of a fixed perfect matching at every time step, respectively. By
the accuracy of A, we have P[rp < T/4] > 0.99. By e-DP and group privacy, we have

Plip > T/a) < eTP[rp > T/4] < 0.01e < 0.99.

But then since the true matching size in the second stream at time T is T, A does not have
additive error at most ¢ = T/4 with probability at least 0.99. By contradiction, it follows
that we must have ¢ = Q(T).

In the final regime n/2 < T < 1/e, we show a lower bound of Q(n). Simply apply our
second argument with 7' = n/2 to arrive at a lower bound of Q(T) = Q(n). ]

F.3. Triangle Counting. We now prove Theorem 8.2, whose statement we repeat below
for convenience.

Theorem F.6. Fize € (0,1). If A is an e-DP mechanism that answers triangle counting
queries on graphs with n vertices in the continual release model within additive error ¢ with
probability at least 0.99 for fully dynamic streams of length T', then

) 7 T1/4
(=0 (mm <\/Z,53/4,n,T>> .

Moreover, we may assume the graph has maximum degree 2 and arboricity 2.

F.3.1. Description of Reduction. Using a similar technique, we show a lower bound for the
problem of privately estimating the number of triangles. In particular, we encode a single
bit of a private database y € {0,1}" using a subgraph on 3 vertices u,v,w. The edge {u,v}
always exists but {v, w} exists if and only if the bit is non-zero. Then notice that adding the
edge {u,w} creates a triangle if and only if the bit is non-zero. Thus after adding the edge
{u;,w;} for every i such that ¢; = 1, the number of triangles in the graph is precisely (y, q),
so no inclusion-exclusion step is required. Observe that at all times, the graph maintained
by the reduction has maximum degree 2 and arboricity at most 2.
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Algorithm F.2: Reduction from Inner Product Queries to Triangle Counting

1 Function Alg(private dataset y € {0,1}", public queries ¢V, ..., ¢® € {0,1}",
DP mechanism for triangle counting M)

V « {ui,vi,w; : i € [n]} (3n vertices)

Ey < & empty edge set

S5O « empty update stream of length 2n

S 8% « k empty update streams each of length 2n

fori=1,2,...,n do

SZ-(O) < +{ui,v;} (insert edge {u;,v;})

if y; =1 then
L 57(321 — +{vi,wi}

10 for j=1,2,...,k do

© W N O oA~ wWN

11 fori=1,2,...,ndo

12 if qz(j) =1 then

13 Si(j) — +H{ug, wi}

14 Sq(i)_i — —{ui,w;} (delete edge {u;, w;})

15 S+ SO 4 5 ... 4 8k concatenation of all streams

16 | O M ) < M(S) answers to queries

17 for j=1,2,...,k do

18 Output rﬁlj ) as approximate answer to (¢\7),y)

19 L (the number of triangles after inserting the query edges is (1), y))

F.3.2. Proof of Lower Bound.

Lemma F.7. Given an e-DP mechanism for triangle counting in the continual release
setting that outputs estimates within additive error at most ¢ with probability 0.99 for a
fully-dynamic stream of length T > 2n + 2nk, Algorithm F.2 is an e-DP mechanism for
answering k inner product queries within additive error ¢ with probability 0.99.

Proof of Lemma F.7. Let M be such an e-DP mechanism and suppose we are given a private
dataset y € {0,1}" as well as public linear queries ¢V),...,¢*). Let §©, 51 .  §*) pe
the partial update streams as in Algorithm F.2 and

O 0 Z Ag(S© 4 5D ... 4 g

be the corresponding stream of outputs when we run M on the concatenation of partial

streams. By construction, at the time of the n-th update within the j-th partial stream,
(7)

i

of triangles in the graph is precisely (y, ql )>. By assumption, 7"7(1] ) is an estimate of (y, qV )>

within additive error (. ]

the vertices u;, v;, w; form a triangle if and only if y; = 1 and ¢;”” = 1, so that the number

Theorem F.8. If A is a 1-DP mechanism that answers triangle counting queries on graphs
with n vertices in the continual release model within additive error ¢ with probability at least
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0.99 for fully dynamic streams of length T, then
¢ = Q(min(v/n, T'*)).

Moreover, we may assume the graph has marimum degree 2, and arboricity 2.

Proof of Theorem F.8. Let c1, ca be the constants from Theorem F.1. Fix n € N and suppose
T > 2n + 2¢in?. By Lemma F.7, A implies a 1-DP mechanism for answering k = ¢;n inner
product queries within additive error ¢ with probability 0.99. But then by Theorem F.1, we
must have ¢ > cov/n.

Now consider the regime of T' < 2n + 2¢1n?. The same argument holds for 7 = ©(v/T)
such that 27 + 2¢;7? < T to yield a lower bound of ¢ > oV = Q(T1/4). L]

By following an identical argument to Lemma F.5, i.e. creating duplicate instances of
the lower bound construction within a longer stream (note that the ¢ duplicated copies of
the construction are vertex-disjoint, so the number of triangles is multiplied by exactly /),
we derive a similar lower bound to Theorem 8.1 that accounts for the privacy parameter e.

F.4. Connected Components. We now prove Theorem 8.3, whose statement we repeat
below for convenience.

Theorem F.9. Fize € (0,1). If A is an e-DP mechanism that answers connected component
queries on graphs with n vertices in the continual release model within additive error ¢ with
probability at least 0.99 for fully dynamic streams of length T', then

) n T1/4
(=9 (mln <\/;,63/4,n,T>) .

Moreover, we may assume the graph is bipartite, has maximum degree 2, and arboricity 2.

F.4.1. Description of Reduction. Using a similar technique, we show a lower bound for the
problem of privately estimating the number of connected components. In particular, we
encode a single bit of a private database y € {0,1}" using a subgraph on 4 vertices u, v, a, b.
The edges {u,a}, {v,b} always exist but {a,b} exists if and only if the bit is non-zero. Then
notice that adding the edge {u,v} decreases the number of connected components if and
only if the bit is zero.

F.4.2. Proof of Lower Bound.

Lemma F.10. Given an e-DP mechanism for connected components in the continual release
setting that outputs estimates within additive error at most ¢ with probability 0.99 for a
fully-dynamic stream of length T > 3n + 2nk, Algorithm F.3 is an e-DP mechanism for
answering k inner product queries within additive error 2¢ with probability 0.99.

Proof of Lemma F.10. Let M be such an e-DP mechanism and suppose we are given a
private dataset iy € {0,1}" as well as public linear queries ¢V, ..., ¢®). Let S0 s §k)
be the partial update streams as in Algorithm F.3 and

(rO @ ey = M(SO 4 5 4 5k
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Algorithm F.3: Reduction from Inner Product Queries to Connected Components

1 Function Alg(private dataset y € {0,1}", public queries ¢V, ..., ¢® € {0,1}",

DP mechanism for connected components M)
V <« {ui,vi,a;,b; i € [n]} (4n vertices)
Ey < & empty edge set
S5O « empty update stream of length 3n
S, 8% « k empty update streams each of length 2n
fori=1,2,...,n do
SZ-(O) < +{ui,a;} (insert edge {u;,a;})

37(10_22 — -l-{Ui, bl}

if y;, =1 then

| SW e +Haibi}

11 for j=1,2,...,k do

© 0 N O A WwN

-
(=)

12 fori=1,2,...,ndo

13 if qz(j) =1 then

14 Sz(]) — —i—{ui,vi}

15 57(5421‘ — —{u;,v;} (delete edge {u;,v;})

16 S+ SO 4 5@ 4 ... 4 §*) concatenation of all streams
17 | O M) M(S) answers to queries

18 for j=1,2,...,k do

19 L Output ||q(j) o + T’r(zj) - Té?L)

be the corresponding stream of outputs when we run M on the concatenation of partial
(0)

streams. By assumption, (2n — r3,)) is an estimate of ||y|lo within additive error ¢ and

(2n — ) is an estimate of ||y | ¢¥||o within additive error ¢. Hence the value of
1490 + (2n =53]y — @n — 7)) = [lg¥ o + ) — o)
is an estimate of (y,¢)) with additive error within 2¢. ]

Theorem F.11. If A is a 1-DP mechanism that answers connected component queries on
graphs with n vertices in the continual release model within additive error ( with probability
at least 0.99 for fully dynamic streams of length T, then

¢ = Q(min(y/n, T%).

Moreover, we may assume the graph is bipartite, has maximum degree 2, and arboricity 2.

Proof of Theorem F.11. Let c¢1,co be the constants from Theorem F.1. Fix n € N and
suppose T > 3n + 2¢in?. By Lemma F.10, A implies a 1-DP mechanism for answering
k = cyn inner product queries within additive error 2¢ with probability 0.99. But then by
Theorem F.1, we must have { > ca/n/2.

Now consider the regime of T' < 3n + 2¢1n?. The same argument holds for 7 = ©(v/T)
such that 37 + 2¢;7? < T to yield a lower bound of ¢ > oV = Q(T1/4). ]
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By following an identical argument to Lemma F.5, i.e. creating duplicate instances of
the lower bound construction within a longer stream, we derive a similar lower bound to
Theorem 8.1 that accounts for the privacy parameter €.

APPENDIX G. PRIVATE STATIC DENSEST SUBGRAPH

Theorem G.1 (Theorem 6.1 in (Dhulipala et al., 2023)). Fiz n € (0,1]. There is an e-edge
DP densest subgraph algorithm that runs in polynomial time and O(m+n) space and returns
a subset V! C 'V of vertices that induces a (2, O(s71log n))—approximate densest subgraph
with probability at least 1 — O(1/ poly(n)).

Theorem G.2 (Theorem 5.1 in (Dhulipala et al., 2022)). Fiz n € (0,1]. There is an e-edge
DP densest subgraph algorithm that runs in O((m +n)log®n) time and O(m + n) space and
returns a subset V! C V of vertices that induces a (1 +n,0(n™3 log* n))-appm:m’mate
densest subgraph with probability at least 1 — O(1/ poly(n)) for any constant n > 0.

APPENDIX H. THE DENSITY OF THE DENSEST SUBGRAPH

We now recall the following theorem about computing the exact density of a densest subgraph
in the static setting.

Theorem H.1. Given an undirected graph G = (V, E), there is an algorithm EXACTDENSITY

that computes the exact density of the densest subgraph. Moreover, the algorithm terminates
in O(|E]31og(|V|)) time and uses O(|E|) space.

We first describe the auxiliary flow graph described by Boob et al. (2020); Chekuri et al.
(2022). Given an undirected graph G = (V, E) and a value A > 0, we construct the following
bipartite flow network D = (N, A). We use the terminology of nodes and arcs to distinguish
from the original graph G. N consists of a source node s, a node a, for every edge e € F,
a node a, for every vertex v € V, and a sink node ¢. There is a directed arc from s to a.
for every e € E with capacity 1, directed arcs from a. to a, and from a, to a, for every
e = {u,v} € E, both with infinite capacity, and a directed arc from a, to ¢ for every v € V'
with capacity A.

For every U C V in the original graph, the set of nodes

Ny :={s}U{aw :u,v e U} U{a,:veU}
is an (s, t)-cut with capacity
[E| - |B[U)| + AU .
Any minimum (s,¢)-cut must be of this form (allowing for U = &). This leads to the
following observation.

Proposition H.2 ((Chekuri et al., 2022)). Let G = (V, E) be an undirected graph, A\ > 1E|/|v/|,
and D = (N, A) be the directed flow graph obtained from G. Let Ny induce a minimum
(s,t)-cut in D. Fither the densest subgraph in G has density at most A and §(Ny) has

capacity |E|, or G[U] has density strictly greater than X\ and §(Ny) has capacity strictly less
than |E|.
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Proof of Theorem H.2. For U = @, the cut induced by Ng = {s} has capacity |E| < A|V|.

Let U C V. If the density of G[U] is at most A, then |E[U]| < A|U| so that the cut
induced by Ny has capacity at least |E|. If this holds for all @ # U C V, then the cut
induced by Ng with capacity |F| is a minimum cut and by the max-flow min-cut theorem,
the maximum flow has value |E|.

Otherwise, assume that the density of G[U*] is strictly greater than \. Then |E[U*]| >
AU*| so that the cut induced by Ny« has capacity strictly less than |E|. Another application
of the max-flow min-cut theorem concludes the proof. ]

Now we recall the classical result of Dinitz (2006).

Theorem H.3 ((Dinitz, 2006)). Given a directed graph D = (N, A) with a source-sink
pair s,t € N and non-negative arc capacities, there is an algorithm for computing an exact

mazimum (s,t)-flow. Moreover, the algorithm terminates in O(|N|?|A|) time while using
O(|N|+ |A|) space.

We are now ready to show Theorem H.1.

Proof of Theorem H.1. Without loss of generality, assume that G is connected so that
B| = (V).

Construct the auxiliary flow network D = (N, A) above for some guess A > |E|/|v| of the
value of the densest subgraph. There are 2+ |V|+|E| = O(|E|) nodes and |E|+2|E|+|V| =
O(|E|) arcs. We can check if the densest subgraph has value at most A by computing the
maximum flow in D using Dinitz’s algorithm (Theorem H.3). This is justified by Theorem H.2.
Moreover, each flow computation also retrieves the vertices inducing a minimum (s, ¢)-cut
by computing the vertices reachable from s in the residual graph. The time and space
complexity of computing the residual flow is dominated by the time and space complexity of
the flow algorithm. Thus each flow computation either declares that the densest subgraph
has density “at most A”, or produces some U C V with density strictly more than A.

The value of the densest subgraph is guaranteed to lie in the interval [IEl/|v|, (IVI-1)/2] C
[1/2,1V1/2], so we can binary search over A in O(log[Vl/a) time and constant space to produce
an estimate of the optimal density within an additive error of . Note that the densest
subgraph has density at least [El/|v|.

We first use the flow gadget to check if the densest subgraph has density strictly greater
than [E|/|v|. Thus at every iteration, we maintain a vertex set U and an upper bound h > 0
such that the density p(U) of G[U] and the optimal density p* satisfy

p(U) < p* < h.
Each iteration of the binary search takes time
O(INJ?|A]) = O(IE®).
Thus the total running time is
O (|E\3 log(IV/a)) .
Here a > 0 is the accepted level of additive error.
We remark that the density of a subgraph is a rational number whose numerator lies

in [|E|] and denominator in [|V|]. This means that the gap between the optimal density
and the density of suboptimal subgraphs is at least 1/|v|(v|-1) > 1/jv|2. We can thus set
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a = 1/|v|2 so that the density of the maintained subgraph U is optimal after termination.
This brings the total running time to

O (IEPlog([VF)) = O (|E[>log([V])) -

Faster max-flow or min-cut algorithms lead to better running time.
The auxiliary space is proportional to the size of the digraph and is thus

O(IN] + [A]) = O(|E]).

APPENDIX I. PUBLIC BOUND ON ARBORICITY

Our edge-DP matching algorithm (Theorem 7.1) requires a public data-oblivious estimate
@ of the maximum arboricity « over the stream. While our algorithms always guarantee
privacy, their utility is only guaranteed when & > . One way to remove this assumption is
to first execute an insertion-only continual release algorithm for estimating the arboricity
and then run the desired algorithm for a second pass given the estimated arboricity.

I.1. Notification of Failure. In the one-pass setting, the simple approach above fails since
we require a bound on the maximum arboricity throughout the entire stream. However, it
may still be desirable to notify the observer that the current arboricity of the graph exceeds
the public bound and thus the utility is no longer guaranteed. For this purpose, we can run
a continual release algorithm for estimating the arboricity alongside the desired algorithm.
For the sake of simplicity, we explain how we can use our k-core algorithm (Theorem 5.1) to
accomplish such a task.

Recall that the degeneracy of a graph is defined to be the least number k£ such that
every induced subgraph has a vertex of degree at most k. It is known that this quantity is
equal to the value of the largest k-core, say denoted by kmax. Using the definition of the
arboricity « as the minimum number of forests that partition the edge set, we can show that

1
ikmax S (0% S kmax-

Hence our k-core algorithm immediately yields a (5, O(¢~!log®(n)))-approximation of the
arboricity. When this estimated arboricity (approximately) exceeds the public bound, we
can notify the observer that utility is no longer guaranteed by outputting “FAIL”. Note that
algorithms with better approximation and space guarantees that directly estimate a most
likely exist, but we describe the approach here using Theorem 5.1 for the sake of simplicity.

[.2. Guessing the Arboricity. In the case of our matching algorithms (Section 7), we
briefly sketch how to completely remove the dependence on a prior public & bound at the
cost of additional space. Suppose we are given an e-edge DP (3, {)-approximation continual
release algorithm A, for computing the arboricity that uses O(S) space (e.g. see previous
section). We can guess & = 2P for each p = 1,2,...,0(logn) and execute O(logn) instances
of our edge-DP continual release matching algorithm (Theorem 7.1) alongside A.. Thus we
can identify the “correct” output from the parallel instances corresponding to the current
arboricity oy up to a (28, 0(())-approximation.
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Plugging in our edge-DP matching algorithm (Theorem 7.1) and A, yields an e-edge

DP continual release algorithm that returns a (O(ﬁat +¢),0(e ! poly log(n)))—approximate
estimate of the maximum matching size using O(S + e~! poly log(n)) space.
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