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Abstract. Utility-preserving data privatization is of utmost importance for data-producing
agencies. The popular noise-addition privacy mechanism distorts autocorrelation patterns
in time series data, thereby marring utility; in response, (MRH23) introduced all-pass
filtering (FLIP) as a utility-preserving time series data privatization method. Adapting this
concept to multivariate data is more complex, and in this paper we propose a multivariate
all-pass (MAP) filtering method, employing an optimization algorithm to achieve the
best balance between data utility and privacy protection. To test the effectiveness of our
approach, we apply MAP filtering to both simulated and real data, sourced from the U.S.
Census Bureau’s Quarterly Workforce Indicator (QWI) dataset.

Introduction

With increased digital participation and online engagement, safeguarding sensitive data
has become extremely important over the last decade. Researchers have devised innovative
approaches for data privacy, and a multitude of privacy measures and implementation
mechanisms have been proposed in the literature. However, noise additions are relied
upon by most privacy mechanisms, including differential privacy (DP) (Dwo06; DR14),
the gold standard for privacy implementation. Since privacy measures such as DP are
developed primarily for databases with independent entries, the privacy guarantees no
longer hold for dependent data (such as time series data). Moreover, when it comes to
time series, independent white noise addition (or multiplication) may significantly change
the autocorrelation structure, thereby diminishing the quality and utility of such data. To
address these problems, (MRH23) developed a predictive privacy measure, called Linear
Incremental Privacy (LIP), that is particularly suited for regularly-spaced time series. The
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biggest challenge in implementation of formal privacy mechanisms for complex datasets
is the balancing of data utility with privacy objectives. In (WZ10), the authors forcefully
argue for maintaining data utility while implementing disclosure avoidance algorithms. In
(MRH23), the authors suggested a utility-preserving implementation for the LIP mechanism,
called FLIP, that is based on noise filtering instead of noise addition.

For multiple time series, the need to account for utility while ensuring privacy is
even more stark. The usual series-by-series privacy evaluation methods ignore a critical
component of data utility for multivariate time series, viz. the cross-correlation structure.
To our knowledge, there are no privacy procedures that preserve cross-series dependence
information along with marginal time series properties while providing desirable privacy
guarantees. The present article fills that gap. The main goal of this article is to extend
the LIP measure to the multivariate setting and develop a multivariate generalization of
FLIP implementation. The task is particularly challenging and nuanced because the utility
landscape is much more multi-faceted in the multivariate case, and because the main tool in
the FLIP mechanism, the all-pass phase filters, are not available for multivariate time series.
This article develops the necessary tool for the multivariate extension of FLIP, including a
novel class of multivariate all-pass filters. Based on the new class of filters, the generalization
of the FLIP mechanism is established within a formal privacy framework that balances
privacy and data utility.

Differential privacy is generally the norm for a formal privacy framework that provides
hard privacy guarantees. It has been accepted widely in industry and government data
protection plans, including implementation in the decennial U.S. census, probably one of
the largest and most complex exercises in data collection and publication; see (AACM+22).
But differential privacy is not designed for every data type. It is primarily designed for
databases with independent entries (i.e., the mathematical formulation is valid under the
independence assumption), and lacks optimality properties for time series data. While some
articles ((SWC17) and (SC17)) examined modified DP mechanisms that are applied to time
series structures, none provide any optimal balancing of privacy and utility. Thus, dependent
data like time series data require a new privacy framework.

However, for new privacy mechanisms it is advantageous that they share the desirable
properties of DP wherever possible. Although LIP is a predictive privacy measure that is
more apt for time series, the incremental privacy addressed in the LIP framework is similar
in spirit to DP, which addresses disclosure avoidance beyond what is available to the attacker.
Moreover, LIP can be cast into the generalized DP framework espoused in (GM20), making
it an attractive privacy framework for time series data.

For DP-like implementation in time series, researchers define the concept of adjacent
databases, a central concept in the DP formulation, as event (window)-level adjacency or
user-event-level adjacency. Recently, several articles have looked at forecasting properties
of multiple time series after the application of privacy mechanisms. Many are based on
deep learning and predictive structures for dynamical models when there is centralized or
locally private implementation; see (KMC22; FX13; LXJL15; DGSG22; XYH+22; APPG23;
PAK18; FVH19; ZKL22; WRN+20; IHA+20? ). By examining the forecast properties of
privatized series, these approaches do consider data utility, but they do not use any formal
framework for balancing privacy and utility. There are several other approaches for univariate
time series, developed in different disciplines like economics, cryptography, data mining,
and data-streaming (and under different engineering applications such as power-grid) that
are available in the literature; see (AGM+12; RN10; C12; LLJP17; LLML21; HGKM13;
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SCR+11; EFM15; SST09; FVH19; Sta19; KTK22), and the references therein. However,
these approaches do not use any mathematical framework for optimizing the privacy-utility
trade-off.

Whereas the incremental privacy measure under LIP can be extended to the multivariate
time series context, as is done in Section 1, the concept of all-pass filtering that was the
primary tool for implementation of LIP is non-trivial to formulate in the multivariate case. In
particular, the filters become matrix-valued, and hence the algebra is no longer commutative,
complicating the mathematics. The main goal of this article is to develop the multivariate
generalization of FLIP along with a generalization of all-pass filtering for multiple time series.
The multivariate LIP measure, called m-LIP, is described in Section 1, and the multivariate
all-pass filter is developed in Section 2. Section 3 discusses the optimal balancing of utility
and privacy, with important extensions of our framework to non-stationary time series and
the situation of a “worst case attacker.” Section 4 provides the details for the implementation
of m-LIP in practice. Limited numerical studies are given in Section 5 along with a real data
application that examines Quarterly Workforce Indicator (QWI) data published by the U.S.
Census Bureau. Section 6 provides conclusions and a discussion of future work.

1. Privacy Measure for Multivariate Time Series

Consider a sensitive multivariate time series {Xt} that will be perturbed using a randomized
mechanism M to mitigate disclosure risk. The published series resulting from application of
the randomized mechanism M will be denoted by {Yt}. The objective is to develop a formal
privacy measure by which the privacy of the transformed time series {Yt} can be measured
– and hence optimized – to achieve desired privacy, possibly under utility constraints. In
alignment with the approach presented in (MRH23), we operate under the assumption that
potential adversaries possess prior information about the sensitive series in question, and we
introduce auxiliary time series {Zt} that encapsulate any knowledge that advanced attackers
could employ for prediction. The randomized mechanism M is developed with the awareness
of the existence of {Zt}. Each of these time series – the sensitive, the published, and the
auxiliary – are multivariate with possibly different dimension.

Hereafter, we employ the following notation: the braces notation {Xt} (the bold font
indicates that the time series is multivariate) denotes the entire time series, while Xt denotes
the single random vector at time t. The optimal predictor for Xt given an information set I
is the conditional expectation E(Xt|I). In particular, we examine optimal predictors of Xt

under two different information sets, viz. when the adversary has the base knowledge of
{Zt}, and with the added knowledge of the published value Yt at time t. These predictors
are denoted respectively by E(Xt|{Zt}) and E(Xt|Yt, {Zt}). It is easy to show that the
reduction in the prediction variance matrix from the added knowledge of the released value
is

Var[Xt|{Zt}]−Var[Xt|Yt, {Zt}] = Cov[Xt,Yt|{Zt}] Var[Yt|{Zt}]−1Cov[Yt,Xt|{Zt}].
(1.1)

Here, the left-hand side involves two conditional variances for the prediction of Xt, considered
before and after the publication of Yt, with the difference indicating incremental vulnerability
to the sensitive data. The right-hand side involves a non-negative definite matrix; this
quantity equals zero when Yt offers no assistance to the attack. To ensure that the release
of Yt does not provide any incremental gain to the attacker in terms of prediction accuracy
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for predicting Xt, the value of the sensitive series, the reduction in prediction MSE from
using the knowledge of the published value should be minimal.

In most cases the joint distribution of the time series will not be fully specified, and
hence obtaining an analytical expression for the conditional expectation will be an infeasible
objective. However, in most of the time series literature (BD) the prediction theory is
developed based on linear predictors using the L2 projection theory, and we will do the
same. Therefore, with a slight abuse of notation, the conditional expectation denotes the
optimal linear predictors. Of course it coincides with the conditional expectation when the
series are jointly Gaussian. Below, we define our privacy measure in terms of the reduction
in prediction MSE from using the knowledge of Yt.

Definition 1 (m-LIP). Let {Xt,Yt,Zt} be jointly stationary multivariate time series, where
the published series {Yt} is obtained from the sensitive series {Xt} by applying a randomized
mechanism M on {Xt} and {Zt} is an auxiliary series representing the knowledge of an
advanced adversary. Then the multivariate Linear Incremental Privacy (m-LIP) of M at
{Xt} given {Zt} is defined as

m-LIP(M({Xt})|{Z}) = 1−
det

[
Cov[Xt,Yt|{Zt}] Var[Yt|{Zt}]−1Cov[Yt,Xt|{Zt}]

]
detVar[Xt|{Zt}]

.

(1.2)

The measure is well-defined unless detVar[Xt|{Zt}] = 0, which corresponds to a trivial
case where the attacker already possesses the sensitive information, making privacy unattain-
able. Otherwise, this measure can be viewed as one minus a function of the multivariate
squared conditional correlation, analogous to the familiar R2 statistic from linear models.
The following proposition shows that the privacy measure takes values in [0, 1].

Proposition 1.1. Let {Xt}, {Yt}, and {Zt} be multivariate time series, and let {Yt} be
produced from {Xt} after applying a randomized mechanism M. If Var[Xt|{Zt}] is full rank,
then

0 ≤ m-LIP(M({Xt})|{Z}) ≤ 1,

where m-LIP(M({Xt})|{Z}) is defined in (1.2).

The maximum attainable m-LIP privacy is one, and it is desirable that a privacy
mechanism should have m-LIP values close to one. This motivates the following definition:

Definition 2 (δ −m-LIP). Let {Xt,Yt,Zt} be as defined in Definition 1. Then for any
0 < δ < 1, a randomized mechanism M such that M({Xt}) = {Yt} is called a δ −m-LIP
privacy mechanism if m-LIP(M({Xt})|{Z}) > 1− δ.

Next we discuss how to obtain randomized mechanisms M such that the published
series also honor first and second order utility requirements (to be described in the following
sections).

2. Utility-Aware Mechanism: Multivariate All-pass Filters

We develop our proposed perturbation mechanism under a second-order stationary framework,
as we are dedicated to preserving second-order utility, i.e., preservation of covariances, as
further described below. However, we do provide a generalization to the non-stationary
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setting, and also illustrate implementation of the proposed privacy mechanism under a
setting where the observed series comprise a non-stationary mean aggregated with a sensitive
stationary series. The development of the FLIP mechanism (MRH23) for univariate time
series (which helped retain utility of the privatized data) relied upon the mathematical
concept of all-pass filtering. Here we make non-trivial extensions to the multivariate setting.
In particular, we define the notion of a multivariate all-pass filter, and develop a filter class
that is particularly suitable for the privacy application.

2.1. Multivariate All-Pass Filtering. Suppose that {Xt} is a second-order stationary
multivariate time series of dimension n, with components denoted by Xj,t for 1 ≤ j ≤ n.
Denoting the process’ autocovariance function by ΓX(h) = Cov(Xt+h,Xt) for h ∈ Z, its spec-
tral density is defined by SX(λ) =

∑
h e

−ihλΓX(h) for λ ∈ [−π, π]. It is known that SX(λ)
has the hermitian property for each λ, i.e., SX(λ)∗ = SX(λ), where A∗ denotes the conjugate
transpose of any complex matrix A. The spectral density SX is a complex matrix-valued
function from [−π, π] to Cn×n, such that SX(λ) is hermitian and non-negative definite for
each λ ∈ [−π, π]. For the sensitive series to be protected, we will further assume the following:

Assumption PD: For each λ ∈ [−π, π], the spectral density matrix S(λ) is positive definite.

Assumption PD states that the multiple time series to be protected are not in the
frequency domain at particular frequencies. From the perspective of implementation this
assumption is not restrictive, since statistical estimation of the spectral density can be
constrained so as to guarantee the positive definite property.

Next, we extend the concept of all-pass filtering to the multivariate case. Letting B
denote the backshift operator (MP20), Ψ(B) =

∑
k ΨkB

k defines a multivariate linear
time-invariant filter, where each coefficient Ψk is a n × n-dimensional matrix. This filter
operates linearly on a time series {Xt}, yielding an output time series {Yt}:

Yt = Ψ(B)Xt =
∑
k

ΨkXt−k. (2.1)

Evaluating the filter at z = e−iλ yields the frequency response function of the filter, viz.
Ψ(z) =

∑
k Ψkz

k. It follows that the filter output {Yt} is also second-order stationary so
long as the filter’s frequency response function has a finite matrix norm at each λ. Then SY

is related to SX via (see (Bri01))

SY(λ) = Ψ(z)SX(λ)Ψ(z−1)
′
. (2.2)

When n = 1 (the univariate case), Ψ(z) is an all-pass filter if |Ψ(z)| = 1 for all λ, and hence
SY ≡ SX. Extending this concept to the multivariate context (n > 1), we say that a matrix
filter Ψ(z) is all-pass if SY ≡ SX in (2.2). Though we might conjecture that it is sufficient
that Ψ(z) be unitary (i.e., Ψ(z)Ψ(z)∗ = I, the identity matrix) for (2.2) to hold for each λ,
such a condition is too demanding in practice; for the relation (2.2) to hold for any spectral
density SX , Ψ(z) must commute with every spectral density matrix function (of the same
order) at each frequency λ. This occurs if and only if Ψ(z) = I. Thus, there are no universal
all-pass filters in the matrix case other than the trivial identity filter.

Fortunately, for the data privacy application we only need to filter specific series whose
spectral density is known to the data curator. Thus, it suffices to generate a class of filters
that act as all-pass filters for a given spectral density SX . Given this background, we can
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state the definition of the desired multivariate all-pass filter for a specified spectral density
S as the following.

Definition 3 (S-Multivariate All-pass or S-MAP). Given a spectral density matrix function
S, a linear time invariant filter Ψ(B) is said to be S-Multivariate All-pass (or S-MAP for
short) if the relation

S(λ) = Ψ(z)S(λ)Ψ(z)∗

holds for all λ ∈ [−π, π].

In view of Definition 3 and equation (2.2), if {Xt} is a second-order stationary time
series with spectral density SX , and if Y t = Ψ(B)Xt is the filtered series, then the spectral
density SY of {Y t} equals SX provided Ψ is SX-MAP. If Ψ is SX-MAP, then it implies that
the autocovariances of {Yt} are the same as those of {Xt}. Clearly, given an n−dimensional
spectral density SX , Ψ(z) = I is a trivial SX-MAP filter, but there are many more choices.

2.2. SX-MAP and Second-Order Utility. The class of SX-MAP is infinite dimensional.
For specific applications, it will be advantageous to find suitable special cases for which
closed-form solutions are readily available. We next develop a special case that will be useful
in our more general treatment. Suppose that {Xt} is a white noise time series of covariance
matrix I, so that SX(λ) = I. Then the all-pass condition becomes

I = Ψ(z)Ψ(z−1)
′

(2.3)

for z = e−iλ, and all λ ∈ [−π, π] (i.e., Ψ(z) is unitary for all λ). One way to parameterize
such unitary functions is through the matrix cepstral representation discussed in (HMW17).
Consider a matrix Laurent series Ω(z) =

∑
k∈ZΩkz

k that is related to Ψ(z) via the matrix
exponential, viz.

Ψ(z) = exp{Ω(z)}. (2.4)

Then Ω(z) is the cepstral representation of Ψ(z), and the Ωk are the matrix cepstral
coefficients. Then (2.3) implies that the all-pass condition is

I = exp{Ω(z)} exp{Ω(z−1)
′},

using the transpose property of the matrix exponential. Recall that z = e−iλ, so z−1 =
eiλ = z̄. If Ω(z) = −Ω(z̄)′, then (since Ω(z) and −Ω(z) commute)

exp{Ω(z)} exp{Ω(z−1)
′} = exp{Ω(z)} exp{−Ω(z)} = exp{Ω(z)− Ω(z)} = exp{0} = I.

This condition on Ω(z) means that Ωk = −Ω′
−k for k ∈ Z, implying Ω0 is a skew-symmetric

matrix. Hence, anti-symmetric cepstral coefficients correspond to a unitary filter Ψ(z).
We will use the parameterization of the unitary operators in terms of its cepstral

representation to generate a suitable parametric class of S-MAP filters for any specified
spectral density S. Under the positive definiteness assumption, at each frequency λ ∈ [−π, π],
the spectral density matrix SX(λ) admits a non-singular square root S+

X(λ) (McE18), i.e.,

for each λ ∈ [−π, π] we can find a full rank matrix S+
X(λ) such that

SX(λ) = S+
X(λ)S+

X(λ)∗. (2.5)

If the filter Ψ(z) is also non-singular, then by the relation (2.2), SY (λ) is also positive
definite at each frequency, and hence admits non-singular square roots S+

Y (λ). Thus

S+
Y (λ)S+

Y (λ)∗ = Ψ(z)S+
X(λ)S+

X(λ)Ψ(z)∗.
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For Ψ(z) to be SX-MAP, a sufficient condition is S+
Y (λ) = S+

X(λ) for all λ ∈ [−π, π]. Hence
we seek Ψ(z) such that

S+
X(λ)S+

X(λ)∗ = (Ψ(z)S+
X(λ)) (Ψ(z)S+

X(λ))∗.

This condition implies that S+
X(λ)U(z) = Ψ(z)S+

X(λ) for some unitary matrix U(z) (since
for nonsingular matrices A and B, AA∗ = BB∗ if and only if AU = B for some unitary
matrix U). Therefore, Ψ(z) = S+

X(λ)U(z)S+
X(λ)−1 must hold. Thus, for a given spectral

density S, a class of S-MAP filters is given by

Ψ(z) = S+(λ)U(z)S+(λ)−1. (2.6)

The implications of (2.6) are substantial. It means that given a spectral density S, that we
could select the desired all-pass filters from a rich class of S-MAP filters obtained by rotating
the expression in (2.6) over the unitary group, and everything can be computed in closed-
form. This provides flexibility in the selection of the privacy mechanism while optimizing
privacy measures to attain a privacy-utility balance. Based on the parameterization of the
unitary operator through the cepstral representation, a general class of S-MAP filters for a
given n-dimensional positive definite spectral density function S can thus be defined as

FS = {S+(λ)U(z)S+(λ)−1 : U(z) = exp{
∑
k∈Z

Ωkz
k}, Ω−k = −Ω′

k}, (2.7)

where S+(λ) is a square root of S(λ) for each λ ∈ [−π, π].
The preservation of the autocorrelation structure of {Xt} is referred to as second-order

utility, and mathematically is the requirement that ΓX(h) = ΓY(h) for all h ∈ Z. This is
equivalent to the requirement that SY = SX; clearly, one such privacy mechanism that
preserves second-order utility is all-pass filtering via SX-MAP filters belonging to class (2.7).

3. Privacy-Utility Optimization for Multiple Time Series

3.1. The Stationary Case. Let {Xt}, {Yt}, and {Zt} be jointly weakly stationary
multivariate time series. The notation for the autocovariances and cross-covariances is
ΓUV(h) = Cov(Ut+h,Vt) for U,V ∈ {X,Z,Y}. The spectral density matrix of the joint
process at any given frequency λ ∈ [−π, π] is given by

SX,Y,Z(λ) =

SXX(λ) SXY(λ) SXZ(λ)
SYX(λ) SYY(λ) SYZ(λ)
SZX(λ) SZY(λ) SZZ(λ)

 , (3.1)

where SUV(λ) =
∑

h e
−ihλΓUV(h) for U,V ∈ {X,Z,Y} is the cross-spectral density (BD).

For convenience we will denote the individual spectral densities using a single subscript,
i.e., as SX(λ), SY(λ), and SZ(λ). We suppose that the spectral matrix SX,Z is well-known
to both the data-publishing agency and potential adversaries engaged in what we term
an “augury” attack. This is the scenario described in Section 1, wherein the adversary
possesses an external source of information {Zt}, and the publishing agency applies a privacy
mechanism M to {Xt}, thereby producing {Yt}, which is viewed as a proxy for the sensitive
data that preserves some features of interest.

To establish a more convenient form of the privacy measure when the randomized
mechanism is an SX-MAP filter Ψ, we first identify the components of the privacy measure
in terms of the spectral density of the joint process {Xt,Yt,Zt}. The following proposition
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connects the elements of the m-LIP measure to the components of the spectral density of
{Xt,Yt,Zt}. We employ the following notation: ⟨u⟩ = (2π)−1 ∫ π

−π u(λ)dλ.

Proposition 3.1. Let {Xt}, {Yt}, and {Zt} be jointly weakly stationary multivariate time
series, with positive definite spectral density (3.1). Then the conditional spectral densities
SX|Z, SY|Z, and SXY|Z have formulas

SX|Z = SX−SXZSZ
−1SZX, SY|Z = SY−SYZSZ

−1SZY, SXY|Z = SXY−SXZSZ
−1SZY.

Since the variance of a stationary process equals the weighted integral of its spectral
density, it immediately follows from Proposition 3.1 that

Var[Xt|{Zt}] = ⟨SX|Z⟩, Var[Yt|{Zt}] = ⟨SY|Z⟩, Cov[Xt,Yt|{Zt}] = ⟨SXY|Z⟩.
In the case that the published series {Yt} is generated by application of a linear filter Ψ(B),
as in 2.1, application of Proposition 3.1 provides an expression for the m-LIP measure as

m-LIP(Ψ({Xt})|{Zt}) = 1−
det

[
⟨SX|ZΨ

∗⟩⟨ΨSX|ZΨ
∗⟩−1⟨ΨSX|Z⟩

]
det⟨SX|Z⟩

. (3.2)

The value of zero occurs when Var[Xt|Yt, {Zt}] is singular, corresponding to complete
predictability of Xt on the basis of Yt and {Zt}; since SX|Z is positive definite, it follows that
Var[Xt|{Zt}] is non-singular, so that the culprit in disclosing Xt is Yt, and not {Zt}. On the
other hand, when m-LIP equals one it must be the case that ⟨SX|ZΨ

∗⟩⟨ΨSX|ZΨ
∗⟩−1⟨ΨSX|Z⟩

is singular, i.e., that Var[Xt|{Zt}]−Var[Xt|Yt, {Zt}] is singular. This means that Yt incurs
no additional ability to predict certain linear combinations of Xt over and above what is
already furnished by {Zt}.

In the context of the augury solution, any SX-MAP filter Ψ guarantees perfect second-
order utility. Consequently, the selection of Ψ should primarily align with the maximum
privacy requirements. In particular, we seek an “optimal” Ψ to maximize the privacy metric
m-LIP(Ψ, SX|Z):

Ψopt = argmax
Ψ

m-LIP(Ψ({Xt})|{Zt}). (3.3)

The optimization is over the class of SX-MAP filters. Given that the objective function
is a nonlinear non-convex function of the filter, the optimization is rendered feasible by
narrowing the class of all-pass filters. We use the parameterized class FS in (2.7) as the set
over which the objective function is optimized. Thus, given a conditional spectral density
SX|Z , the optimal filter is defined as

Ψopt = argmin
Ψ∈FSX|Z

det
[
⟨SX|ZΨ

∗⟩⟨ΨSX|ZΨ
∗⟩−1⟨ΨSX|Z⟩

]
det⟨SX|Z⟩

. (3.4)

Since the S-MAP filters in FS are defined with respect to unitary matrices, the optimiza-
tion effectively reduces to a search over the set of unitary operators U(z). Consequently,
parameterizing unitary operators via their cepstral representation (2.4), we can perform the
optimization over Euclidean space.
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3.2. Extension of the Framework to Non-stationary Time Series. The development
in Proposition 3.1 is restricted to stationary series. It is possible to generalize unto a scenario
where the time series are difference stationary, i.e., where there exist polynomials δX(z)
and δZ(z) such that Xt = δX(B)Xt and Zt = δZ(B)Zt are stationary, and all the roots
of the polynomials have unit modulus. However, in order for our notion of privacy to be
tractable we require that the projection error Xt −Xt|{Zt} is a stationary process, and this
places a restriction on the joint process ({Xt}, {Zt}). One framework that satisfies such a
requirement is that of signal extraction, where it is assumed that the attacker’s information
consists of the private data as a signal, but obfuscated by noise. Formally, we assume in this
subsection that

Zt = Λ(B)Xt +Wt,

where Λ(z) is some matrix Laurent series (which can be rectangular, allowing for the possible
difference in dimension between Zt and Xt) and {Wt} is a non-stationary noise process
with differencing polynomial δW (z). We adopt the classical signal extraction assumptions
discussed in (Bel84): the scalar polynomials δX(z) and δW (z) are relatively prime, and the
differenced series {Xt} and {W t} are uncorrelated both with one another and with the
initial values of the {Zt} process. The case of multivariate signal extraction is treated in
(MT15), and applying those results we find that Xt|{Zt} = Φ(B)Zt, with

Φ(e−iλ) = SX(λ) Λ(e−iλ)
∗
[SZ(λ)]

−1 |δW (e−iλ)|2,
where SX and SZ are the spectral densities of {Xt} and {Zt}, respectively. An application
of the Sherman-Woodbury identity yields

Φ(e−iλ) = M(λ)−1 Λ(e−iλ)
∗
[SW(λ)]−1 |δW (e−iλ)|2,

where SW is the spectral density of {Wt} and

M(λ) = [SX(λ)]−1 |δX(e−iλ)|2 + Λ(e−iλ)
∗
[SW(λ)]−1 Λ(e−iλ) |δW (e−iλ)|2.

With these formulas, it is straightforward to check that the projection error Xt −Xt|{Zt}
is stationary, uncorrelated with {Zt}, and has spectral density SX|Z(λ) = M(λ)−1. If we
apply a linear filtering mechanism Ψ(B) as in (2.1), then it follows that the same formula
(3.2) for m-LIP holds, but now with SX|Z = M−1. In this way, we can generalize from the
stationary case.

3.3. Worst Case Attacker. We now consider a special case of Proposition 3.1 where
the attacker has almost full information about the sensitive time series. This is of interest
because it allows us to compute a privacy measure that does not explicitly depend on an
unknown {Zt}, but rather is computed in terms of a particular choice of {Zt} that is deemed
to represent a “worst case scenario.” The heuristic is that if we can protect against such a
worst case attack, then we will also have privacy protection against other attacks (which are
ostensibly less ferocious, or damaging). There are two ways of thinking about this worst case
attack. First, we may suppose the attacker has no prior information at all, in which case
it may be easy for them to learn something from our release. Hence, the privacy measure
would be computed with all conditioning upon Z removed. Second, we may suppose the
attacker knows everything about the sensitive process except Xt itself, i.e.,

Zs =

{
Xs if s ̸= t

NA if s = t.
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Note that if the attacker also knew Xt, then privacy is already impossible; our assumption
is that the attacker’s information stops just short of this undesirable situation. We proceed
to calculate (3.2) for this particular worst case scenario, and for simplicity focus upon the
case where both time series are stationary. First, we must calculate Xt|{Zt} = Π(B)Zt;
but this Π(B) is the multivariate missing value filter, with formula given by (see (MP22))

Π(e−iλ) = I− ⟨S−1
X ⟩−1

SX(e−iλ)
−1

. The conditional variance is ⟨SX|Z⟩ = ⟨S−1
X ⟩−1

. Applying
the same methods, we can compute the related quantity Yt|{Zt} = Υ(B)Zt, where {Yt} is
jointly stationary with {Xt} and {Zt}, but need not be the output of a linear mechanism.
It can be checked that the optimal filter is

Υ(e−iλ) =
(
SYX(e−iλ)− ⟨SYXS−1

X ⟩⟨S−1
X ⟩−1

)
SX(e−iλ)

−1
.

Further calculations reveal that the conditional variance and conditional covariances are

⟨SY|Z⟩ = ⟨SY|X⟩+ ⟨SYXS−1
X ⟩⟨S−1

X ⟩−1⟨S−1
X SXY⟩

⟨SXY|Z⟩ = −⟨S−1
X ⟩−1⟨S−1

X SXY⟩.

Finally, the scalar privacy measure 1− det
[
⟨SXY|Z⟩⟨SY|Z⟩−1⟨SYX|Z⟩

]
/ det⟨SX|Z⟩ of Propo-

sition 3.1 has the formula

1−
det

[
⟨S−1

X SXY⟩
(
⟨SY|X⟩+ ⟨SYXS−1

X ⟩⟨S−1
X ⟩−1⟨S−1

X SXY⟩
)−1

⟨SYXS−1
X ⟩

]
det⟨S−1

X ⟩
.

For the case of a linear filtering privacy mechanism, we find that m-LIP is

1−
det

[
⟨Ψ∗⟩

(
⟨Ψ⟩⟨S−1

X ⟩−1⟨Ψ∗⟩
)−1

⟨Ψ⟩
]

det⟨S−1
X ⟩

,

which equals zero when ⟨Ψ⟩ (coefficient zero of the filter) is invertible. In other words,
privatization with a linear prediction mechanism is impossible when the value at the single
time point can be reliably predicted by the knowledge of the series at other time points.
This is a major challenge in the dependent data situation where predictability of sensitive
values based on neighboring values pose significant challenges toward developing formal
privacy mechanisms.

4. Feasible Implementation of m-LIP

We assume a framework where each observed series has a time-varying mean function that is
not considered sensitive, and only the stationary part of the de-meaned series will be used to
build the formal privacy framework. We write the de-meaned processes without a tilde, i.e.,X̄t

Ȳt

Z̄t

 =

µX
t

µY
t

µZ
t

+

Xt

Yt

Zt

 , (4.1)

where {Xt,Yt,Zt} are jointly stationary and µY
t is equal to µX

t . For implementation, the
non-stationary means are estimated and removed, and the privacy-utility framework based
on the SX-MAP filter is applied to the de-meaned process to obtain {Yt}. Finally, the
estimated mean of X̄t is added back, and the sum Ȳt is published.
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In practice, selection of an optimal S-MAP filter according to (3.4) is based upon a
spectral density S estimated from the available data (or based on prior knowledge). To
use the class of S-MAP filters in (2.7), one needs to obtain square roots of a positive
definite spectral density. Thus, the spectral density estimation procedure must constrain the
estimator to be positive definite. Subsequent to the estimation of the spectral density, the
spectral square root factors S+ need to be computed at each frequency. Then the optimal
S-MAP filter is obtained using optimization of the criterion (3.4) over the parametric class
(2.7) that is defined based on the estimated spectral factor. Finally, the filter coefficients
associated with the optimal filter need to be computed using the inverse Fourier transform
of the filter. This section describes the step-by-step process of implementing the m-LIP
privacy mechanism.

4.1. Positive Definite Estimation of Spectral Densities. For implementation of the
m-LIP via spectral density estimation it is imperative that ŜX,Z – and hence the Schur

complement ŜX|Z – be positive definite. In particular, with nonparametric approaches we
must be careful to ensure this positive definite property is exhibited in the spectral density
estimate.

Any such spectral estimator yields a ŜX-MAP filter rather than a S-MAP filter, and thus
there will be some degradation of second-order utility due to statistical estimation error of
the spectral density; this is different from the univariate case explored in (MRH23), wherein
an all-pass filter can be constructed without knowing the spectral density of the input
process. However, it can be argued that the practical utility that practitioners care about
is based on the finite sample at hand, and the preservation of sample autocovariances, i.e.,
Γ̂X(h) = Γ̂Y(h) for all h ∈ Z. Such a “sample” – or feasible – second-order utility is equivalent

to {Xt} and {Yt} having the same periodogram. Hence, setting ŜX to be the periodogram
would guarantee feasible second-order utility, but unfortunately the multivariate periodogram
is a rank one matrix for all λ, and hence violates our positive definite requirement. Therefore,
we recognize there may be some feasible loss of sample utility due to positive definite spectral
density estimation; however, as sample size increases these estimates will be consistent for
the true ŜX,Z, as will the sample autocovariances for the process’ autocovariances, and thus
for large sample sizes second-order utility will approximately hold.

Given detrended data {W t} = {Xt,Zt}, there are several different options for obtaining
positive definite spectral density estimates. One option is to fit a parametric model, such as
an order p vector autoregressive process (or VAR(p)), and use the spectral density of that
model evaluated at the estimated parameters. Another option is to use a non-parametric
estimator that is constrained to be positive definite. In this article, we use the non-parametric
kernel estimator of SX,Z proposed in (Pol11). In (Pol11), the author uses a flat-top kernel
because it is an infinite-order kernel, and therefore is capable of achieving higher-order
accuracy. The disadvantage of flat-top kernels is that they are not necessarily positive
semi-definite. For this reason, the author lets ϵT > 0 be some chosen sequence decreasing to
zero as T → ∞, and truncates the eigenvalues of the flat-top taper estimator to [ϵT ,∞).

We choose ϵT = 1/T here and employ the flat-top taper method on the sample autoco-

variances to get a positive definite (PD) estimator. Let ŜX,Z(λ) be the flat-top taper PD
estimator of the spectral density (for the de-meaned process) obtained using ϵT = 1/T for a

sample of size T. The top left block of the estimator will be denoted as ŜX , and is the PD
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estimator of SX , and the Schur complement ŜX|Z will be the estimator of the projection
error spectral density.

4.2. Spectral Factorization. The multivariate spectral factorization problem is fundamen-
tal in spectral analysis, wherein the objective is to obtain a vector moving average (VMA)
representation of order q that corresponds to a given set of autocovariances, denoted as
Γ(0), . . . ,Γ(q − 1),Γ(q). The requirement is that

∑
|h|≤q Γ(h)e

−iλh must be positive definite

for all values of the frequency parameter λ ∈ [−π, π].
There are several available methods for spectral factorization; we follow the method of

Bauer (Bau55), as summarized in (McE17). First, we approximate the spectral density S(λ)
by

∑
|h|≤q Γ(h)e

−iλh for q large; for simplicity of exposition, suppose this holds exactly, i.e.,

S(λ) =

q∑
h=−q

Γ(h)e−iλh.

Bauer’s method first forms the block Toeplitz covariance matrix of a time series sample of
length m (where m is taken as large as computationally feasible), and secondly the modified
Cholesky decomposition (MCD) is computed. The lower left block row of the Cholesky
factor consists (as m −→ ∞) of the autocovariances Γ(q),Γ(q − 1), . . . ,Γ(0), as described in
(McE17). Then the spectral factorization can be concisely represented as

S(z) = S+(z)S+(z)
∗
= Θ(z) ΣΘ(z)∗,

where the spectral factor S+(z) assumes the form S+(z) = Θ(z)Σ1/2. Here Θ(B) =∑q
k=0ΘkB

k is an order q matrix polynomial in B such that Θ0 = I, and whose coefficients
are the VMA coefficients. Also, Σ is the covariance matrix of the innovations. The spectral
factor Ŝ+

X(λ) obtained from using the Bauer algorithm on the flat-top taper PD estimator

ŜX(λ) is used in the design of S-MAP filters.

4.3. Parameterization of the S-MAP Class. Once the estimated spectral factor Ŝ+
X(λ)

has been obtained, one can construct the parametric class FS of S-MAP filters given in
(2.7) by setting S = Ŝ+

X(z). The free parameters of the class are obtained from the matrices

Ωk in the cepstral representation U(z) = exp{Ω(z)} = exp{
∑

k∈ZΩkz
k} of the unitary

operator. We can parameterize Ω(z) by allowing the matrix entries of Ωk for k > 0 to be
any real number, and for k < 0 we set Ωk = −Ω′

−k. For k = 0, we only need to constrain
Ω0 to be skew-symmetric, which is achieved by freely parameterizing the lower triangular
portion of the matrix, and enforcing that the upper triangular portion be equal to the
negative transpose of the lower portion (and the diagonal entries are zero). For feasible
implementation, we need to truncate the Laurent series Ω(z) at a finite stage, say r. Thus,
the class of filters Ψ(z) that we are choosing to optimize over are of the form

Ψr(z) = Ŝ+
X(λ) exp{

r∑
k=−r

Ωkz
k} Ŝ+

X(λ)−1, (4.2)

where Ω−k = −Ω′
k for all k ≥ 0. The truncation stage r has to be chosen by the data curator,

and can be done by examining the optimal privacy value for several different choices of r.
Given r, the number of free parameters in the class is nr = rn2 +

(
n
2

)
, which is linear in the

cepstral length r and quadratic in n.
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4.4. Optimal All-pass Filter Selection. In view of the filters described in (4.2), the
criterion (3.4) can be optimized with respect to the nr free parameters in Ω0,Ω1, . . . ,Ωr.
However, the complicated nature of the m-LIP objective function precludes an analytical
solution, and we instead proceed via non-linear optimization techniques.

Our numerical method leverages an optimization algorithm known as AGMsDR (NGGD21)
that is suitable for nonlinear nonconvex optimization. While conventional optimization
techniques like Brent or L-BFGS typically yield dependable results, our preference for
AGMsDR stems from its specialized capability to address non-convex and non-smooth func-
tions. Although our objective function is not inherently non-smooth, its non-convex nature
makes the AGMsDR algorithm particularly attractive. Additionally, this method proves
valuable in situations where more commonly employed methods may encounter convergence
issues.

Consider the cepstral series Ω(z) truncated to some order r, so that

Ω(z) =

r∑
k=−r

Ωkz
k = Ω0 +

r∑
k=1

Ωkz
k −

r∑
k=1

Ω′
kz

−k.

Let ϑ denote the vector of nr real parameters corresponding to the entries of the cepstral
matrices Ωk for k = 0, 1, . . . , r. The unitary operator U(z) then becomes a function of the

free parameters, and we denote it as U(z;ϑ). Also, let Ψr(z;ϑ) = S+
X U(z;ϑ)S+

X
−1

. Then
the solution to the optimal filter problem (3.4) can be re-expressed as

ϑopt = argmin
ϑ

det
[
⟨SX|ZΨr(z;ϑ)

∗⟩ ⟨Ψr(z;ϑ)SX|ZΨr(z;ϑ)
∗⟩−1 ⟨Ψr(z;ϑ)SX|Z⟩

]
det⟨SX|Z⟩

, (4.3)

with Ψopt(z) = Ψr(z;ϑopt). For initialization of the ϑ parameters we draw a random sample
of size nr from the standard normal distribution, and set the initial values equal to the
obtained sample. After the optimal filter Ψopt(z) has been determined, the filter coefficients

are obtained by Fourier inversion, viz. Ψk = ⟨z−k,Ψopt(z)⟩.

4.5. Estimation of Trend and Forecast Extension. Before the application of the
estimated filter to the data, the deterministic trend needs to be estimated and removed
from the multiple time series. Then after the application of the filter, the estimated trend
is added back to the privatized times series. One could apply the non-stationary filters
described in section 3.2 to address non-stationary trends, but for the present application we
follow the two-stage procedure where the non-stationary trends are estimated, removed, and
then added back.

Trend estimation can be done using different available software. For this article, we used
the differencing method to achieve the detrended series using the diff() function (details in
Section 5.2). After the removal of trends from each of the series, we obtain the detrended
data, which is then used for filtering. The filter is two-sided and of finite length, say M on
each side. To obtain a series with the same length as the original data after filtering, we
extend the detrended series by M time points on each side by using one-sided forecasts. Since
we are assuming that the spectral density is known for the original series, we use this same
spectral density to generate optimum one-sided h−step ahead forecasts for h = 1, . . . ,M.
After we obtain the filtered series by applying the filter S-MAP to the detrended series, we
add back the estimated trends. A privatized series with a trend is thereby generated.
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4.6. Realized Utility. Due to the error that occurred during spectral estimation, and due
to finite sample effects, there can be utility loss; we measure this loss through the Frobenius
norm. The Frobenius Discrepancy (FD) (see (MR23)) of the two n-variate spectral density
matrices SX and SY is the average (over frequencies) of the squared Frobenius norm of their
difference, viz.

FD(SX, SY) = ⟨∥SX − SY∥2F ⟩,
where ∥ · ∥F is the Frobenius norm (for any complex matrix A, ∥A∥F =

√
tr(AA∗)). A

property of FD is that

FD(SX, SY) = 0 if and only if SX
a.e.
= SY,

where “a.e.” indicates that the two matrix-valued functions are equal at all frequencies
λ ∈ [−π, π] except for a subset of Lebesgue measure zero. The above property is referred to
as the complete equivalency of SX and SY; since the discrepancy of the two spectral densities
on a set of measure zero does not disrupt the equality of their corresponding autocovariances,
it follows that complete equivalency entails second-order utility.

Another expression for FD(SX, SY) is
∑

h∈Z ∥ΓX(h)− ΓY(h)∥2F , which makes the con-
nection to second-order utility more explicit. When using FD to assess second-order utility
(low values corresponding to higher utility), it is convenient to use a normalized measure; to
that end, we derive the upper bound

FD(SX, SY) ≤
∑
h∈Z

(∥ΓX(h)∥F + ∥ΓY(h)∥F )
2.

This is obtained using the triangle inequality for the Frobenius norm. We use this upper
bound to normalize the Frobenius discrepancy, obtaining the so-called NFD:

NFD(SX, SY) =

∑
h∈Z ∥ΓX(h)− ΓY(h)∥2F∑

h∈Z (∥ΓX(h)∥F + ∥ΓY(h)∥F )
2 . (4.4)

By the triangle inequality the maximum value of NFD is 1. An empirical version of NFD,

denoted as N̂FD, is obtained by substituting sample autocovariances in (4.4). Finally, we
define the realized utility measure (RUM) via

RUM(SX, SY) = 1− N̂FD(SX, SY), (4.5)

which has the property that high values (close to unity) correspond to high utility (i.e.,
when the FD is close to zero). Also, because NFD is bounded by one, low values of RUM
correspond to low utility.

5. Numerical Illustration

In this section we apply the m-LIP methods to both simulated data and real data – the
QWI employment data published by U.S. Census Bureau.
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5.1. Simulated Data. Here we simulate data from a Vector Autoregressive Moving Average
(VARMA) process of order (1,1), a VAR(1) with i.i.d. innovations, and a VAR(1) where
the innovations are drawn from an Autoregressive Conditionally Heteroscedastic (ARCH)
process of order 1 (for detailed discussion of VARMA and ARCH models, see (BD)). These
simulation processes are used to jointly describe {Xt} and Zt; for the third case, the ARCH(1)
innovations correspond to {Zt}.

For obtaining the SX-MAP privatization filter Ψ(B) in each case, we employ the following
settings. For spectral density matrix estimation, we use the flat-top taper method described
in Section 4. We obtain the spectral factorization for the joint spectral density of the target
series that are the focal point of our protective measures. We then solve the minimization
problem posed in (4.3), using various choices of the order r of Ω(z).

When Ω(z) equals the zero matrix 0, corresponding to U(z) = I, then the m-LIP
criterion equals zero – which makes sense since no privatization actually occurs. The choice
r = 0 means that only Ω0 is present, and there are only

(
n
2

)
parameters (the single lower

triangular entry in the case of n = 2) in ϑ. For a three-dimensional series, the choice r = 0
will give three parameters in ϑ. When r = 1, there are 4 additional free parameters in Ω1

for a 2-dimensional series, and 9 additional parameters for a 3-dimensional series. For a
3-dimensional series, we also explore r = 2, which renders a total of 21 free parameters.
Given the quadratic rate of the number of parameters with respect to the dimension, for
higher dimensional cases (such as the 10-dimensional series explored below) we choose the
coefficient matrices to be of lower rank. In each of these scenarios, we minimize the criterion
to obtain the optimal ϑ and the corresponding filter Ψ(B).

For each of the three cases, we plot the comparisons of the autocorrelation and the
cross-correlation functions of the original and the released series. For the plots, we use r = 1
to obtain the optimal SX-MAP filter.

5.1.1. Simulation from VAR(1). A stationary VAR(p) model for {Wt} is defined as follows:

Wt = A1Wt−1 +A2Wt−2 + . . .+ApWt−p + εt,

where A1, A2, . . . , Ap are coefficient matrices for lags 1 through p, and {εt} ∼ WN(0,Σ).
We generate a time series of length T = 2000 from a 6-variate VAR(1) model. The AR
coefficient matrix is

A =


0.4 0.1 0.05 0.02 0.01 0.01
0.2 0.4 0.15 0.07 0.03 0.02
0.1 0.2 0.4 0.12 0.06 0.04
0.05 0.1 0.25 0.4 0.15 0.07
0.02 0.05 0.1 0.2 0.4 0.1
0.01 0.02 0.05 0.1 0.15 0.4

 ,

which has all absolute eigenvalues less than 1, thereby ensuring stationarity and causality of
the process. The covariance matrix of the noise is assumed to be

Σ =


1 0.3 0.2 0 0.1 0.05
0.3 1 0.3 0.2 0.1 0.1
0.2 0.3 1 0.3 0.2 0.1
0 0.2 0.3 1 0.3 0.2
0.1 0.1 0.2 0.3 1 0.3
0.05 0.1 0.1 0.2 0.3 1

 .
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We divide the 6-variate VAR(1) process into two parts: the first three components correspond
to {Xt}, while the latter three components correspond to {Zt}. Generating the process in
this fashion serves the purpose of keeping the {Xt} and {Zt} time series jointly stationary.

We generate the 6-dimensional VAR(1) time series multiple times (100 Monte Carlo
copies), and obtain optimal values of ϑ for various choices of r and number of parameters in
ϑ. We measure the time complexities, and report the average time complexity in seconds for
each case. From the simulations, we observe that even for moderate values of the number of
parameters, corresponding to the order r ≥ 1, we get the maximized privacy value to be 1
or very close to one.

6 dimensional VAR(1) (100 MC simulations)

r(no. of parameters) Privacy value (avg.) Time in sec. (avg.)

0 (3) 0.7806 232.14
1 (12) 1 1238.97
2 (21) 1 1484.36
2 (10) 0.9998 1432.19
2 (5) 0.9976 1274.44

Table 1: Privacy values and time complexities for VAR(1) simulation

For r = 0, 1, we do not fix any parameters and let all the parameters be free. For
r = 2, we consider three cases. For the first case, all parameters are free and we have 21
free parameters. For the next two cases, we keep the coefficient matrices in the cepstral
representation low rank, making the number of parameters 10 and 5. We inspect the average
privacy value and average time complexity for each of the cases mentioned; see Table 1. We
see that even with a moderate number of parameters, the privacy value attains its maximum
value of one; the average times for implementation of the m-LIP procedure are also reported.

To demonstrate utility, we plot sample autocovariances Γ̂X(h) and Γ̂Y(h) for a single
simulation in Figure 1, when r = 1. For brevity, we only present the correlations for the
first two components. The plots show very close agreement between the sample correlations,
including the cross-correlations, of the original and the privacy-protected series. However,
the trajectories of the two versions are substantially different; they are not shown here since
there are 100 Monte Carlo samples. We show the trajectories of the original time series and
the filtered time series later in the real data analysis.

We also inspect the privacy guarantee and time complexity for a 10-variate VAR(1) time
series. We take six different cases, for the following values of r and number of parameters
(in parentheses): 0(2), 0(10), 1(20), 1(40), 2(60), and 2(80). For all the cases our simulation
rendered a privacy value of 1 (up to rounding in the fourth decimal). The privacy and
average time complexities for different cases are presented in Table 2.
Sensitivity to trend estimation: For the six dimensional VAR(1) case in Section 5.1.1 ,
we add a quadratic trend to the time series to explore the robustness of the privacy method
on the error in estimation of trend. We first generate the series with the trend, then estimate
the trend and detrend the series. Following that, we perform the optimization for privacy
and obtain the coefficients of the S-MAP filter. For details of the method, refer to Section
4.5. We take r = 1 and keep all the parameters free. For the actual series, we achieve
the absolute privacy value, i.e., 1, just as in the case where the trend is estimated. The



PRIVACY UTILITY FOR MULTIVARIATE TIME SERIES 17

−1

0

1

0 5 10 15 20 25

lags

A
C

F

Series filtered original

−1

0

1

0 5 10 15 20 25

lags

A
C

F

Series filtered original

−1

0

1

0 5 10 15 20 25

lags

C
C

F

Series filtered original

Figure 1: Comparison of sample autocorrelation function (ACF) and the cross-correlation
function (CCF) of the original and the filtered copies for the first and second series
for the case r = 1 (VAR(1)). The top row shows the ACF plots of first and second
series while the bottom plot shows the CCF between the first and second series.

10 dimensional VAR(1) (100 MC simulations)

r (no. of parameters) Privacy value (avg.) Time in sec. (avg.)

0 (2) 1 78.15
0 (10) 1 1139.00
1 (20) 1 1227.45
1 (40) 1 1781.28
2 (60) 1 2187.83
2 (80) 1 2085.72

Table 2: Privacy values and time complexities for VAR(1) simulation.

realized utility measure is 0.852, whereas it is 0.843 for the estimated trend case. The time
complexities are 1348.97 seconds and 1408.57 seconds for the two cases, respectively. The
results are presented in Table 3.

5.1.2. Simulation from VARMA(1,1). We generate a 4-variate VARMA(1,1) described by
the following equation:

Wt = ΦWt−1 + ϵt +Θϵt−1,
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6 dimensional VAR(1) (100 MC simulations, r=1, all parameters free)

Trend Privacy value (avg.) RUM (avg.) Time in sec. (avg.)

True 1 0.852 1348.97
Estimated 1 0.843 1408.57

Table 3: Average privacy values, realized utility measures, and time complexities for VAR(1)
simulation for estimated and true trends.

where {ϵt} is a white noise process with innovation variance-covariance matrix

Σ =


0.09 0 0 0
0 0.03 0 0
0 0 0.05 0
0 0 0 0.07

 .

The coefficient matrices for the Autoregressive (AR) and Moving Average (MA) components
are defined respectively as

Φ =


−0.00556 −0.6353 0.2529 −0.0096
−0.2288 0.3506 0.2414 −0.02505
−0.23423 −1.33007 0.517 −0.1978
0.1624 0.5523 0.4042 −0.1412


and

Θ =


0.6 0.2
0 0.3

0

0 0 0
0 0

 .

Both {Xt} and {Zt} are defined from the VARMA(1,1) process in the same manner as in
the previous simulation. We also construct our privatization filter using the same settings,
and assess performance in the same way. In Figure 2, we present a comparison of the sample
autocovariances Γ̂X(h) and Γ̂Y(h) for a single simulation, for the case r = 1. In Table 4, we
present the privacy values, average time complexities, and the realized utility measures for
the VARMA(1,1) case. The privacy values get closer to the upper bound of one ever with
only 5 free parameters. The realized utility is also almost one for that case.

5.1.3. Simulation of a VAR(1) with ARCH(1) errors. To check the sensitivity of the pro-
cedures to the linearity of the processes, we simulate a non-linear process. We generate a
bivariate VAR(1) following the equation

Qt = A1Qt−1 + ζt,

where ζt,1 =
√
htet and et ∼ i.i.d. standard normal. ζt,1 stands for the first component of

the innovation series ζt, i.e., ζt = (ζt,1, ζt,2)
′. Here, ht is defined by

ht = α0 + α1ζ
2
t−1,1.

For our simulation we set α0 = 1 and α1 = 0.5. We assume ζt,2 ∼ WN(0, 1) and is drawn
independently with respect to ζt,1. The series {Qt} serves in the role of {Xt}, where {Zt} is
the first component of the {ζt}. The autocorrelation comparison is plotted in Figure 3. In
Table 4, we present the privacy values, average time complexities, and the realized utility
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Figure 2: Comparison of sample autocorrelation and the cross-correlation functions of the
original and the filtered copies for the first and second series for the case r = 1
(VARMA(1,1)). The top row shows the two ACF plots while the bottom plot
shows the CCF between the two series.

measures for this case. The privacy values gets closer to the upper bound of one with only
5 free parameters, but they are lower than those obtained for the VARMA(1,1) case. To
achieve a desired privacy level, a non-linear process might require more free parameters than
a linear process.

VARMA ARCH
Parameters Privacy Time Utility Privacy Time Utility

1 0.785 91.54 0.847 0.754 82.75 0.826
2 0.898 89.391 0.873 0.861 122.431 0.892
5 0.996 432.567 0.93 0.927 323.698 0.967

Table 4: Privacy, time complexity and utility for the VARMA(1,1) and the VAR(1) with
ARCH(1) error cases.

5.1.4. Summary of the simulation results. Overall, privacy and realized utility both increase
with even a moderate increase in the number of free parameters. However, the computation
time also increases due to the optimization taking place over a higher dimensional space. In
time series of moderate dimension (e.g., 10), even for r = 2 there are a large number (nearly
250) potential parameters to optimize over; for such cases, it is sensible to impose reduced
rank and sparsity structures to shrink the number of free parameters. What we observe in
the repeated simulations is that the desired privacy and utility can be achieved even with a
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Figure 3: Comparison of sample autocorrelation and the cross-correlation functions of the
original and the filtered copies for the first and second series for the case r = 1
(VAR(1), ARCH(1) error). The top row shows the two ACF plots while the
bottom plot shows the CCF between the two series.

few parameters. Of course, if computation time is not an issue, then values near the upper
bound of one can be obtained for both privacy and utility.

5.2. QWI Employment Data. Next, we demonstrate the effectiveness of our method upon
employment count data obtained from the Quarterly Workforce Indicators (QWI) dataset
published by the U.S. Census Bureau. The QWI dataset is derived from a comprehensive
collection of job and work location administrative records spanning 49 states, and it is
updated quarterly; see (AV11) for full details on the data’s construction and publication.

All data used in our analysis were retrieved from the QWI Explorer website (Bur23) on
January 28, 2024. Our analysis centers on the quarterly indicator referred to as “Beginning
of Quarter Employment: Count,” which we will abbreviate as “employment count.” The
dataset covers the state of Maryland and spans from the first quarter of 1997 (Q1 1997) to
the fourth quarter of 2022 (Q4 2022). Specifically, we have gathered data for four distinct
counties within Maryland: Baltimore, Frederick, Montgomery, and Howard counties.

We pretend that the Baltimore and Frederick county data is sensitive; our objective
is to safeguard the bivariate time series comprising employment counts for Baltimore and
Frederick counties, with Montgomery and Howard counties constituting the series that
may be known to potential attackers. The employment data spanning 26 years from the
aforementioned four counties in Maryland are displayed in Figure 4.

We remove trend and seasonal patterns from the quarterly data by applying the seasonal
differencing operator 1−B4. The resulting “annual growth rate” time series is stationary,
as is verified through visual inspection of the autocorrelation function and the application of
the augmented Dickey-Fuller test on each of the time series.
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Figure 4: QWI employment count for Maryland counties.

−1

0

1

0 5 10 15 20 25
lags

A
C

F

Series filtered original

−1

0

1

0 5 10 15 20 25
lags

A
C

F

Series filtered original

−1

0

1

0 5 10 15 20 25
lags

C
C

F

Series filtered original

Figure 5: Comparison of sample autocorrelation and the cross-correlation functions of the
original and the filtered copies for the first and second detrended series for the
QWI data. The top row shows the two ACF plots while the bottom plot shows
the CCF between the two series.

We obtain an SX-MAP filter with the choice r = 1, and apply the filter to the growth
rate data to get the privatized growth rate series. Then we recursively determine modified
data in the original scale, inverting the action of the 1 − B4 filter. The sample paths for
Baltimore County and Frederick County, along with their corresponding filtered counterparts,
are displayed in Figure 6. The comparisons of autocovariance and cross-covariance series are
depicted in Figure 5.

The plots in Figure 5 show us that the autocorrelation structure of the two series are
successfully kept unaltered, preserving utility. Moreover, the cross-correlations are preserved
as well – a feature that is not available in current univariate privacy mechanisms. From the
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Figure 6: Comparison of standardized sample paths of the original and the filtered copies
for the Baltimore (top panel) and Frederick (bottom panel) series. The y-axis is
employment count (in units of 105).

two plots in Figure 6 it is apparent that the sample paths of the actual series and the released
series coincide very rarely, and yet the released series maintains the trend and seasonal
structure of the original data. Thus, the released time series serves as a representative proxy
for the original time series, striking a balance between privacy and utility.

6. Discussion and Future Work

We have proposed a novel privacy preservation technique for multivariate time series, denoted
as m-LIP, which leverages the concept of multivariate all-pass filtering, and provides a formal
framework for balancing privacy and multivariate utility objectives. Multivariate all-pass
filtering represents a more intricate approach compared to its univariate counterpart, and
relies on the spectral density matrix of the target series requiring protection. The proposed
framework is a formal privacy-utility framework with respect to the m-LIP measure. In
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contrast to the DP framework, the proposed framework treats the entire time series trajectory
as a single high-dimensional point.

There are some important similarities between the m-LIP framework and the DP
framework. The m-LIP measures the amount of information gained in predicting the
sensitive vector X when the private vector Y is made available in addition to auxiliary
information Z available to the attacker. This parallels the incremental nature of differential
privacy. But there are differences that make the two paradigms distinct. The DP framework
considers the distribution of the private series conditional on the sensitive input, whereas
the m-LIP framework is concerned with the point prediction of the sensitive series given the
private series. In this sense, the m-LIP does not target the entire predictive distribution;
but in a time series setting, protecting the entire distribution would require distributional
knowledge of the joint behavior of the entire observation vector. That is often not available,
and only first- and second-order information (means and covariances) is instead used.

We have implemented the multivariate mechanism after removing deterministic trends
from each component. Our numerical sensitivity analysis suggests that our method is
robust with respect to trend estimation and removal. However, this implementation is a
two-stage procedure that suffers from endemic challenges of multi-stage methods, where
errors from previous stages can influence the outcome of subsequent stages. Therefore, it
seems desirable to devise a single-stage implementation that constrains multivariate all-pass
filters so as to accommodate (and pass) higher order polynomial trends. Such procedures
would exclude the macro trends from the privacy budgets, and thereby leave them invariant
under the implementation of the multivariate mechanism. To address this issue, we have also
proposed an extension of the basic framework that can accommodate difference stationary
time series; future work should empirically evaluate the competing merits of the two-stage
and single-stage approaches.

We briefly sketch some of the challenges of enforcing such trend-passing constraints: a
linear filter Ψ whose application leaves a dth order polynomial unchanged can be constructed
by constraining Ψ(z) to be trend-invariant. For d = 0 (the case of a constant trend) it is
necessary that Ψ(1) = Ψ(e−iλ)|λ=0 equals the identity matrix. For d > 0, it is required that
the dth derivative of Ψ(e−iλ) (with respect to λ) at λ = 0 is the zero matrix. In (MRH23)
such conditions on the filter were parsed in terms of conditions on the cepstral coefficients.
However, in the multivariate case the derivative of exp{Ω(e−iλ)} is not easy to compute,
due to the fact that the summands Ωke

−iλk do not commute with one another. Hence, we
cannot directly impose trend-invariant filter constraints on Ψ(z) through conditions on ϑ.
This poses a formidable challenge. We intend to explore methods for choosing MAP filters
that pass polynomial trends unchanged as a topic of future investigation.

In some applications, it may be reasonable to include the macro features such as trend
and seasonality in the privacy budget. For example, if one series has a strikingly different
trend, or unique seasonal pattern, it may require disclosure avoidance. We plan to investigate
privacy mechanisms applicable to such situations in the future.

Finally, being able to address privacy-utility balancing in a truly multivariate setting,
this approach can be leveraged to provide a privacy framework against extensive training of
modern forecasting regimes, where the input and output time series can be jointly privatized
before passing them through the training module.
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Var[Xt|{Yt}, {Zt}] we find that

detVar[X|Z] ≥ det
[
Cov[X,Y|Z] Var[Y|Z]−1Cov[Y,X|Z]

]
≥ 0,

and the stated result follows.

Proof of Propostion 3.1. Let E[Xt|{Zt}] denote the optimal linear predictor of Xt given
the whole process {Zt}. Then this can be expressed as Π(B)Zt for some filter Π(B) with

frequency response function Π(z) = SXZ(λ)SZ(λ)
−1 by Theorem 8.3.1 of (Bri01). It follows

that the residual process Xt − E[Xt|{Zt}] is stationary with spectral density

SX|Z(λ) = SX(λ)−Π(z)SZX(λ)− SXZ(λ)Π(z)∗ +Π(z)SZ(λ)Π(z)∗

= SX(λ)− SXZ(λ)SZ(λ)
−1SZX(λ).

The residual process Yt − E[Yt|{Zt}] has an analogous expression for its spectral density,
and the cross-spectral density between the two residual processes is

SXY|Z(λ) = SXY(λ)− SXZ(λ)SZ(λ)
−1SZY(λ).
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