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ABSTRACT. The Noisy Max mechanism and its variations are fundamental private selection
algorithms that are used to select items from a set of candidates (such as the most common
diseases in a population), while controlling the privacy leakage in the underlying data. A
recently proposed extension, Noisy Top-k with Gap, provides numerical information about
how much better the selected items are compared to the non-selected items (e.g., how
much more common are the selected diseases). This extra information comes at no privacy
cost but crucially relies on infinite precision for the privacy guarantees. In this paper, we
provide a finite-precision secure implementation of this algorithm that takes advantage of
integer arithmetic.
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1. INTRODUCTION

Differential privacy [16] is a de facto standard for data collectors to publish information
about sensitive datasets while protecting the confidentiality of individuals who contribute
data. It is widely adopted by government statistical agencies [36, 8, 25, 1, 20] and in industry
[17, 7,6, 11, 3, 31, 39]. To achieve differential privacy, most algorithms introduce noise from
continuous probability distributions (e.g. the Laplace distribution) to mask the effect of any
individual’s data on the output of the algorithms. In practice, however, these distributions
cannot be faithfully represented, much less sampled from, on computers which use only
finite precision approximations (e.g., floating-point numbers) to real number arithmetic.

It might appear that such issues are purely of theoretical interest and do not cause
serious harm in practice. Unfortunately, this is not the case: Mironov [40] demonstrated that
the textbook implementation of the Laplace Mechanism, the most basic algorithm to satisfy
differential privacy, can lead to catastrophic failures of privacy, causing entire datasets to
be reconstructed with a negligible privacy budget. This is due to a type of side channel
attack that exploits the porous approximation of the reals using floating-point numbers. By
examining the low-order bits of the noisy output, a large amount of infeasible candidate inputs
can be eliminated and the true (noiseless) input value can often be determined. Furthermore,
rounding the outputs of an insecure noise distribution does not resolve the problem [40].
As a result of this demonstration, effort has been placed into developing implementations
of algorithms that ezactly sample from discrete distributions [4, 29, 38, 13, 26], given a
source of uniform randomness. In many cases, these discrete distributions can replace the
approximate (and insecure) continuous noise sampling algorithms that are found in standard
statistical libraries. For many differentially private mechanisms, appropriately rounding the
inputs [10] and replacing their use of continuous noise with exact discrete samplers is enough
to make their implementations secure from these floating point vulnerabilities. However, for
the private selection mechanism we study in this paper, Noisy Top-k with Gap [12, 14], such
a drop-in replacement of discrete noise for continuous noise does not work and hence we
propose a secure implementation.

Briefly, private selection mechanisms take a list of queries and a dataset as input. They
output, with high probability, the identity of the query that has the largest value on the input
dataset. For example, the Noisy Max algorithm [15] takes a list of queries with sensitivity 1
(i.e., each query answer changes by at most 1 when a person is added to or removed from
the data). It adds noise to each query answer and returns the identity of the query with the
largest noisy answer. Such mechanisms serve as key components in many privacy preserving
algorithms for synthetic data generation [27], ordered statistics [7], quantiles [41], frequent
itemset mining [5], hyperparameter tuning [34] for statistical models, etc. Recently, Ding et
al. [12, 14] proposed novel variations of these selection mechanisms, including Noisy Max
[15], that provide more functionality at the same privacy cost under pure differential privacy.

In the case of the Noisy Max algorithm, Ding et al. [12, 14] showed that, in addition
to releasing the identity of the query whose noisy answer is the largest, it is possible to
release a numerical estimate of the gap between the values of the returned query and the
next best query. This extra information comes at no additional cost to privacy, meaning
that the original Noisy Max mechanism threw away useful information. This result can be
generalized to the setting in which one wants to estimate the identities of the top k queries
— one can release (for free) estimates of all of the gaps between each top k& query and the
next best query (i.e., the gap between the noisy best and noisy second best queries, the gap
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between the noisy second and noisy third best queries, etc). The generalized algorithm is
called Noisy Top-k with Gap in their paper. For completeness, we include it as Algorithm 1
in Section 4.

Noisy Top-k with Gap can release strictly more information at no additional cost to
privacy which, when combined with subsequent noisy answers to each of the returned queries,
can significantly reduce squared error of query estimates [12, 14]. However, as explained
in more detail in Section 4.2, this algorithm is much more difficult to implement securely
than Noisy Top-k. Its proof of privacy crucially relies on the differences (gaps) between
pairs of random variables. Simply working in the integer domain and replacing Laplace
with Discrete Laplace or exponential with the geometric distribution will not work as it
invalidates the proof [12, 14] of privacy. So more involved alterations are needed to create a
secure version of Noisy Top-k with Gap.

In this work, we propose an implementation of Noisy Top-k with Gap that is secure
on finite computers. We make two modest assumptions. First, the privacy loss budget
parameter £ should be a rational number. Second, the gaps should be represented as rational
numbers and the user provides a desired denominator (integer) for these rational numbers.
We refer to the reciprocal of this denominator as the target resolution ., so that all returned
gaps are multiples of 7, (e.g., multiples of 2710).

The secure algorithm is designed to be mathematically equivalent to running the ideal,
infinite-precision algorithm, and then rounding all the gaps to the nearest multiple of .
Internally, the secure algorithm makes use of the exact geometric distribution sampler over
a discrete domain [9]. It dynamically chooses the right level of finite precision it needs
to work with so that its control flow matches what the ideal algorithm would have done.
This is followed by a carefully controlled gap calculation step that is tricky because the gap
(difference) between two discretized distributions is generally not the same as the discretized
gap between two continuous distributions.

To summarize, our contributions are:

(1) We propose an implementation of the Noisy Top-k with Gap algorithm [12, 14] that
relies solely on integer operations and discrete probability distributions, hence is free
from floating point vulnerabilities and can be implemented on finite precision machines.

(2) We prove the correctness of our implementation by carefully analysing its output
distribution and show that it is equivalent to the original (ideal) Noisy Top-k with Gap
(Algorithm 1) followed by a post-processing step of rounding the gaps.

(3) We evaluate our implementation on real and synthetic datasets and show that our secure
implementation incurs moderate overhead over the (insecure) baseline algorithm. Our
code is available at https://github.com/cmla-psu/Secure-GapTopK.

The rest of the paper is organized as follows. We discuss related work in Section 2 and
the relevant background in Section 3. We present our algorithms in Section 4 and proofs for
their correctness in Section 5. We implement our algorithms, evaluate their performance on
real datasets and report the results in Section 6. Finally we conclude in Section 7.

2. RELATED WORK

The floating point vulnerability in differentially private systems and its severity was first
studied by Mironov [40] and Gazeau et al. [21]. They studied the effect of floating point
on the resulting privacy guarantee. As an example, Mironov [40] demonstrated that by
examining the low-order bits of the noisy outputs of the Laplace mechanism, the noiseless
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value can often be determined. As a remedy, Mironov proposed the clamping mechanism as
a defence, but the defence tended to have worse utility than the Laplace mechanism.

A discrete alternative to the Laplace mechanism was proposed by Ghosh et al. [23] and
is equivalent to adding noise from a two-sided geometric distribution. The discrete Laplace
mechanism satisfies e-differential privacy when the inputs are integers or appropriately
rounded to integers and can be implemented exactly using the procedure proposed by
Canonne et al. [9]. In the same paper, Canonne et al. also showed how to exactly
sample from a discrete analogue of the Gaussian distribution [9], which can be used as
a replacement for the continuous Gaussian when the inputs are integers or appropriately
rounded. Their algorithms employ subroutines that sample from Bernoulli and Geometric
distributions without relying on floating-point arithmetic. Our implementation adopts these
same subroutines, which are discussed in greater detail in Section 4. It should be noted
that the discrete counterparts of the Laplace and Gaussian mechanisms may be susceptible
to timing attack: observers can measure the time to draw (discrete) Laplace or Gaussian
noise to predict the noise magnitude [30]. Holohan et al. [28] proposed a method to sample
Laplace and Gaussian noise in a way that makes it computationally harder for an attacker
to reverse-engineer the output, without any rounding.

Secure implementations for several other mechanisms are also available, including
histogram approximation [4], the Exponential Mechanism [29] and the Noisy Max algo-
rithm [38, 13]. The Noisy Max algorithm with Gumbel noise is equivalent to the Exponential
Mechanism [24, 37], which can be implemented exactly using base-2 exponentiation in place
of base-e [29]. The only approximation error introduced arises from converting the base-2
privacy parameter back to its base-e equivalent. More recently, Haney et al. [26] proposed a
sampling method called interval refining which iteratively shrinks the internal [0, 1) until
it is sufficiently small that the inverse images of both end points (hence all points in the
interval) under the CDF of the sampling distribution round to the same floating point
value. However, none of the above techniques directly apply to the Noisy Top-k with Gap
algorithm as its privacy proof crucially depends on the difference between pairs of random
variables [12, 14]. For example, if Z1, Z3 and Z3 are random variables, existing techniques
can correctly discretize each variable independently, but a secure implementation of Noisy
Top-k with Gap may need to discretize pairwise differences like Z1 — Z5 and Zy — Z3 — these
pairwise differences are clearly not independent of each other as they have variables in
common.

3. BACKGROUND

3.1. Differential Privacy. Differential privacy [16] is currently the gold standard for
releasing privacy-preserving information about a confidential database. It relies on the
notion of adjacent datasets. Two datasets D and D’ in some universe D are adjacent (or
neighbors), denoted by D ~ D', if they differ on the presence or absence of some individual’s
data. Differential privacy ensures that the results of a computation on adjacent datasets
are nearly indistinguishable. The degree of indistinguishability is quantified by a parameter
€ > 0 called the privacy loss budget; the smaller ¢ is, the more privacy is provided.

Definition 3.1 (Differential Privacy [16]). Let € > 0. Let M be randomized algorithm
which takes a dataset D € D as input. Then M satisfies (pure) e-differential privacy if for
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all pairs of adjacent datasets D ~ D’ € D x D and all output sets S, we have
PM(D) e S) <e P (M(D')eS)
where the probability is over the randomness of the algorithm M.

Differential privacy enjoys the following properties:

e Post-processing resilience. If the output of an e-differentially private algorithm M goes
through another computation A which does not use the datasets, then the composite
algorithm A o M still satisfies e-differential privacy. In other words, privacy is not reduced
by post-processing.

e Composition. If M7, Ms satisfy differential privacy with privacy loss budgets €1, €9, the
algorithm that runs both and releases their outputs satisfies (g1 + £2)-differential privacy.
This result can be generalized to any finite number of differentially private algorithms.

Because of the compositional property of differential privacy, algorithms that satisfy
differential privacy are usually built on smaller components called mechanisms. Many
differentially private algorithms take advantage of the Laplace mechanism [16], which
provides a noisy answer to a vector-valued function f based on its ¢1-global sensitivity Ay,
defined as follows:

Definition 3.2 (Global Sensitivity [15]). The (¢;-)global sensitivity A; of a vector-valued
function f with domain D is

Ay = sup [f(D) - f(D)lh
D~D'
where the supremum is taken over all adjacent pairs D ~ D’ from D.

Theorem 3.3 (Laplace Mechanism [16]). Given a privacy loss budget e, consider the
mechanism that returns M(D) = f(D) + H, where H is a vector of independent random
samples from the Lap(Ay/e) distribution. Then M satisfies e-differential privacy.

Other kinds of additive noise distributions that can be used in place of Laplace in
Theorem 3.3 include Discrete Laplace [23] and Staircase [22].

3.2. Floating Point Vulnerability. The most common method to sample a random
variable X from a distribution with a known cumulative distribution function (CDF) F'(-)
is the inverse sampling method: draw a sample U from the uniform distribution on [0, 1)
and apply the inverse CDF to obtain X = F~}(U). It’s easy to check that the CDF of X is
indeed F(): Vo, P(X < z) = P(F~Y(U) <) = P(U < F(z)) = F(x). The inverse CDF of
Laplace and exponential distributions are particularly simple. Thus most software libraries
use this method to sample from these (and many other) distributions.

However, the Laplace and exponential distributions are both continuous over the real
numbers. As such, it is not possible to even represent a sample from them on a finite
computer, much less to produce one. On one hand, given the non-uniform density of floating-
point numbers, a uniform distribution over [0, 1) is not well-defined. On the other hand,
floating-point operations involved in applying the inverse CDF will result in missing values
and values that appear more frequently than they should [40]. It may seem that such issues
are mainly of theoretical interest and do not cause serious harm in practice. Unfortunately,
this is not the case: Mironov [40] demonstrated that the textbook implementation of the
Laplace Mechanism can lead to catastrophic failures of privacy. In particular, by examining
the low-order bits of the noisy output, the noiseless value can often be determined. In one
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proof of concept attack, an entire dataset of 18K records was reconstructed with a negligible
(< 1079) total privacy budget.

More recently, Casacuberta et al. [10] showed that floating point calculations, unless
carefully controlled, can cause algorithms to have much higher sensitivity when implemented
with floating-point numbers than if the same algorithm were implemented with real numbers,
thereby underestimating the amount of noise needed to protect privacy.

3.3. Other Distributions. In this paper, we also make use of the following distributions,
whose notation we present here.

The exponential distribution with scale A/e, written Exp(A/e), is a probability distribu-
tion over nonnegative real numbers and has probability density function f(z) = %e*”/ A
and cumulative distribution function F(z) =1 — ™%/,

The geometric distribution with success probability p, written Geo(p), is a discrete
distribution over the nonnegative integers 0,1,2,... with probability mass function P(k) =
(1 — p)*p and cumulative distribution function F(k) =1 — (1 — p)¥+1,

Both distributions are memoryless in the sense that if X is distributed either as an
exponential or geometric random variable, then for any three nonnegative numbers x, ¥, z
such that z >y, we have P(X € [x+y, 2+ 2] | X > z) = P(X € [y, 2]).

These two distributions are also related by truncation. Let |z | denote the largest integer
< z. Let X ~ Exp(\/e) and Y ~ Geo(1 — e~*/*). Then comparing their CDFs, we see that
for any nonnegative integer k,

P(X<k+1)=P(|X]|<k) =Py <k)

This means that a sample from an Exp(\/e) random variable X, which can be written
as | X | + (X — | X]), is probabilistically equivalent to the sum of two independent random
variables Y + X', where Y ~ Geo(1 —e~%/*), and X" is a sample from Exp(\/e) conditioned
on it being between 0 and 1. This is a special case of Lemma 5.5 (with § = \/e and v =1).

4. ALGORITHMS

4.1. The Noisy Top-k with Gap Algorithm. The basic Noisy Max mechanism [15] and
its generalization, Noisy Top-k, are fundamental private selection algorithms that are used
to select items from a set of candidates (such as the most common diseases in a population),
while controlling the privacy leakage in the underlying data. It takes a list of queries, each
with sensitivity! 1 (e.g., the count for any disease can change by at most 1 when a person
is added to or removed from the data). It then adds noise to each query answer (e.g., the
count for each disease) and returns the identity of the query with the k largest noisy answers
(e.g., the likely most common diseases).

The preferred instantiation of the Noisy Max mechanism [38, 13] for pure e-differential
privacy adds Exp(2/¢) noise, with pdf f(z) = %e_”/ 2 to each query answer and returns
the identity (not value) of the query with the largest noisy answer. The extension to Noisy
Top-k changes the noise parameter from 2/e to 2k/e and returns the identities of the queries
with the top k noisy answers.

1Quelry implementations must be designed with care, as the sensitivity of a query computed using finite
data types can be significantly higher than that of the same query evaluated under idealized real number
arithmetic [10].
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A recently proposed extension, Noisy Top-k with Gap [12, 14], provides numerical
information about how much better the selected items are compared to the non-selected
items. Its pseudo code is shown in Algorithm 1. There are two major differences between
this extension and the Noisy Top-k mechanism: 1) The Noisy Top-k with Gap internally
keeps track of the (k + 1)™ query (Line 5), and 2) The gaps (i.e., differences in values)
between each query in the top k& and the corresponding next best query are calculated and
returned together with the identities of the top k queries (i.e., the gap between the noisy best
and noisy second best queries, the gap between the noisy second and noisy third best queries,
etc., are returned), whereas the Noisy Top-k only returns query identities. Remarkably, this
extra gap information comes at no additional privacy cost: both mechanisms satisfy pure
differential privacy with the exact same privacy parameter e [12].

Algorithm 1: Noisy Top-k with Gap

1 function GapTopK(q1,...,qn, k,€):

2 fori=1,--- ,ndo

3 X « Exp(2k/e)

4 g« ¢+ X

5 jl?"'vjk’-i-l <_‘argInaxlf-i-l(zjlv'"7(}}1,)
6 fori=1,...,k do

7 L 9i < Gy — Qo

| return (jhgl)v'”?(jlmgk)

0]

Theorem 4.1 ([12]). Algorithm 1 satisfies e-differential privacy.

Nevertheless, the extra gap information can offer better utility. For example, if an
algorithm later asks for noisy answers to those queries that were returned by Noisy Top-k
with Gap, these noisy answers can be combined with the gaps to reduce their variance
[12, 14]. Hence the gaps can be useful and that is why we focus on a numerically secure
implementation of this algorithm.

4.2. Why the Gap Complicates the Implementation. There are two common
strategies for converting a differentially private mechanism, M, with continuous noise,
into a discrete algorithm, M y;,. that avoids floating point computation, and hence can be
implemented without numerical vulnerabilities. The first approach is to directly discretize
M ont and use analytic expressions of its output probabilities to prove differential privacy.
This is the approach taken by the discrete Laplace mechanism [23], the discrete Gaussian
[9] and the base-2 exponential mechanism [29]. In the case of Noisy Top-k, and especially
Noisy Top-k with Gap, the output distributions are complicated infinite summations, making
this a less promising direction. The second approach is to design M g, so that it avoids
floating point computation, yet is equivalent to running the ideal mechanism M.,; followed
by a deterministic rounding algorithm. Therefore, privacy follows from the postprocessing
property of differential privacy. This is the approach we take in the paper. It is a rather
straightforward exercise for Noisy Top-k, but becomes non-trivial for Noisy Top-k with Gap.
The intuition is that without the gap, Noisy Top-k has categorical outputs (the ids of selected
queries) and can be implemented by replacing the exponential distribution with the geometric
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distribution, taking advantage of the memorylessness properties of both. However, Noisy
Top-k with Gap adds continuous outputs and considers the pairwise differences between
noisy query answers. The pairwise differences of exponential or geometric random variables
no longer have a memorylessness property to take advantage of. To see this more concretely,
consider the following lemma, whose proof shows that replacing exponential noise in Noisy
Max with geometric noise is enough to make the resulting algorithm equal to the ideal Noisy
Max (a subsequent rounding step is not even needed because the output is already discrete).

Lemma 4.2. Let q1,...,q, be integer-valued queries, each with sensitivity 1. Let Mgpm
be the mechanism such that, on input D, Mg, (D) first computes x; = ¢;(D) +Y; where
Y; ~ Geo(1 — e~¢/2), then computes the set of mazimums: S = {i | z; = max(zy,...,z,)},

and returns an element from S uniformly at random. Then Mgy, satisfies e-differential
privacy and is probabilistically equivalent to Noisy Max with exponentially distributed noise.

Proof sketch. The proof sketch is as follows. Consider the mechanism M., that is identical
to Mspm except that M., uses exponential noise instead of geometric. It first computes
x, = ¢i(D) + X;, where X; ~ Exp(2/e) and returns the ¢ for which 2 is largest (because the
noise distribution is continuous, ties occur with probability 0). Mechanism M.y, is known
to satisfy e-differential privacy [13].

In terms of notation, Mgy, uses geometric random variables Y; and M., uses exponen-
tial random variables X;. However, as explained in Section 3.3, ¢1(D) + X1,...,¢,(D) + X,
is probabilistically equivalent to ¢i1(D) + Y1 + X{,...,q.(D) + Y, + X/, where the X/
are all identically and independently distributed random variables with support [0,1).
This equivalence is true because the exponential and geometric distributions are memo-
ryless. Thus M., can be thought of as computing the same set S as Mgy, which is
S={i : ¢(D)+Y; =max;(q;(D) +Yj;)} and then using the X’ to break ties. However,
since the X ]’ are all i.i.d., using them to break ties is equivalent to picking an element of S
uniformly at random [13].

Thus Mg, and Mg, have the same exact probabilistic relationship between input
and output, except that Mg, only relies on discrete distributions. ]

However, a numerically secure version of Noisy Max with Gap (i.e., Noisy Top-k with
Gap with k£ = 1) that uses discrete noise will need to provide a discretized gap. Referring
back to the notation in the proof sketch for Noisy Max, releasing a discretized gap would
involve releasing a discretized version of ¢;(D) + X; — (¢;(D) + X), where i is the query for
which ¢;(D) + X is largest and j is the query for which ¢;(D)+ X is second largest. Even if
we are lucky and there are no ties, the discretized versions of ¢;(D) + X; and of ¢;(D) + X
do not provide enough information to compute the discretized version of their difference
¢(D) + X; — (gj(D) + X;). In other words, simply replacing the exponential noise with
geometric noise in Noisy Max with Gap is not equivalent to rounding the output of Noisy
Max with Gap. Our solution to this problem will require randomized rounding routines that
rely on random permutations to determine how quantities are rounded. Also, breaking ties
will require replacing the exponential distribution with a discrete distribution whose domain
needs to be dynamically determined (e.g., instead of being over integers, it may need to be
over multiples over some rational number that is not known in advance).

4.3. Notation and Setup for the Secure Implementation. To describe the secure
implementation, we use the following notation. Let v, denote the target resolution (a rational
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number), so that all returned gaps are multiples of 7, (e.g., multiples of 2710). In particular,
v, is the reciprocal of an integer, so that all integer-valued query answers are multiples of ..
We use v for other resolutions that are refinements of v, (i.e., 7. is always a multiple of 7).
For a positive integer k we use [k] to denote the set of integers from 1 to k: [k] £ {1,...,k}.
We use 7 denote a permutation on [k], i.e., a bijective function 7 : [k] — [k]. For a real
number x € R, we use [z to denote the floor of = (the largest integer < ). We use |z,
to denote the largest multiple of « that is < x, which can be expressed mathematically as
2], & [£] - ~. This notation is summarized in Table 1.

TABLE 1. Notation

Symbol Meaning
B s
™ permutation on [k] (bijective map 7 : [k] — [k])
Vs target resolution (e.g., 2710), reciprocal of an integer
~ other resolutions that are refinements of 7, (e.g., 2711, 2712 )
|x] floor of = (the largest integer < x)
lz], rounding of = down to the nearest multiple of v, [z], = [Z] -~

The proofs and intermediate steps, that transform algorithms based on continuous noise
into algorithms based on rational numbers and discrete noise, use distributions summarized
in Table 2. The two main distributions are the exponential and geometric distributions.
For consistency we use X (resp. Y') to denote a random variable following the exponential
(resp. geometric) distribution. When one forms the corresponding conditional distributions,
conditioned on the random variable being less than some threshold 7, the result is a truncated
distribution. In the case of exponential and geometric distributions, the truncated versions
are the same as taking the original random variable modulo the threshold 7. We use X’
(resp. Y') to denote a random variable following the truncated exponential (resp. truncated
geometric) distribution. We use Z, to denote a (7-) scaled geometric random variable, which
is the same as a geometric random variable multiplied by -y, and so its domain is over integer
multiples of ~.

TABLE 2. Noise Distributions

Distribution Symbol Support Density /Mass
Exponential X ~ Exp(B) [0, 00) %e_%
Truncated exponential X’ ~ Exp(8) mod [0,7) %ef%/(l - ef%)

Geometric Y ~ Geo(p) {0,1,2,...} p(1—p)™
Truncated geometric Y’ ~ Geo(p) mod M {0,1,...,M—1} %

Scaled geometric Zy ~ 7 - Geo(p) {0,7,27,...} p(1—p)™
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4.4. Model of Computation. We adopt the standard w-bit word RAM model of com-
putation, consistent with prior literature [4, 9]. In this model, memory accesses and basic
operations on w-bit words, including arithmetic, comparisons, and logical operations, are
assumed to execute in constant time. Our algorithms involve parameters that are rational
numbers, which we represent as pairs of integers. We assume that these pairs can be stored
using a constant number of words (e.g., if a Big Integer package is used, the constant number
of words is roughly equivalent to the size of the RAM divided by the number of queries).
It is important to note that all operations within our secure algorithm are performed over
rational numbers, relying solely on basic integer operations and comparisons. While some
parameters may theoretically involve irrational expressions (e.g. et where s,t € N ), we
do not evaluate such expressions in practice, thereby avoiding any need for floating-point
approximations. Furthermore, our algorithms require access to randomness, which we model
as a source of independent, uniformly distributed random bits.

The runtime of our algorithms is inherently randomized; however, we will later demon-
strate that the expected runtime is O(n?logn) where n is the number of queries. The
expected memory usage of our algorithms is O(n?).

Finally, we note that, technically speaking, our algorithm only satisfies (¢, §)-differential
privacy because it is possible that a noise value becomes too large to fit in memory and disk,
or a computation whose running time is a random variable with small finite expected running
time could extend beyond the physical life of the hardware. Addressing such challenges is
an engineering issue that we ignore.

4.5. Secure Primitives for the Implementation. We use the following sampling prim-
itives to implement our algorithms. These sampling algorithms do not use floating-point
operations and are thus free of the floating-point vulnerability. The fundamental assumption
is that there is access to a sequence of independent, uniformly random bits.

Random integer generation in an interval. Given a sequence of uniformly random
bits, one can generate random integers in a finite range, e.g. 0,1,...,k — 1, using rejection
sampling [43, 19, 42, 33].

The Fisher-Yates random shuffle. Another commonly used technique is the Fisher-Yates
shuffle [18, 32]. It randomly permutes a list of n elements in place so that all n! possible
permutations are equally probable. This algorithm is based on uniform sampling of integers.

Sampling from a Bernoulli distribution. For certain values of success probability p
(even irrational values), it is possible to reduce sampling from Bernoulli(p) to sampling
random integers without any use of floating point. First, when p = n/d is a rational number,
it suffices to draw an integer N uniformly from the range [0,d) and output 1 if N < n and
0 otherwise. When p = e~ for some positive rational number § € Qt, Canonne et al. [9]
reduced the task of sampling from Bernoulli(e™?) to that of sampling from Bernoulli(6/k)
for various integers k > 1 (see Algorithm 1 in [9]), without the need for computing e~?.
Notably, this sampling algorithm requires only uniform sampling over integers and basic
integer arithmetic, and its runtime is constant in expectation [9].
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Sampling from a geometric distribution. Canonne et al. [9] also showed that for certain
values of success probability p, namely those in the form of 1 — e~? where 6 is a positive
rational number, sampling from a Geo(1 — e~?) distribution can be efficiently reduced to
sampling from Bernoulli(e=?"), where ¢’ is a rational number that depends on §. Canonne et.
al sample a geometric distribution inside of a discrete Laplace sampling algorithm (Algorithm
2 in [9]), so for completeness, we extract the geometric sampler from their algorithm and
list it in the appendix. Like before, this algorithm completely avoids use of floating point
numbers, and its runtime is constant in expectation [9].

4.6. A Secure Implementation of Noisy Top-k with Gap. A common approach to
making a differentially private algorithm secure on finite machines is to take the ideal
algorithm M (Algorithm 1 in our case) that assumes infinite precision and define an
intermediate “rounded” version M’ that differs from M in only two ways. First, the ideal
(real) inputs to M’ are rounded to rational numbers, which can be represented as pairs of
integers. Then M’ rounds the ideal output of M to rational numbers. The final step is to
create a secure algorithm M” that completely avoids irrational numbers in its intermediate
state while still being probabilistically equivalent to M’ — in other words, for every dataset D,
the output distributions P(M'(D)) and P(M"(D)) are the same. Following this approach,
we first create a rounded-input/output version of Algorithm 1 by rounding the inputs
and each gap in the output down to its nearest multiple of ~,. Thus M’ from the above
discussion is the following Algorithm 2 (note that the input rounding happens on Line 4).
Then, to create the final secure algorithm M", we proceed with two steps. First, we create
another intermediate algorithm (Algorithm 3) that has both continuous random variables
and discrete random variables that are derived from the continuous ones. Last we create
M (Algorithm 4) by removing the continuous random variables, while keeping the joint
distribution of the discrete random variables unchanged.

Algorithm 2: Noisy Top-k with Gap (Rounded)

input:qp,...,q,: answers to sensitivity 1 queries.
v is the target resolution; 1 is a multiple of ~,
€ is rational

1 function GapTopK(q1,...,qn, k,&):

2 fori=1,---,ndo

3 X « Exp(2k/e)

4 L g < gi)y. + X

5 jl?"‘?jk+1 Fargrna“XkJrl(pqvlw"7pqv'rL)
6 fori=1,....k do
L R I e Ul Tk A

03]

B return (j1,91), ..., (Jx 9r)

To show that Algorithm 2 is differentially private, we first show that rounding down
does not affect the sensitivity.

Lemma 4.3. Suppose q is a scalar function with 1-sensitivity A. Suppose that v is a
positive number and that A is an integer multiple of v. Then |q]~ also has £1-sensitivity A.
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Proof. Let D and D’ be two neighboring datasets that differ on one person. Without
loss of generality, assume ¢(D) > ¢(D’). Then 0 < ¢(D) — ¢(D') < A which means
there exists a nonnegative integer k with k& < A/vy and a number s € [0,7) such that
q(D)—q(D")+ky+s = Aand so ¢(D)—A+kvy+s = q(D'). Let rem(q(D)) = q(D)—|q(D) |-
Then

[4(D)]y — A+ by + rem(g(D)) + 5 = [(D') | + rem(g(D'))

Noting that rem(q(D)) + s € [0, 27), this means
[a(D) ]y = A+ Ky +s" = [q(D) ]y + rem(q(D"))

where &’ € {k,k+1} and s’ € [0,). This means that s’ = rem(q(D’)) as both quantities are
nonnegative and less than v, while everything else is a nonnegative multiple of v. Rounding
both sides down to the nearest multiple of v, we get

la(D) ]y = A+ Ky = la(D)]4
where k' is an integer between 0 and A/y + 1. Thus
la(D)]y = [a(D")]y = A =K'y € [-7,A] € [-A, A]
since A is a multiple of ~. ]
Theorem 4.4. Algorithm 2 is e-differentially private.

Proof. Algorithm 2 is simply Algorithm 1 applied to sensitivity 1 queries |g;(D) |, followed
by a post-processing step (which therefore does not affect privacy parameters) of rounding
every gap down to the closest multiple of ~,. []

Thus, from now on, we assume that the query answers are integer multiples of .. Next, to
obtain a secure implementation of Algorithm 2, we need to create an algorithm whose internal
states are machine representable (i.e., rational numbers), and whose output distribution
is identical to that of Algorithm 2. This is challenging because as pointed out previously,
any straightforward discretization of the noisy query answers ¢; (e.g., [¢;|~.) will cause the
probability of ties to be nonzero. Furthermore, it can happen that (g — g |+, # @+ — |35 ]+
so the discretized gaps are not readily available from the discretized noisy queries. We
solve this problem by a two-step approach. The approach is described here and proofs are
presented in Section 5.

The first step is to create an intermediate algorithm (Algorithm 3) that has both
continuous random variables and discrete random variables that are derived from them. The
last step (Algorithm 4) will remove the continuous random variables, while keeping the joint
distribution of the discrete random variables unchanged.

In the intermediate Algorithm 3, discrete variables in(O) are initially introduced by
discretizing the continuous noisy query answers ¢; (Line 4). These discrete variables are
used for the decision-making (i.e., determining the winning queries) in Line 5. Because of
the possibility of ties in discrete random variables, several new features are introduced by
Algorithm 3.

e First, we get the top k + 2 noisy query answers instead of k + 1 answers. This is done
so that we know if there are ties in the k 4+ 1" place. If there are ties anywhere in the
top k + 1 places, we will need to break them using the second feature of Algorithm 3,
described next.
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Algorithm 3: Noisy Top-k with Gap (Intermediate)

input : v, is the target resolution; 1 is a multiple of ~,
q1,---,Qn: answers to sensitivity 1 queries, all are integer multiples of .
€ is rational
M is an integer used to refine the resolution.
1 function GapTopK(q1,...,qn, k,€):

2 fort=1,--- ,ndo // add noise to query answers
3 X + Exp(2k/e)
4 L Geau+ X, q" < (Gl
5 Jly -, Jht2 ¢ argmaxy42(q; g° ), ..,@50)) // choose top queries
6 10, vy v«
7 while there is a tie among Q\j(lt), e ,q](IZQ do // break ties
8 t—t+1, %&Hﬁ’h*l
9 for z' = 1 ,n do
10 t qZ L],
11 Jly.-ey ki ¢ arg makarQ(q(t), - ,a,&t))
12 fori=1,...,k do // compute gaps
13 L 9i < 45 — aji+1J’Y*
14 | return (j1,91),- -, (jr, 9r)

e Next, we introduce a tie-breaking loop (Line 7) which keeps going until all ties in the top
k + 1 places are resolved. If there is a tie between any two such queries, the algorithm
increases the precision of rounding — instead of rounding the continuous noisy answers
down to a multiple of the target resolution +,, the algorithm revisits those noisy answers
and rounds them down to a multiple of 7, /M (where the integer M > 1 is an algorithm
parameter that is 10 in our experiments). This results in the next version of the discrete

random variables fji(l). This finer precision may break the ties, and if not, the precision is
refined again until eventually all ties are broken. Later, Algorithm 4 will simulate this
loop using only discrete random variables.

After the distinct top k + 1 queries are determined, the gaps are computed. However, for
now, the discretized gaps are still computed by rounding the gaps computed from continuous
noisy answers (this problem will be solved by Algorithm 4).

The next algorithm, Algorithm 4 switches to only using discrete random variables, so
that all internal states are rational numbers. This involves removing the exponential random
variables that were used by Algorithm 3, simulating the tie-breaking loop using only discrete
random variables, and finally simulating the gap using only the discrete random variables.
We handle the difficulties as follows:

e Since the continuous random variable g; (query answer plus exponential noise) is rounded

down to a multiple of v, to get (’ji(o), the distribution of the latter is the same as the query
answer plus geometric noise over multiples of 7, (see Section 3.3). These are represented

as the random variables ﬁi(o) in Line 4 of Algorithm 4.
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Algorithm 4: Noisy Top-k with Gap (Secure)

input : v, is the target resolution; 1 is a multiple of ~,
q1,---,Qn: answers to sensitivity 1 queries, all are integer multiples of .
€ is rational
M is an integer used to refine the resolution.
1 function GapTopK(q1,...,qn, k,€):

2 fort=1,--- ,ndo // add noise to query answers
3 Yy « Geo(1 — e=87+/2k)
(0

4 3 gt Yo

5 Ty v vy Jlra < argmakarQ(qé ),...,V,EO)) // choose top queries
6 t%O, Yo Y« // Loop 1
7 while there is a tie among \q’;lt), . ,\q’;:)+2 do // break ties
8 t+—t+1, %(—ﬁ’ytfl

9 fori=1,...,ndo

10 Y; < Geo(1 — e==7¢/2k)

11 Ei(t) — Ei(tfl) + 7, - (Y mod M)

. < (t
12 i 11,---,Jk+2FargmanH(ql(),---,qé))
13 X1,...,Tke1 ¢ Shuffle(l,...,k+1) // Fisher-Yates shuffle
14 fori=1,...,k do // compute gaps
15 if z; < Tit1 then
<) «(t
16 g 17 -1 -l
17 else
v(t ()

18 t 9i ji+1J'Y*
19 | return (]1791)7"'7(.jk7gk)

e The discrete variable Z]\i(j ) — [Gils, /mi 18 equal to the continuous variable ¢; rounded down

() ; ~(+1)

to a multiple of v, /M J. But this also means that (’jZ rounded down to a

) = Lqu(j i )J% /ai)- This allows us to use a modified version of

is equal to g;
multiple of v./M7 (i.e., g;’

the memoryless property of geometric distributions to simulate q(] D from q(j ) and their
joint distribution would be the same as if they were derived from the continuous random

variable. Namely the conditional distribution of the part that was rounded down, which

is qz(]+1) é\(j) qz(J-i-l) qu(]+l)J (4)

random variable in the interval [0,7,/M7) with support equal to integer multiples of

/M » conditioned on g;”’, is a truncated geometric

s /MI+L In Algorithm 4, these variables are called qz(] 1 and ql( 7 and the generation of
the former from the latter using truncated geometric noise is performed in Lines 10 and
11.

e Next we consider the intuition behind how Algorithm 4 simulates the discretized gap
from these discrete random variables. In general, for any two numbers X;, X; € R and
resolution v, the quantities | X; — X;|, and [ X;], — | X;], are not equal, but they differ
by a correction term that we can simulate. Specifically, we use this fact from Lemma 5.8
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in Section 5.

0 it X; — [ Xi], > X, — | X/]
Xi— X, =Xl — | X,y — 0is here 6;; = ' v J 747
L JJV L JV ljh g7 WHEEE Oij {1 otherwise

We use this fact as follows. In the notation of intermediate Algorithm 3, X; is the same
as the continuous noisy answer g;. Given a resolution v, the values g; — [¢; | are, due to
the memoryless property, truncated exponentials supported on [0,7) and they are i.i.d.
for all i. Therefore, the ordering of the ¢; — |g; ], values, for all 4, is uniformly random.
Hence, Line 13 in Algorithm 4 determines this ordering with a random permutation and
using that, it determines how to simulate the discretized gap correction term.

Now note that Algorithm 4 only uses rational numbers (1/v, is an integer and ¢ must
be rational) and discrete distributions (the parameter of the geometric distribution is not
explicitly computed). The randomness primitives are:

e Generating an exact sample from a geometric distribution with parameter (1 — eer/ 2k)
can be done using the algorithm from Canonne et al. [9] (reproduced in the appendix
here) without ever computing e=7+/2k,

e Generating a truncated geometric distribution can be performed by generating a geometric
distribution and computing the result modulo a number as in Line 11.

e A random permutation can be generated from the Fischer-Yates shuffle algorithm [18]
and only requires choosing a random integer from a bounded range, which can also be
performed exactly given a source of uniform bits [9].

4.7. Further Improvements. Algorithm 4 can be further improved for efficiency. Note
that if | X;],, < [Xj],, then for any refinement v, <+, (v, is a multiple of v, ), we also
have | X;|,, < [Xj],, . Thus if at some resolution +,, it can be determined that a query
¢; is not among the top candidates that contribute to the output indexes and gaps, then
this query can be dropped. Thus we can maintain a pool of queries that are relevant to the
output of the algorithm (i.e., those whose noisy answers at the current resolution are tied
with something in the top k+ 1) and only refine the noise to those queries. Initially, the pool
will have all n queries. But after the first iteration, the pool will have only roughly O(k)
queries left, making subsequent iterations much faster if k& < n. We call this optimization
early query pruning and report its performance in Section 6.

4.8. Side Channels. Due to the inherent randomness in the tie-breaking loop (Line 6 to
Line 12), both the runtime and memory consumption of Algorithm 4 are stochastic. This
introduces two potential concerns: (1) prolonged execution time may inadvertently reveal
the presence of ties among the top queries, and (2) the algorithm may exceed available
memory resources before completion. To mitigate these concerns, we first derive bounds on
the expected runtime and memory usage of Algorithm 4.

Theorem 4.5. Let § =1 — 8;2:::22;82:;:ﬁfzi)

is O(n?logn/0). The expected memory consumption is O(n?/0).

The expected runtime of Algorithm 4

We emphasize that the above bounds are derived using the upper bound of n/6 on the
expected number of iterations of the tie-breaking loop. This upper bound is relatively loose;
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in practice, the actual number of iterations is significantly lower, as demonstrated by our
empirical evaluation.

Consequently, the timing channel can be mitigated by enforcing a fixed minimum number
of iterations T, = O(n/0). Although this approach does not entirely eliminate the timing
channel, it significantly reduces the likelihood of inferring the presence of ties. By increasing
Thin, the probability of successfully exploiting the timing channel can be made arbitrarily
small.

To address the potential issue of Algorithm 4 exhausting available memory, we may
impose an upper limit T, on the number of iterations of the tie-breaking loop. However,
this modification results in the algorithm satisfying only approximate (e,d)-differential
privacy, where § corresponds to the probability that the iteration limit is reached. Given
that the number of iterations follows an exponential distribution (as shown in the proof of
Theorem 4.5), this probability 0 is negligibly small in practical scenarios.

5. PROOFS

In this section, we prove the privacy guarantees of Algorithm 3 and Algorithm 4 by showing
that they are equivalent to Algorithm 2.

Definition 5.1. We say that two algorithms My and My are equivalent if for all datasets
D and all measurable sets S, P(M1(D) € S) = P(My(D) € S).

Theorem 5.2. Algorithm 3 is equivalent to Algorithm 2 and therefore is e-differentially
private.

Proof of Theorem 5.2. First, we show that Algorithm 3 terminates with probability 1. Since
q1,- - -, gn uses continuous noise, with probability 1 there is no tie among ¢, . . ., ¢,. Therefore,
let § = min;;|g; — g;|, then we have § > 0 with probability 1. Thus when v, = ~v,/M"* <4,
ie. t >logy (%), we have no ties among (/jl(t), e, E])&t).

Next, we show that when the loop terminates, the indices ji, ..., jx+1 are indeed from the
top k + 1 noisy queries. Note that |z], > |y|, = z > y. By the termination condition,
at the end of the loop we have that q;, > ... > @j,,, > To = Ts»5 & {1, Jrs2)-
Therefore, we have q;, > ... > @, > Gs,5 € {j1,--.,Jrk+1}. Thus ji,..., k1 are the
indices of the largest k+ 1 queries among qi, . .., qn. This means if ¢, ..., ¢, are the same in
Algorithm 2 and Algorithms 3, then the indices ji, ..., jr11 are the same. Since Algorithm 2
and Algorithm 3 only differ in how they choose the top k 4+ 1 noisy queries and the winning
queries are the same, the two algorithms are equivalent. []

Theorem 5.3. Assume there is access to a sequence of independent, uniformly random bits.
Then Algorithm 4 is equivalent to Algorithm 3 and therefore is e-differentially private.

This proof contains multiple stages and requires several supporting results. To establish
the equivalence between Algorithm 3 and Algorithm 4, we need a few lemmas to establish the
connection between successive roundings of an exponential random variables (with increasing
resolutions) and a sequence of independent geometric random variables.

Lemma 5.4. Let X ~ Exp(B). Then the distribution of Z, = | X|., is the scaled geometric

~

distribution over {0,7,2,...} with success probability p=1—e 7. In other words, | X |-
follows the same distribution as y-Y whereY geometric distribution (over {0,1,2,...}) with

success probability p =1 — e F.
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Proof. For any value m € {0,1,...} we have

T ] e _az |my+y
P(LXJA,:mv):P(m7§X<m7+7)=/ —e fdr=—e P
my /8 my
m my+ m
—e P —e = 6_77(1 — e_%) =(1—p)"p
where we let p =1 — ¢ 7 and hence (1—pm= e F []

Lemma 5.5. Let X ~ Exp(f) and X' = X — | X|,. Then X' follows the truncated
exponential distribution on [0,7). Furthermore, P(X' | |X],) = P(X'), i.e., X" and | X,
are independent. Therefore, X is probabilistically equivalent to the sum of two independent

random variables Z, + X' where Z, ~ v - Geo(1 — e_%) and X' ~ Exp() mod ~.

Proof. By definition of | X |, we have X’ € [0,~). For any z € [0,7),
X'<z = X-|X|y<z = Xe[lvly+z],l=0,1,....

Thus
P(X/g:):)—ZP(lfng<l’y+m)—Z/ —e B ds
1=0 =y B
[e’e] o0 _Zz
:Ze_%(l—e_ﬂ):(l—e_ﬁ) e_%zl_e_j
1=0 1=0 I—e ?
Hence the density i
, d 3¢’
f(X =2)= %P(X <z)= 1 e,% 1[0,'y)

Therefore, X’ ~ Exp(/) mod 7. From Lemma 5.4, | X |, ~ v - Geo(1 — ef%). The indepen-
dence of X’ and | X |, is due to the memoryless property of exponential distribution:

Iy v+ x

Ply<X<ly+z) e ?—e 7 1l—e 7
P2 X =)= 50 =X < =5 mm -, 7 =P <)

(YSX<Iy+7y) o F_o " 1-¢7

Hence, X = | X |, + X’ has the same distribution as the sum of two independent random
variables, one following a scaled geometric distribution, and the other following a truncated
exponential distribution. ]

Lemma 5.6. Let Y ~ Geo(p) and Y' =Y mod M for some M > 1. Then the distribution
of Y’ is the truncated geometric distribution with success probability p on {0,..., M — 1}.

Proof. For any value m € {0,...,M — 1}

PY'=m)=Y P(Y=IM+m)=> (1-p)M"p=(1-p)"p> (1-p)™
=0 =0 =0
__(A=p9)"p
-1 -pM
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Lemma 5.7. Let M be a positive integer. Let 1,79 > 0 be such that v, = M~,. Let
X ~Exp(B), Zy, = | X, and Z,, = | X|,,. Then Z,, = |Z,,],, and P(Z,, | Z,,) zs the

same as the probability mass function of Z, + yo(Y mod M) where Y ~ Geo(1 —e~ 7 ) is
independent of Z.,, .

Proof. First we show Z, = |Z,,],,. Intuitively, this means that the effect of rounding down
a number to a finer resolution (’yz) first then rounding down the result again to a coarser
resolution (7;) is the same as rounding the number directly to the coarser resolution (7;). Let
Z, = nvyq, then X = nvy; +s for some s € [0,71). Thus we have Z,, = | X |,, = ny; + [s],,
because ny, is already a multiple of v5. Since |s],, < s < v, we have [[s],,],, =0 and
| Z+,]~, = ny1 = Z,,. Moreover, for m € {0,...,M —1}:

P(Z,, :n’h+m72 | Zy, = 1)
= P(ny; +myy < X <nyp +myg +yg | nyp S X <nyp )

ny +mys+vs 1 _ (ny1+my9) _2
fn711+mv22 2 5 ~5 ds e B —e #)
o ny1+71 1 ,—3 N -5 7
fn’hl 156 7 ds e 7 (l-e?)
1 _772) 72 a2
— e _my2 1z
:( —--e 7 (letp=1—¢7)
(1-e %)
p(1—p)™

Thus from Lemma 5.6, this is the probability mass function of a truncated geometric
distribution and is independent of the value of nvy;. Since Z,, is a rounded down version
of Z,,, this also means that the distribution of Z,, — Z, is this same truncated geometric

distribution. Thus we have Z,, = Z,, + 75(Y mod M) where Y is Geo(1 — e_%z). []

Lemma 5.8. For any two numbers X1, Xo, the following is true:

Yy otherwise
Furthermore, if X1,...,X, are i.i.d. exponential random variables and if m is a random
permutation of 1,...,n chosen uniformly at random, then the joint distribution of all the

comparisons X; — | X;|, > X; — | Xj],, for alli,j conditioned on knowledge of all of the
| Xi],, for all i is the same as the joint distribution of the comparisons w(i) > w(j) for all
2,].

Proof. First, X; = [ X;],

(
LXZ — XjJ’Yt = LXiJ’Yt + (Xz - LXlJ’Yt) - LXJJ’Yt - (XJ - lXjJ’Yz)J'Yt

L
= [(Xidy, = 1X515, ) + (X = X)) = (6 = X1,
[Xil, = X by, + (X = 1Xils,) = (X = X510, s,

and similarly for j), then if X; — | X;],, > X; — | X;],, we

Now, since v; > X; — | X; |,
( X;]4,) > 0 and so rounding it down to the nearest multiple

have v, > X; — | Xi],, —
of v; makes it 0.

A
— O
—
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On the other hand, if X; —|X;],, < X;—[X,],,, then 0 < X;—[X;],, —(X; - |Xj],,) <
—7, and so rounding it down to the nearest multiple of v, makes it —v,. Th1s proves the
first part.

For the second part, Let Xi,...,X, be ii.d. exponential random variables. Let
X! = X; — [ X;],,.- Then from Lemma 5.5 we know that Xi,..., X] | [X1],,,...,[Xn],,
follow independent identical truncated exponential distribution on [0,~). Therefore, any
ordering of the X (given all of the | X} |,,) is equally likely and so has the same distribution
as an ordering given by a uniformly random permutation. ]

Now we are ready to establish the equivalence between Algorithm 3 and Algorithm 4.

Proof of Theorem 5.3. We first show that the output indices ji,...,jr from Algorithm 3
follow the same distribution as those from Algorithm 4. Note that ji,..., ji are determined

by (/ji(t) in Algorithm 3 and by Zj(t)
that for all ¢ > 0, the set of random variables ((71(0), o ,@EO), cee (Yl(t), e ,@&t)) in Algorithm 3

7
and (g (0), e ,q,(lo), e ,ql(t), e ,ﬁp) in Algorithm 4 have the same joint distribution.
For this part, it helps to view the variables as existing for all ¢ > 0 before the algorithm

even runs, but the algorithm only looks at the ones it needs (e.g., if the algorithm broke all
ties for ¢t = t*, it does not look at E]\(t D or 6( b even though they exist).

Since for i1 # i9, the set of random variables {qZ ). ..,(Yi(lt)} (resp. {\q’i(lo), e \c]’,(t)}) is

) 21
independent of {ql-2 ,...,in)} (resp. {qiz ,...,qi(z)}) we have

in Algorithm 4 respectively. Therefore, it suffices to show

PG, a®, . a®) = [[PE.....a"
=1

r”, . g g, HP 79)

Thus it suffices to show that Vi,t, P(A(O), e ,Zjl(t)) P(ql( ), e ,ﬁi(t)). Recall that in
Algorithm 3, ¢; = ¢; + X where X ~ Exp(2k/e) is random noise from the exponential
distribution. Furthermore, we have q() = @i}y, = @ + | X],, since by assumption g;
is a multiple of v, = M t’yt (and hence also a multiple of «,). On the other hand, in
Algorithm 4 we have \q’i(t) = qi +70Yo +71 (Y1 mod M) ... 4~,(Y; mod M). Let Z,, = | X],,
and Z), = v,Yp + Z;zl 7v;(Yj mod M). Then we just need to show that P(Z,,...,Z,,) =
P(Z., ..., Z, ). We do this by induction on ¢.

The base case for ¢t = 0 is simple. By Lemma 5.4, Z, = |X],, follows the vy-scaled

€70

geometric distribution with success probability pg = 1 — e™ 2k, which is the same as
Zy = 7oYo-

Next, we assume (as an inductive hypothesis) that P(Z,,...,Z,,) = P(Z ,...,Z] )
and proceed to show that P(Zy,...,Z,,,,) = P(Z] .. Zf/tH)

Note that by Lemma 5.7 the values of Z,,. .., Z%_1 are uniquely determined by Z,,
and so P(Zy, | | Zyys -1 Zy,) = P(Zy,, | Zy,)-

Also, 0 < Z!, —Z,, = = y(Yimod M) < My, = vy, 80 Z, = |Z, |y, =
| Z,,, |+,_,- This means that the values of ZQO, ..., 2., are uniquely determined by Z! and
S P(Zﬁn N2y, Z)) = P(Z] e 1 Z 5,
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Therefore, it suffices to show that P(Z,,, | Z,,) = P(Z], | Z). Since v, = M4,

Vt41
EVt+1

Zy, + V41 (Y mod M) where Y ~ Geo(l —e™ 25 ).

EVt41

By definition we have Z%+1 = Z% + 741 (Yi41 mod M) with Yy ~ Geo(1 —e™ "2 ). Thus
they have the same distribution.

Lastly we show that the output gaps gi,...,gr from the two algorithms follow the
same distribution. In Algorithm 3, the gaps are computed using g; = |G}, — Gjis1 )y =
@ — Qi + 1 X, — Xy, 1 ], (since the g; are multiples of 7). To describe the gap computation
in Algorithm 4, we need the following notation:

by Lemma 5.7 we have that Z, =

e 7 is a uniformly random permutation on 1,...,n (total number of queries).

o 5/; = —1if m(i) < 7(j) and 0 otherwise.

. Z,’Ytﬂ- is the noise in the i*® noisy query at resolution ;. Ie., Z = (t) — ¢; for the value
of t (tie breaking iteration number) at the gap calculation step

Then the gaps in Algorithm 4 are computed as Lq]( ) _ qJ(ZJ)rl — Y J1,31+1J’Y* = — Qi1

LZ;“%_ - Z;t,jiﬂ - 7t5;¢,ji +1 )., where j; is the index of the query with the it largest noisy
answer based on the resolution 7; (when all ties have been broken). Note Algorithm 4 used

a permutation over 1,...,k+1 and we are using a permutation over 1,...,n here. This
is completely equlvalent because 5 ;.j is determined by how the permutatlon re-orders the
numbers 1,...,n (each ordering is equally likely); restricting the ordering to a subset of

1,...,n (i.e.7 Jis-- -y Jk+1) still results in a uniformly random ordering on the subset.
Next we note that by Lemma 5.7, [ X}, — X, |5, = [| X}, — Xjiy1 )4, ). Also, from the

i ji+1
proof above, we know that the Zﬁmi variables (for all ) follow the same joint distribution as

the | X;|,,’s. Therefore, we just need to show that [X; — X;],, and | X;],, — | Xj;],, _’Ytg:,j
follow the same joint distribution over all 4, j conditioned on values for all of the | Xj;|,, for
all i (since that is what is used to determine which queries to return and is the information
available to the algorithm right before the gap calculation). This follows from Lemma 5.8. ]

Lastly, we prove an upper bound on the expected runtime and memory of Algorithm 4.

Lemma 5.9. Letn > 2 and Yl, ..., Y} be i.i.d. random variables where Y] ~ Geo(p) mod M.

The probability that Y] = --- =Y is at most % where p =1 —p

Proof. Since Y] are i.i.d., we have

M-1 M-1
P(Y{==¥) =Y P(Y{==Yi=m) =3 (P(¥/=m))"
m=0 m=0
Since P (Y] = m) < 1, this sum is decreasing with respect to n. Therefore, P (Y{ =--- =Y]))
is maximum when n = 2. Let p =1 — p, this maximum value is
]\/[z—:l<p90m >2 Z(p 2 1_902M:1_S01_|_90M
1— M )? sDM)Q 1—p?  1+¢p 1-pM

m=0
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Lemma 5.10. For m > 1, the function f(x) = % is decreasing on (0,1).

Proof. Let L(z) =In f(x) =In(1 —z) + In(1 + 2™) — In(1 + z) — In(1 — 2™). We have
1 n ma™ ! 1 n ma™ !
l—-z 142m 14+z 1-—2™

gl 1 n 1 B 1 n 1
- 1—am 14+ xm l—-z 1+4+=zx

m—1 )

L'(z) = —

_ 2mzx _ 2mam 1 2

1—a2n  1—22 (1—a2)(l+a2+ - +a2m2) 1— g2

2 ma™ 1 1
S l—a2 \1+a? 4?2 '
By the AM-GM inequality, we have

122 e p2m—2
T2+ Tz > (]_ . xz ..... x2m_2)

0+42+-+(2m—2)

1
m =X m :a’,‘m—l‘

m

m—1

Therefore, 1 + 2% + -+ + 2?™2 > ma™ ! hence TTarrogar — 1 < 0. Forz € (0,1),
1 —22>0. So L'(x) < 0. Therefore, f(z) is decreasing on (0, 1). ]

Proof of Theorem 4.5. Let Loop 1 be the tie breaking loop in Algorithm 4, namely, Line 6
to Line 12 of Algorithm 4. Consider a modified version of Algorithm 4 in which ties are
resolved among all queries, rather than only among the top k + 2 queries. In this modified
algorithm, Loop 1 is revised as shown on the left below as Loop 2; all other components of
the algorithm remain unchanged. The only change is to the loop condition on Line 7. It is
evident that Algorithm 4 terminates no later than the modified algorithm, as the original
loop condition implies that of the modified loop. Consequently, the expected number of
iterations of Loop 1 is upper bounded by that of Loop 2. In what follows, we demonstrate
that Loop 2 terminates, in expectation, earlier than the alternative Loop 3 shown on the
right.

To see that, consider the extreme case where 21’1(0) =...= 6,50)

tied. Note that if ﬁi(t) < ﬁj(t) at some iteration ¢, then ﬁi(tl) < ﬁj(t/) for all ¢/ > t since the
addition of further noise at higher resolutions affects only less significant bits of the query
values. In other words, once a tie between two queries is resolved, it remains resolved
in all subsequent iterations. Therefore, after each iteration, the number of tied queries
either remains unchanged or decreases by at least one. Assume at the start of iteration t,
éz'(lt) S \q/z.(:) are tied. Then by Lemma 5.9, the probability that they all remain tied at
the end of iteration t is

P = = q) =PV == ¥)) < (1= @)L+ o)
" h " T () (1 =)
where p; = 1 — e=7/2k and pr=1—p = e~€7/2k Since vy = 7« /M, we have v, < vy, and
o > O = 6—67*/2143‘ By Lemma 510’ P (\q/i(1t+1) — . = \q"(t+1)> < M Therefore7

, i.e., all n queries are

is = () (1—pl)
with probability at least 6 =1 — %, the number of tied queries is decreased by
(at least) one after each iteration. Meanwhile, the variable tie in Loop 3 is initialized to n
and decreases by one with probability 6 in each iteration. As a result, after each iteration,
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the number of tied queries in Loop 2 is less than the value of tie in Loop 3 in expectation.
Consequently, the Loop 2 terminates earlier on average than Loop 3, and so does Loop 1 in
Algorithm 4.

// Loop 2 // Loop 3
6 t<0, 74 Y tie <—n )
—ev. /2K

7 while there is a tie among El(t), e ,\q/7(lt) do P« 11_ e 7

8 t < t + 17 Ve < Mryt*l? 01— (1_(‘0*)(1_,'_@*]\/1)

9 fori=1,...,ndo (Thee) (1—pM)

10 L Y; + Geo(1 — e==7t/2k) while tie > 0 do
<) (=1 B <+ Bernoulli(#)

NP (Y, d M);
o i G (Ymod M), if B==1 then
12| iy, Jky2 argmakarg(ﬁl(t), e ,67(;5)) L tie < tie — 1

Next, we compute the expected runtime of Loop 3. Let T be the number of iterations
this loop executes. Clearly, T' > n. For any k > 0, the loop ends after iteration T' = n + k if
B =1 1in the (n + k)" iteration, and B takes the value of 1 for n — 1 times in the previous
n + k — 1 iterations. Therefore, we have

P(T=n+k)=0- (”If;l)en—l(l—e)k: (”*:_1>9"(1—9)k, and

o0

E(T):Z(n+k)P(T:n+k):i(n+k)<n+];_1>gn(1_0)k
k=0 =0
[eS) n+k n B noo ntk - ) . B
:kzzon< N )9 (1-6)* =nb kZ:O< L >(1_9)k—n9 =

The second last equality is due to the following Taylor expansion:

1 = [(n+k = [n+k

o (n)E =X (M) s
k=0 k=0
Therefore, the expected number of iterations of Loop 3 is /6, and the same bound applies
to Loop 1 in Algorithm 4. Since each iteration requires O(nlogn) time (primarily due to
sorting) and O(n) memory (for the increased resolution maintained for each query), the
overall expected runtime and memory usage of Algorithm 4 are O(n?logn /@) and O(n?/0),
respectively.

6. EXPERIMENTS

We next evaluate the performance of the floating-point secure implementation. We im-
plemented our algorithms in Python. All experiments are performed on an Intel® Core”
i9-10900X @ 3.7GHz CPU machine with 64 GB memory. In all experiments, we set the
privacy budget € to be 1 and the target precision -, is set to be 0.1, meaning all noisy gap
values are rounded to the first decimal place. The precision increment factor M is set to
10. Thus if a precision of 0.1 is not enough to break all ties among top noisy queries, the
algorithm switches precision 0.01 during tie-breaking, then 0.001 if necessary, etc.
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Datasets. Since the performance of the algorithm can be affected by the distribution of
query answers (which affect the probability of ties in the noisy query answers), we evaluate
the implementation on two real datasets BMSPOS and Kosarak from [35], and a synthetic
dataset T40I10D100K [2]. These datasets are collections of transactions (each transaction is
a set of items). In the experiments, each query is associated with an item and the value of
the query is the number of transactions the associated item appears in. The statistics of the
datasets are listed below.

TABLE 3. Statistics of datasets

Dataset 7# of Records # of Unique Items

T40I110D100K 100,000 942
BMS-POS 515,597 1,657
Kosarak 990,002 41,270

Performance. The first set of experiments compare the running times of (1) “Secure”:
the unoptimized secure sampling algorithm (i.e., when a tie occurs, the resolution of all
noisy query answers is increased); (2) “Opt. Secure”: the optimized version that uses
early query pruning; (3) the non-secure Python implementation of Algorithm 1 which uses
exponential noise as implemented in the NumPy library. The results are shown in Table 4.
For k£ = 25,50, 100, 200, 400 and 800, we run each of the three algorithms for 1000 times and
report the average running time on all three datasets.

TABLE 4. Running time (milliseconds)

Dataset Algorithm | k=25 k=50 k=100 k=200 k=400 k=800
Secure 10.53 10.80 11.64 13.95 19.80 25.89
T4_OI;$;)100K Opt. Secure | 10.59 10.64 10.83 11.51 14.74  23.70
n= Baseline 2.25 2.24 2.27 2.32 2.38 2.52
Secure 18.51 18.51 19.03 22.11 35.21 48.72
Bl\_/ISl—é:’E)(?S Opt. Secure | 18.43 1847 18.56 19.11 22.85 33.09
= Baseline 3.92 391 396 399 406 = 4.20
Kosarak Secure 458.22 459.45 482.02 575.38 976.72 1223.04
— 41270 Opt. Secure | 455.32 455.17 454.89 455.59 459.73 471.30
n= Baseline 98.71 9753 97.38 98.69 98.95 99.03

For relatively small values of k, both versions of the secure algorithm are approximately
4.7x slower than the insecure algorithm, but this overhead is negligible because the overall
runtime is in tens of milliseconds. When £ is large, the unoptimized implementation becomes
visibly slower because large values of k£ will make ties more likely to happen.
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Running Time Breakdown. Next we focus on the optimized secure implementation and
analyze its potential bottleneck. We separate Algorithm 4 into three parts. The first part
(from Line 2 to Line 5) is to initially identify the possible top k noisy queries. Because of the
possibility of the existence of ties among the chosen queries, the next part (from Line 6 to
Line 12) uses a loop to iteratively increase noise precision until all ties are resolved. Finally,
the last part (from Line 13 to Line 18) is to obtain numeric gaps estimates among chosen
queries at target precision. We instrument the algorithm with timing instructions and report
the average time spent on the three parts over 100 iterations. The results are summarised in
Table 5.

TABLE 5. Detailed time for the optimized secure algorithm (milliseconds)

Dataset Time spent to | k=25 k=50 k=100 k=200 k=400 k=800
Possible top-k | 10.921 10.530 10.500 10.457 10.527 10.555

T40110DI100K Resolve ties 0.005 0.017 0.190 0.622 3.813 11.573
n =942 Find gaps | 0.049 0.081 0.154 0.300 0.599 1.192
BAS.POS | Possible topk | 18475 18.204 18261 18.199 18150 18.188
Resolve ties | 0.005 0.023 0.057 0288 4.092 14.187

n = 1657 Find gaps | 0.045 0.081 0.154 0.302 0.598 1.181
Kosaral Possible top-F | 461.56 45782 457371 458.721 456.256 459,55
" — 41970 Re.solve ties 0.008 0.012 0.074 0.744 5.077 15.586
Find gaps | 0.080 0.114 0.186 0.340 0.618 1.218

From the results there are several observations. First, the time spent to initially identify
the possible top k queries is determined by n (total number of queries). This is consistent
with our expectation because the algorithm needs to add noise to all n queries and then
sort the noisy queries, which takes O(nlogn) time (or O(kn) when searching directly for
the top k + 1 queries without sorting). Second, the time needed to resolve ties among top k
queries is roughly O(klog? k). This is because each tie-breaking iteration runs in O(klog k)
time (adding noise to roughly k queries and sorting them). Although more queries could
result in more ties, a tie that is resolved in an iteration will not reappear in a later iteration.
Thus the expected number of ties among the top k queries decrease exponentially with
the number of iterations, and the expected number of iterations needed to break all ties
is roughly log k. Third, the time to get gaps among chosen queries is proportional to k,
and is generally negligible. We remark that these numbers are consistent with the numbers
reported in Table 4, in that the time spent on the three parts of the optimized algorithm
sum up to roughly the time reported in Table 4 (middle row, Opt. Secure).

Time Spent in Different Sampling Commands. Last, we use a Python profiler (cProfile)
to track the number of samples drawn from different sampling primitives during a single
run of the optimized algorithm. We run our optimized algorithm on the Kosarak dataset
(n = 41270) with k£ = 800. Recall that the optimized algorithm uses noise drawn from the
geometric distribution (see Algorithm 5 in the Appendix), which subsequently draws samples
from the Bernoulli and uniform distributions over integers (see Algorithm 1 in [9]). The
number of evocations for each sampling command and the total time spent on it (including
all subfunction calls) are reported in Table 6. We also include the sorting function in this
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table as it clearly indicates how many times the tie breaking loop is run. Recall that the
optimized algorithm first adds geometric noise to all n = 41270 queries and calls the sorting
function to identify possible top queries. Then for each tie breaking loop iteration, additional
geometric noise is drawn for each query in the pool of relevant queries to increase query
answer resolution, and the sorting is called exactly once.

TABLE 6. Statistics on function invocations during a single execution

Subroutine name Total time spent Number of calls
Noisy Top-k with Gap (optimized) 1.208 1
Geometric distribution sampling 1.011 42,874
Bernoulli sampling 0.735 303,216
Uniform sampling over bounded integers 0.779 369,613
Identifying top noisy queries (argsort) 0.002 3

From this table, we can see that the optimized algorithm ran 2 loop iterations to resolve
ties (argsort is called 3 times). Note also that the total number of geometric noise sampled
is 42874. Since there are n = 41270 queries in the dataset, 42874 — 41270 = 1604 additional
geometric samples are used for tie breaking, 802 in each of the two loop iterations. This
means early query elimination successfully removed queries that are definitely not among
the top k = 800, leaving only k + 2 = 802 (the minimum required by the algorithm) queries
for further investigation. On average, each secure geometric sampling command calls 7.07
Bernoulli and 8.62 uniform sampling commands. Lastly, it can be seen from the table that
most of the time is spent on securely sampling random noise from various distributions.

TABLE 7. Statistics on function invocations in a single execution of Algo-

rithm 1
Subroutine name Total time spent Number of calls
Noisy Top-k with Gap (insecure) 0.023 1
Adds Exp(2/¢) noise to each query 0.078 41,270
Identifying top noisy queries (argsort) 0.002 1

For comparison, we also profiled the insecure implementation of the Noisy Top-k with
Gap algorithm (Algorithm 1), with results summarized in Table 7. As shown, Algorithm1
was executed once, invoking its main subroutines accordingly. The subroutine responsible
for adding exponential noise to each query was invoked 41,270 times, matching the total
number of queries in the dataset (n=41,270). This confirms that, during the noise injection
loop, the algorithm performs a single pass over all queries, adding noise sampled from the
Exp(2/e) distribution to each query score. The cumulative time spent on noise addition
was 0.078 seconds, which constitutes the majority of the total runtime. In contrast, the
identification of the top-k noisy queries using the argsort subroutine was performed only
once and accounted for a negligible 0.002 seconds.

To empirically assess the runtime behavior of the tie-breaking loops, we conducted an
experiment comparing three variants: (i) resolving ties among the top k + 2 queries using
truncated geometric noise (Loop 1 in Algorithm 4, Line 6 to Line 12), (ii) resolving all ties
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Tie-breaking Loop Comparison

10°{ —e— Break top k+2 ties (Algorithm 4)
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FIGURE 1. Iteration counts for tie-breaking loops across varying numbers of
tied queries.

using truncated geometric noise (Loop 2 from the proof of Theorem 4.5), and (iii) resolving
all ties using Bernoulli sampling (Loop 3 from the proof of Theorem 4.5). In this experiment,
the number of queries n was set to 100, 1,000, 10,000 and 100,000, with all query values
initialized to zero (so they are all tied). For each value of n, each loop was executed from
start to termination 100 times, and the average number of iterations over these runs is
reported in Figure 1.

As shown in Figure 1, the average number of iterations for Loop 3 scales linearly with
the number of queries n and serves as an upper bound for the number of iterations required
by the other two loops, thereby supporting the correctness of Theorem 4.5. As expected,
resolving ties among all queries consistently requires more iterations than resolving ties
among only the top k42 queries. Moreover, the substantial gap between the iteration counts
of Loop 3 and Loop 1 indicates that the bound established in Theorem 4.5 is conservative,
and that Algorithm 4 terminates significantly faster in practice.

7. CONCLUSION

In this paper, we proposed an implementation of the differentially private Noisy Top-k with
Gap algorithm that avoids the use of floating point and hence is secure against floating
point vulnerability. The algorithm is probabilistically equivalent to the ideal algorithm that
uses continuous noise and rounds its inputs and outputs. The algorithm makes heavy use
of a variety of memoryless properties of geometric and exponential random variables to
dynamically determine the appropriate level of discretization for the noise and uses carefully
controlled randomized rounding routines to provide the gap information.
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Algorithm 5: Sampling from a Geometric Distribution (extracted from Algorithm

2 in [9])

input :Integers s,t > 1
output : One sample from Geo(1 — e~*/)
1 function Geometric(l — e %/t):

2 D+ 0
3 while D =0 do
4 U<+ Uu{o,...,t—1}
5 L D «+ Bernoulli(e~U/?)
6 V0
7 while true do
8 A <+ Bernoulli(e™ 1)
9 if A =0 then

10 ‘ Break

11 else

12 | VeV +1

13 X—U+t-V

14 | Y« |[X/s]

15 return Y

// Use Algorithm 1 in [9]
// Generate V from Geo(l —e™1)

// Use Algorithm 1 in [9]

// X is Geo(l —e M/t
//'Y is Geo(1 —e /%)
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