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ABSTRACT. The Gaussian mechanism is one differential privacy mechanism commonly
used to protect numerical data. However, it may be ill-suited to some applications because
it has unbounded support, and thus can produce invalid numerical answers to queries, such
as negative ages or human heights in the tens of meters. One can project such private
values onto valid ranges of data, but such projections lead to the accumulation of private
query responses at the boundaries of ranges, thereby harming accuracy. Motivated by the
need for both privacy and accuracy over bounded domains, we present a bounded Gaussian
mechanism for differential privacy, which has support only on a given region. We present
both univariate and multivariate versions of this mechanism, and illustrate a significant
reduction in variance relative to comparable existing work.

INTRODUCTION

As many engineering applications have become increasingly reliant on user data, data privacy
has become a concern that data aggregators and curators must take into consideration.
In numerous applications, such as healthcare [Yang et al., 2018], energy systems [Asghar
et al., 2017], transportation systems [Zhang and Zhu, 2018], and the Internet of Things
(IoT) [Medaglia and Serbanati, 2010], the data gathered to support system operation often
contain sensitive individual information. Differential privacy [Dwork and Roth, 2014] has
emerged as a standard privacy framework that can be used in such applications to protect
sensitive data while allowing the resultant privatized data to remain useful. Differential
privacy is a statistical notion of privacy that provides privacy guarantees by adding carefully
calibrated noise to sensitive data or functions of sensitive data. Its key features include: (i) it
is robust to side information, in that any additional knowledge about data-producing entities
does not weaken their privacy by much [Kasiviswanathan and Smith, 2014], and (ii) it is
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immune to post-processing, in that any transformation of private data stays private [Dwork
and Roth, 2014].

Well-known mechanisms implementing differential privacy include the Laplace mech-
anism [Dwork et al., 2016], the Gaussian mechanism [Dwork and Roth, 2014}, and the
exponential mechanism [McSherry and Talwar, 2007, McSherry, 2009]. Other mechanisms
have been developed for specific applications, in some cases by building upon or modifying
these well-known mechanisms. A representative sample includes the Dirichlet mechanism on
the unit simplex [Gohari et al., 2021], mechanisms for sensitive words of symbolic data [Chen
et al., 2023], the matrix-variate Gaussian mechanism for matrix-valued queries [Chanyaswad
et al., 2018], and the XOR mechanism for binary-valued data [Ji et al., 2021]. As the use of
differential privacy has grown, these and other mechanisms have been asked to respond to
privacy needs in settings with constraints on allowable data.

The Gaussian mechanism has been used for some classes of numerical data, although
it may also require modifications for some types of sensitive data because the Gaussian
mechanism adds unbounded noise. For example, the Gaussian mechanism may generate
negative values for data such as ages, salaries, and weights, and such negative values are not
meaningful in these contexts. One attempt to solve this problem is through projecting out-of-
domain results back to the closest value in the given domain. Although this procedure does
not weaken differential privacy because it is only post-processing on private data, it has been
observed to lead to low accuracy in applications [Holohan et al., 2019] and thus is undesirable.
Nonetheless, the Gaussian mechanism has been used in numerous applications, including
deep learning [Abadi et al., 2016, Yu et al., 2019], convex optimization [Bassily et al., 2014],
filtering and estimation problems [Le Ny and Pappas, 2014], and cloud control [Hale and
Egerstedt, 2018], all of which can use data that are inherently bounded in some way.

On the other hand, compared to the Laplace mechanism, which is another popular
privacy mechanism designed for numerical data, the Gaussian mechanism is able to use
lower-variance noise to provide the same privacy level for high-dimensional data. This
is because the variance of privacy noise is an increasing function of the sensitivity of a
given query, and the Gaussian mechanism allows the use of the Lo sensitivity, which, in
applications such as federated learning [Wei et al., 2020] and deep learning [Abadi et al.,
2016], is much lower than the L; sensitivity used in Laplace mechanism.

Therefore, in this paper we develop a new type of Gaussian mechanism that accounts
for the boundedness of semantically valid data in a given application. In the univariate
case we consider data confined to a closed interval, and in the multivariate case we consider
data confined to a product of closed intervals. For both cases, we show that the bounded
Gaussian mechanism provides e-differential privacy, rather than (e, §)-differential privacy, as
is provided by the ordinary Gaussian mechanism. We also present algorithms for finding the
minimum variance necessary to enforce e-differential privacy using the bounded Gaussian
mechanism. The mechanisms we develop do not rely on projections, and thus avoid the
harms to accuracy that can accompany projection-based approaches.

In addition, Balle and Wang [2018] point out that the original Gaussian mechanism’s
variance bound is far from tight when the privacy parameter e approaches 0, and cannot be
extended when e approaches co. This is because the original Gaussian mechanism calibrates
noise with a worst-case bound that is only tight for a small range of €. In this work, we
present bounded mechanisms that address this limitation by leveraging the boundedness of
the domains we consider. This boundedness excludes the tail of each Gaussian distribution
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from our analysis and allows for the development of tight bounds on the variance of noise
required for all e.

Related work in Holohan et al. [2019] developed a bounded Laplace mechanism, and
in this work we bring the ability to bound private data to the Gaussian mechanism. De-
velopments in Liu [2019] include a generalized Gaussian mechanism with bounded support,
and we show in Section 4 that the mechanism developed in this paper requires significantly
lower variance of noise to attain differential privacy and thus provides improved accuracy.

Notation. Let N denote the set of all positive integers and let I denote the identity
matrix. We use letters to denote scalars, e.g., a € R, and we use arrows over letters to denote
vectors, e.g., be R™, where the superscript denotes the dimension of the vectors. All intervals
of the form [I, u] are assumed to have | < u. We use [I, u]™ = [l1, u1] X [la, ug] X+ X [y, U] =
[l 7] to denote the m-dimensional bounded sets, where x denotes the Cartesian product.
Let {n} denote a set {1,2,...,n}. We use In(-) to denote the natural logarithm. We also

use the special functions
2 [F e
erf(z) = / e Vdt,
VT Jo
1 1

o(z) = N exp (—2x2> , (0.1)

and

B(z) = % <1 + erf (2)) . (0.2)

1. PRELIMINARIES AND PROBLEM STATEMENT

This section gives background on differential privacy and problem statements that are the
focus of the remainder of the paper.

1.1. Differential Privacy Background. Differential privacy is enforced by a mechanism,
which is a randomized map. We let S denote the space of sensitive data of interest. For
nearby pieces of sensitive data, a mechanism must produce outputs that are approximately
indistinguishable. The definition of “nearby” is given by an adjacency relation.

Definition 1.1 (Adjacency). Databases d,d" € S™ are adjacent, denoted d ~ d’, if they
differ in at most k rows, where k € N is a user-specified parameter. %

For numerical queries @ : S™ — R™, m € N, the sensitivity of a query @, denoted AQ),
is used to calibrate the distribution of privacy noise used to implement privacy. Throughout
this paper, we will use the f-sensitivity.

Definition 1.2 (¢3-Sensitivity). The fs-sensitivity of a query @ : S™ — R™ is defined as
AQ = maxgq [|Q(d) — Q(d)]]2- 0
The ¢5 sensitivity captures the largest magnitude by which the outputs of ) can change

across two adjacent databases.
We next introduce the definition of differential privacy itself.
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Definition 1.3 (Differential Privacy). Fix a probability space (€2, ,P). Let the adjacency
parameter k € N and the privacy parameter € > 0 be given. A mechanism M : Q x S — R™
is (e, 8)-differentially private if for all adjacent databases d,d’ € S™ it satisfies P[M(d) €
A] <e-P[M(d) € A] + 6 for all sets A in a sigma-algebra over R™. O

The privacy parameter € sets the strength of privacy protections, and a smaller € implies
stronger privacy. The parameter § can be interpreted as a relaxation parameter, in the
sense that it is the probability that e-differential privacy fails to hold [Beimel et al., 2013]
(although it may hold with a different value of €). If 6 = 0, then a mechanism is said to be
e-differentially private.

In the literature, € has ranged from 0.01 to 10 [Hsu et al., 2014]. A differential privacy
mechanism guarantees that the randomized outputs of two adjacent databases will be made
approximately indistinguishable to any recipient of their privatized forms, including any
eavesdroppers. One widely used differential privacy mechanism is the Gaussian mechanism.
The standard Gaussian mechanism is as follows:

Definition 1.4 (Standard Gaussian Mechanism). Let €,6 € (0,1) and k € N be given. For
a query @ : S™ — R™ on a database d, the Gaussian mechanism Mg(d) = Q(d) + 1, where

n ~ N(0,0%1), is (e, 0)-differentially private if 0 = AQ+/21og(1.25/) /. O

As discussed in the introduction, the Gaussian mechanism has been favored over
the Laplace mechanism in several applications, including deep learning, empirical risk
minimization, and various problems in control theory and optimization. Simultaneously,
these applications may have bounds on the data they use, such as bounds on training data
for a learning algorithm or bounds on states in a control system. Despite bounds, the
Gaussian mechanism, because it has infinite support, produces unbounded private outputs.

1.2. Problem Statement. In this work, we seek a Gaussian mechanism that respects given
bounds on outputs of queries, and we formalize the development of this mechanism in the
next two problem statements.

Problem 1.5 (Univariate bounded Gaussian mechanism). Given a query @ : S™ — D, where
D =[l,u] C R (I < u, both finite) is a constrained domain, and a privacy parameter ¢ > 0,
develop a mechanism Mpyp : Q2 x S™ — D that is an e-differentially private approximation
of Q) and generates outputs in D with probability 1. O

Problem 1.6 (Multivariate bounded Gaussian mechanism). Given a query @ : S™ — D™,
where D™ = [l,u]™ C R™ (l; < u;, both finite for all i € {m}) is a bounded m-dimensional
domain, and a privacy parameter ¢ > 0, develop a mechanism Mypg : 2 x S* — D™
that is an e-differentially private approximation of ) and generates outputs in D™ with
probability 1. %

We solve Problem 1.5 in Section 2, and Problem 1.6 in Section 3.

2. UNIVARIATE BOUNDED (GAUSSIAN MECHANISM

In this section, we develop the bounded Gaussian mechanism for a bounded domain D =
[[,u] C R. We now give a formal statement of the univariate bounded Gaussian mechanism,
which will be the focus of the rest of this section:
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Definition 2.1 (Univariate Bounded Gaussian Mechanism). Let a query @ : S™ — D be
given, where D = [I,u] C R, and suppose that each d € S™ generates the output Q(d) = ¢ €
D. Then the univariate bounded Gaussian mechanism Myp : Q x S™ — D is given by the
probability density function

1 ¢((z—q)/0) :
pup(s) = 4 7 Fa/a-aam 1TED, (2.1)
0 otherwise,
with o > 0, where ¢(+) is from (0.1) and ®(+) is from (0.2). O

Since Q(d) = g, the density function pyp(z) is not the same for each database, and
data-dependent noise is known to be problematic in general for differential privacy [Nissim
et al., 2007]. Therefore using the parameters of the standard Gaussian mechanism is no longer
guaranteed to satisfy differential privacy for the bounded Gaussian mechanism. We next
derive the parameters required for the bounded Gaussian mechanism to provide differential
privacy, but first introduce some preliminary results.

2.1. Preliminary Results.

Lemma 2.2. For a database d € S™, a query Q : S™ — D with Q(d) = q and D = [l,u] C R,

let
C(q,au,u):@(“_q) —@(l_q>,
o g

where o > 0. Then for any adjacent database d € S™ such that d' ~ d in the sense of
Definition 1.1 with Q(d') = ¢, we have

max¢<anl> _(b(%) — max C(d',o |l u) _Clqg+co|lu)

a4 & (M) _® (ﬂ) o7 Clg,o|l,u)  Clg,o|lu)

[ea e

)

q=l

where ¢ = |q — ¢'| < AQ.
Proof. See Appendix A. ]
This leads to the following lemma.

Lemma 2.3. For adjacent databases d ~ d' € S™ in the sense of Definition 1.1, and a query
Q : S™ — D with a bounded support D = [l,u] C R,

Clgtcollu) : u—1
AC(O’) — max C(q +c0o | lau) C(q,0llu) |q:l,c:AQ @f AQ < 2
o c C(q+c,ol|l,u) .
€[0,AQ] C(g,o | l,u) g1 &TU!@‘qzl,c:(ufl)/Z otherwise,

where 0 > 0, Q(d) = q, and Q(d') = ¢'.
Proof. See Appendix B. ]



6 BO CHEN AND MATTHEW HALE

2.2. Main Result on the Univariate Bounded Gaussian Mechanism. We now proceed
to the main result of this section, which bounds the variance required for the bounded
Gaussian mechanism to provide e-differential privacy.

Theorem 2.4. Given a query Q : S™ — D with bounded support D = [l,u] C R, for any
€ > 0, the univariate bounded Gaussian mechanism Myp provides e-differential privacy if

((w—1+42)AQ
o? > (2.2)
~—  e—In(AC(0))
where AQ is the sensitivity in the sense of Definition 1.2.

Proof. See Appendix C. ]

We observe that in Equation (2.2) the privacy noise scale parameter o appears on both
sides of the equation. Given a value of € > 0, it is desirable to use the smallest o as this
corresponds to using the smallest variance of privacy noise for a given privacy level. To do
S0, in the next section, we form a zero finding problem to find the minimum o that satisfies
Equation (2.2).

2.3. Calculating the minimum o. Let ¢* be the smallest admissible value of o. The
calculation of ¢* can be formulated as a zero-finding problem, where we require

s (0 %) 30
f(e¥) = (o) e —In(AC(0*)

We now present some technical lemmas concerning the function f evaluated at

((w—1+42)aQ

0. (2.3)

o9 = (2.4)

€

Lemma 2.5. For alle >0, e —In(AC(0y)) > 0.
Proof. See Appendix D. L]

Lemma 2.6. For all o € (0,00), In(AC(c)) > 0.
Proof. See Appendix E. []

Next, Lemma 2.7 calculates the value of f(op) and Lemma 2.8 shows that f is a
monotonically increasing function on [o¢, 00).

Lemma 2.7. For the point oo = /([(u — 1) + AQ/2] AQ) /¢, f(o0) < O.

Proof. By substituting og,
[w-n+252]aQ  [w-0+52]aQ
floo) = € ~ e—In(AC(00))
By Lemma 2.5 and Lemma 2.6 we have € > € —In(AC(0g)) > 0. Therefore f(og) < 0.[]
Lemma 2.8. For any o € [09,00), (0/00)f(c) > 0.
Proof. See Appendix F. ]




BOUNDED GAUSSIAN MECHANISM 7

Algorithm 1: A Zero Finding Algorithm

Input :Function f given in Equation (2.3), initial condition for privacy noise
variance o( given in Equation (2.4)
Output : Optimal privacy parameter (o*)?
left= o3;
AQ
right= %;
intervalSize= (left+right)/2;
while intervalSize>right—left do
intervalSize = right — left;
(0_*)2 _ lef:}rlght;
if m&‘jf)f > (0*)? then
| left = (0%)%
else
| right = (0%)% ;
end

end

return (o*)?

By combining Lemma 2.7 and Lemma 2.8, we can use Algorithm 1 in Holohan et al.
[2019], given below as Algorithm 1, to find the exact fixed point of f, which in our case is o*.

The output of Algorithm 1 can be used in Definition 2.1 to form the univariate bounded
Gaussian mechanism, and Theorem 2.4 shows that doing so provides e-differential privacy.
We next present an analogous mechanism for multi-variate query responses.

3. MULTIVARIATE BOUNDED GAUSSIAN MECHANISM

We begin by formally defining the multivariate bounded Gaussian mechanism, which is the
focus of the remainder of this section.

Definition 3.1 (Multivariate Bounded Gaussian Mechanism). Let a query @ : S™ — D™ be
given, where D™ = [l,u|™ C R™, and suppose that each d € S™ generates the output Q(d) =
q € D™. Then the multivariate bounded Gaussian mechanism My :  x S® — D™ is
given by the probability density function

’(fi 1 o((zi—qi)/om) if € D™
pup(E) = [T om D((ui—qi)/om)—2((li—q:)/om) (3.1)
0 otherwise,
with o, > 0, where ¢(-) is from (0.1) and ®(-) is from (0.2). O

Before deriving this mechanism’s differential privacy guarantee we require some prelimi-
nary results.
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3.1. Preliminary Results.

Lemma 3.2. For a database d € S™, a query @ : S™ — D™ with Q(d) = ¢ and D =
(L, u]™ CR, let

Con(G, o | 1 1) = H‘I) ((wi = gi)/om) = @ ((li — i)/ om) ,

where o, > 0. Then for any adjacent database d' € S™ such that d' ~ d in the sense of
Definition 1.1 with Q(d') = ¢’, we have

U;—4q; i—4q; = =
( ) ( ) Cm((jlaam ’ lvﬁ) Cm(‘f'{' C,om ‘ laﬁ)
max = max - = = ,
7.q’ (u qL) ( i qL) 00" Cp(q,0m | 1,) Crn( G om | L) |y
wherec:Hq— 2 <A
Proof. See Appendix G. ]

Now we define AC,, (04, ¢*), where

Cm(‘j‘" Ea Om ‘ l_;ﬁ)
Con(@,0m | 1, @)

ACy (0, @) =

I

q=l,é=¢~

where &* € R™ is the optimal value of ¢ = (cy,...,cn)? in the following optimization
problem:

Con(T+ E om | 1T

max Cm(@+&om | 1) (3.2)
¢ Cm((Lo-m | l)u) q~:[’
subject to 0 < ¢; < u; — [; for each 4
el < AQ.

Remark 3.3. The optimization problem in (3.2) is a concave maximization problem. In
general, the value of ¢* does not have a closed form, but it can be efficiently computed
numerically using standard optimization software such as CVX or CasADi.

3.2. Main Results. We now proceed to the main result of this section, which bounds the
variance required for the multivariate bounded Gaussian mechanism to provide e-differential
privacy.

Theorem 3.4. Given a query @ : S™ — D™ with bounded support D™ = [l,u]™ C R™,
for any € > 0, the multivariate bounded Gaussian mechanism My;p provides e-differential

privacy if
117 =11+ AQ/2] AQ
>
™= e —In(ACy(om,C*))
where AQ) is the sensitivity in the sense of Definition 1.2.

Proof. See Appendix H. ]

g

(3.3)
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As with the univariate bounded Gaussian mechanism, we see that o, appears on both
sides of (3.3). Hence, we will use numerical methods to compute it.

3.3. Calculating the minimum o,,. We will follow similar steps to those in Section 2.3.
Let o}, be the minimal admissible value of o, that satisfies (3.3). Then for D C R™,

* 7~ 1ll: + 2Q/2] AQ
fm(om) = (07)" = ¢ —In(ACy,(07,,8%)) -

We now present some lemmas concerning the function f,,, with respect to the point

(3.4)

17— 1l + AQ/2] AQ

€

(3.5)

Om,0 =

Lemma 3.5. For any € > 0, € — In(ACy,(0ym0,¢*)) > 0, where ¢* can be derived by solving
the optimization problem (3.2).

Proof. See Appendix 1. ]

Lemma 3.6. For 0,0 = \/[HﬁilHﬁAQﬂ]AQ, In(AC (om,0,¢")) > 0.

Proof. See Appendix J. ]

i—1]|2+AQ/2|A
T 20289 (m0) < 0.

Lemma 3.7. For 0,0 = \/[H
Proof. By plugging in oy, 0 we have
71l +42] aQ |15 -all: +42] aQ

fm(gm,O) =

€ e —In(ACn(0mo,c*))
With Lemma 3.5 and Lemma 3.6 we have € > € — In(AC),(04,,0,*)) > 0. Therefore
fm(om,0) < 0. []
Lemma 3.8. For any o, € [0m.0,0), we have (0/0op,) fm(om) > 0.
Proof. See Appendix K. ]

By combining Lemma 3.7 and Lemma 3.8 we can use Algorithm 1 in Holohan et al.
[2019] to find the exact fixed point of f,,, namely o , which is shown in Algorithm 2.
The output of Algorithm 2 can be combined with the mechanism in Definition 3.1, and

Theorem 3.4 shows that this combination gives e-differential privacy for multivariate queries.

4. NUMERICAL RESULTS

This section presents simulation results. We consider queries of the properties of a graph.
Specifically, the bounded data we consider is (i) the average degree in an undirected graph,
and (ii) the second-smallest eigenvalue of the Laplacian of an undirected graph. This
eigenvalue is also called the Fiedler value [Fiedler, 1973] of the graph. It is known that
an undirected graph is connected if and only if its Fiedler value is positive [Fiedler, 1973],
and the Fiedler value also sets the rate of convergence of various dynamical processes over
graphs [Mesbahi and Egerstedt, 2010].
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Algorithm 2: A Zero Finding Algorithm for Multivariate Bounded Gaussian
Mechanism
Input :Function f,, given in Equation (3.4), Initial privacy parameter o,, o given
in Equation (3.5).
Output : Optimal privacy parameter (o).

left= ‘77271,03

Compute ¢* from the optimization problem in (3.2);
[lla—lllz+AQ/2]AQ |

e—In(ACm (om,0,€*))’

intervalSize= (left+right)/2;

while intervalSize>right—left do

intervalSize = right — left;

(o7,)? = (left + right /2;

Compute ¢* from the optimization problem in (3.2);

i [17-112+2Q/2]AQ

rignt=

(A (on ) = (07)? then
| left = (o7,)%
else
| right = (a7,)%
end
end
return (o7,)?

We let G = (V, E) denote a connected, undirected graph on 10 nodes. In this experiment
we have a two-dimensional query @ to compute (i) the algebraic connectivity, equal to the
second smallest eigenvalue Ay of the Laplacian matrix of GG, which satisfies Ay € [0, 10] here,
and (ii) the degree of a fixed but arbitrary node i, denoted N*, which satisfies N* € [1, 9]
here. Therefore, for a graph G, we have Q(G) = [A2, Nowt|T € D2, where D? = [I,u]? C R?,
with {1 =0,lo =1 and u; = 10, ue = 9. For fixed k € N, we say that two graphs are adjacent
if they have the same node set but differ in k edges. Let AQ)), denote the sensitivity of
A2, let AQ i denote the sensitivity of node i’s degree, and let AQ = ||(AQx,, AQn:)T]|2
denote the sensitivity of the query @. From [Chen et al., 2021, Lemma 1], AQ,, = 2k and
AQpi = k. Thus, AQ = /5k. In our simulations we set k = 2. Table 1 gives some example
variances computed for using the multivariate bounded Gaussian mechanism. In Figure 1,
there is a general decrease in the variance of the bounded Gaussian mechanism as € grows.
This decrease agrees with intuition because a larger € implies weaker privacy protection and
thus the private output distribution has a higher peak on the true query answer.

We now compare the proposed mechanism with generalized Gaussian mechanism [Liu,
2019]. Let 02 be the variance of generalized Gaussian mechanism and 0%, be the bounded
Gaussian mechanism. Then we define the Percent Reduction in variance as

ot — o2
Percent Reduction = M x 100%.
felel
Both Figure 1 and Table 1 show that the bounded Gaussian mechanism always generates
smaller variance, i.e., O'%G < aéG and the Percent Reduction > 0 for all e. In other

words, compared to the generalized Gaussian mechanism [Liu, 2019], the bounded Gaussian
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’ € ‘ Generalized Gaussian aéG Bounded Gaussian O'%G Percent Reduction

0.1 1320.0 857.5 35.0%
0.5 264.0 170.3 35.5%
1.0 132.0 84.3 36.1%
1.5 88 55.8 36.6%
2.0 66 41.5 37.2%
2.5 52.8 32.9 37.7%
3.0 44 27.2 38.2%

Table 1: Some example values of ogo with different values of €. The last column shows
the percentage reduction in variance attained by using the bounded Gaussian
mechanism we develop.

mechanism generates private outputs with less noise but with the same level of privacy
protection.

1= - 38.0
1200 i
|
. -37.5
S
v w0 B -37.0 5
; o
2 S
5 — -36.5 €
E O
---- Chen o
200 - —A— Percentage Reduction ~ 300 &
oo -35.5
0 _ —-.__.__,_,_._._.____'___"__'_'___'.'_—_.'___.'___"—__"—_-'-'———'—_-'-'—_- - 350
0.0 0.5 1.0 1.5 2.0 2:3 >0

Figure 1: The variance comparison of proposed machanism and Liu’s mechanism from [Liu,
2019, Definition 5]. With a larger €, which gives weaker privacy, the variance of
bounded Gaussian mechanism decreases quickly and is always smaller than that
of the generalized Gaussian mechanism. This means that the bounded Gaussian
mechanisms require less noise and provide better accuracy while maintaining the
same level of protection. In addition, the blue triangles ascent from left to right,
indicating that the reduction in variance grows as € grows.
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5. CONCLUSION

This paper presented two differential privacy mechanisms, namely the univariate and
multivariate bounded Gaussian mechanisms, for bounded domain queries of a database of
sensitive data. Compared to the existing generalized Gaussian mechanism, the bounded
Gaussian mechanisms we present generate private outputs with less noise and better accuracy
for the same privacy level. Future work will apply this mechanism to real-world applications,
such as privately forecasting epidemic propagation, federated learning and optimization,
and exploring privacy and performance trade-offs. Future work will design a de-noisingpost-
processing procedure to generate more accurate private outputs.
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APPENDIX A. PROOF OF LEMMA 2.2

Let ¢’ = ¢ + ¢. The same result can be derived by setting ¢ = ¢’ + ¢, due to symmetry. We
proceed by showing that C(¢ + ¢,0 | l,u)/C(q,0 | l,u) is monotonically decreasing with
respect to g: (0/9q) (C(qg+c¢,0 | l,u)/C(q,0 | l,u)) < 0. We first note that

Clateo|tuy ©C) -0 (=) fexp (<4 (59)")dy
Clg,olu) ¢ (1) - @ (Z_—q) a [} exp (—% (%)Q)dx 7

g

(A1)

where y = x — q. We now introduce the Leibniz rule used later in the proof.

Theorem A.1 (Leibniz Integral Rule). Let g(z,t) be a function such that both g(x,t) and its
partial derivative g,(x,t) are continuous in t and z in some region of the xt-plane, including
filz) <t < fo(x), xo < x < xq. Also suppose that the functions fi(x) and fa(x) are both
continuous and both have continuous derivatives for xo < x < x1. Then for rog < z < x1,

e fa(@)
% (/f g(x,t)dt> = g(z, fo(x)) - %fg(x) — g(z, fi(z)) - %fl(m') +/f d

—g(x,t)dt.
(=) 1) A
Let po = ;" exp (—(1/2)(((:c - q)/0)2>da:. Using Theorem A.1, the derivative of Equa-
tion (A.1) becomes

0 (Clateollu) (eXp(_%) - eXP(—%)) “ Do
(o0 58°) — exp(- ) - expl~ g o
. v} ,
- %(1) B P2p~gp3’ o
where

o () o (1205,

We next introduce the mean value theorem of integrals.

Theorem A.2 (Mean Value Theorem of Integrals). For a continuous function h : (a,b) — R
and an integrable function g that does not change sign on |a,b], there exists o € [a,b] such
that

/a ' h(@)g(@)dz = h() / ’ o).
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Using Theorem A.2,

p3 = /lu exp <— 2; (z — q)* = 2(z — q)c + c2)> dx:
cn(-2) [ o (B2 o (220

() e (0 "

where e € [[,u]. Then we plug Equation (A.3) into the Equation (A.2), and we have

c? (e=q)c
8<C(q+c’g|l7u)> _pl_(pQ‘eXp<_W)eXp( O'g >>
aq C(Qa a | lv U) Po ‘
Additionally, we can split the term p; by

o) (58) o) ()] an

Combining Equation (A.4) and (A.5),

(A.4)

2

0 (Carteolta) o (=) (o0 (=158°) -a+ oo (=1587) -7s)

= , (A6
9q \ Clq,0 |l u) Po (4.6)
where l
P4y = €xXp <(—2q)c> — exp <(6 —2q)c> <0,
o o
with equality if and only if e=l, and
D5 = exp ((e —2q)6> exp ((u —Qq)0> <o,
o o
with equality if and only if e=u.
Since ps4 and ps cannot be 0 at the same time, therefore
0 (Clg+co|lu) “o
g \ Clg,0 |l u)
Finally, since ¢ € [I,u],
Clg+c,ollu) Clg+co|l,u)
max =
¢ Clg,o|lu) Clg,o | Lu) |
q:
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APPENDIX B. PrROOF OF LEMMA 2.3

We proceed with this proof by forming a maximization problem and then using the Lagrangian
multipliers method to solve it. By symmetry, we assume ¢ > 0. Use Lemma 2.2 we have

Ji e (=3 (25)°
T 1 (2-1)2
4=l Ji exp (—5 () )dw
subject to ¢ € [0, AQ)].

Because this is a maximization problem, the Lagrangian function can be formed as
2

fitexp (~3 (25)")da
2

Sitexp (3 (551)°)de

where Aj,\o > 0 are Lagrange multipliers. We then set 9L(c, A1, A2)/0c = 0 and apply the
Karush-Kuhn—Tucker (KKT) conditions to find that

- Clg+co]|lu)
c C(g,0 | lu)

[’(Ca >\17 )\2) —

—)\1'(0—0)—)\2-(C—AQ),

o [ Jew (4 (=) )de

= + A —X=0 (B.1)
oe\ Jrew (<5 () )ar )T

MO0 —¢)=0 (B.2)

Xo(c— AQ) = 0. (B.3)

The derivative term in Equation (B.1) can be further simplified as
a2
o (e (-5 (=) )de
e\ Jexp (=3 (59)%)da

(2 (A () )e)
— plg (exp (—2222) — exp (-W)) : (B.5)

where z =z — ¢ and pg = [ exp {—(1/2) ((x — l)/o’)z] dx. Equation (B.5) comes by using
Theorem A.1. We now consider two cases.
Case 1: AQ < (u—1)/2. Now if ¢ < AQ < (u —1)/2, then exp (—c?/20?) >
exp (—(c — (u—1))?/20%). Therefore based on Equation (B.5),
0 (C l
. (q+C,O'| ’U“)|_ >O
de \ Clq,o]|lu) 'e=t
Therefore Equations (B.1)-(B.3) are satisfied simultaneously if and only if A2 > 0 and A; = 0.

Hence, the optimal value is ¢* = AQ.
Case 2: (u—1)/2 < AQ < u—INow if (u—1)/2 < AQ < u—I, then Equation (B.1)-(B.3)
are satisfied simultaneously if and only if ¢* = (v —1)/2 with \; =0 and A2 = 0.

(B.4)
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Thus, we can conclude this proof by setting ¢ to

A if A —1)/2
oo 1A, fAQ < (u=1)/2, (B.6)
(u—1)/2, otherwise,
which is the optimal solution of Equations (B.1) and (B.3). [

APPENDIX C. PROOF OF THEOREM 2.4

For adjacent databases d ~ d' € S", let Q(d) = ¢ and Q(d') = ¢/ such that ¢’ = ¢+ ¢ and
by Definition 1.2 we have |c| < AQ. Without loss of generality we take ¢ > 0. To prove
differential privacy we examine the ratio of the probabilities that the bounded Gaussian
mechanism outputs some element z € D on ¢ and ¢/, namely

o5 () -2 (F)
o(55) o5 - ()

< AC(U) ' ’g(z7Q7C’U)’7

2
exp (—%)
(z40)? =
exp (— 555
with = ¢ — z. As in Dwork and Roth [2014], for ¢ > 0, if 7 < 0%¢/AQ — AQ/2, then
l9(2, ¢, ¢clo)| < exp(€).

PT[MUB(CZ) = Z]
PT[MUB(d/) = Z]

where

WPC%AQ+@QW>

202

Y

rwqm|n—|¢§2

Since z € [l —u,u — ], we let
0 2Q

AQ_ 5 u— 1.

Then, solving for o2 gives

Now we let
Pr[Mp(d) = 7]
‘ PI‘[MB(d/) = 2]
To satisfy the differential privacy guarantee, we let exp(e) = AC/(o)exp(¢’). Then
¢ =e—1In(AC(0)). As a result, the scale parameter o must satisfy

, [(u -1+ %] AQ
T mac) ™

< AC(0) - 1g(2. 4, clo)] < AC(0) exp(e).
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APPENDIX D. PROOF OF LEMMA 2.5

By definition of oy,

( w z—l— ?
o (-3(=522) ) ao it AQ < U5t

AC(09) =

otherwise.

We first consider AQ < (u —[)/2. Note that AC(op) can be further simplified as

Ji exp (_é (xl)Q) exp (% (%)) exp (—%%) dz

g0

AC(0g) = [*exp <_; (ff;—ol>2>dm
(), o

where Equation (D.1) holds by using Theorem A.2 with § € [I,u]. We can now substitute
o0 = /[(u—1) + AQ/2] AQ/e and get:

_ € 26
s -en 322085 o (4 (%)
- <(2(5 —1) - AQ)6>

(2(u—=1) +AQ)

< exp(e),
where the last inequality holds since § € [[,u] and 2(0 — 1) — AQ < 2(u — 1) + AQ.
Now consider AQ > (u —1)/2, and further simplify AC(0¢) with

LR _1 %2 T
It xp( ( % ) o p(1<2(5—l)“5’>> p< 1(%’)2)
_ =exp| o |~ | |ep |55

2 o ors

We can now substitute oo = /([(u — 1) + AQ/2] AQ) /e to get

A
B (2(6 — 1) — u7t) urt (206 -1) — %) AQ
AC(op) = exp ((2(u T AQQ)A2Q€ < exp =17 AQQ)AQG < exp(e),

where the first inequality holds since (u —1)/2 < AQ), and the second inequality holds since
2010 —(u—1)/2 < 2(u—1)+ AQ. [ |
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APPENDIX E. PROOF OF LEMMA 2.6

According to Definition 1.2 and Equation (B.6) we have ¢* € (0, (u —[)/2]. Then
fitexp (3 (255<)* ) do

fitexp (3 (551)° ) do

fll+c* exp (_% ($—Z_c* )2) dx + fliC* exXp <_% (JI—Z_C* )2) dx
flu—c* exp
f?c* exp <—%

SO exp (4 (220" )da 4+ [ exp (5 (5)7)da

To proceed in the proof we introduce the comparison property of definite integrals.

AC(o) =

Theorem E.1 (Comparison Property of Definite Integrals). If f(m) > g(m) form < m < m,
then

[ stmyim = [ gmyam.

1 /x\2 1 (z+u—1\°
_-(Z > Nl e
eXp<2<a)>—eXp<2< o ))
for x € [—¢*,0] and ¢* € (0, (u —1)/2], it follows that
0 1 72\2 0 1 (z+u—1)\>
_-(z > _Z (=" .
[Low(2 ) )= [ (-3 (=57) )

Consequently, the numerator of AC(0) is greater than its denominator. As a result,
AC(o) > 1 and In(AC(0)) > 0. [ ]

Since

APPENDIX F. PROOF OF LEMMA 2.8
Taking the derivative of f(o),

(w-D+42)2Q 1 sac()
(e —In(AC(0))2 AC(o) do

o
5o f0) =20~ = 20 + h(o),

where

((u—l)+¥>AQ 1 OAC(0)
(e —In(AC(0))2 AC(s) do

h(o) = —
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According to Lemma 2.6, AC(c) > 1 for all ¢ € (0,00]. We next prove that
OAC(0)/0o < 0, which implies that h(c) > 0. By taking the derivative and using Theo-
rem A.1,

OAC(c) O ( Ji exp (—% (f*f;C*)Z) dz
p(-3

) = Pu(o) + B2(0),

do 0o ["ex <_ (L—l)2> n
where
il > u— 2_ u—1)c* . .
51(0)20126}@((20)2)'(6}{1)((1):232(1))-@lc)C) (F.1)
sy = Lo () o) e (0 () e
2(0) = — |

Pg
with pg = flu exp (—(1/2 ((x — l)/a)2> dx. We can further simplify B2(c) by applying
Theorem A.2 with ¢ € (a,b):
c* 2 u— 2 —ec*
Lexp (=) (exp (<3 (59)°) (=) - exp (252))
Ba(0) = : (F.2)
Combining Equation (F.1) and Equation (F.2),

e+ ) = 22 ). (¢ (oo (7)) +

D6 202
u—10)2%— —De* u—1)? —2(u—1D)c*
o (o o) ey

= - (11(0) +72(0)),

Ds
where
e ) bt
and%((f) =@u-1)- (exp (— (w17 5022(5 — l)c*> — exp <_ (u=1)? ;022(10 - l)C*>

Since ¢* € (0, (u —1)/2], we have v1(c) < 0. Moreover, since § € (I,u), y2(0)
Therefore, 0AC(c)/do = B1(0)+P2(c) < 0. And then we have h(c) > 0 and (9/90) f(o)
on [0(,00).
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APPENDIX G. PROOF OF LEMMA 3.2

By symmetry we assume ¢’ = ¢+ ¢ We let ¢= (q1,¢2,...,qm)’. We proceed by showing
that Cp,(7+ €, 0m | [, @) /Cp(q, 0m | |, @) is monotonically decreasing with respect to each g;,
i€ {1,2,...,m}. That is, we will show that

i Cm(q+c,amll,u) <o
0q; Con(q, 0 | 1,10)

In fact, we only show that

0 C'm(q—i-c,amll,u) <0,
oq1 Con(q,0m | 1,10)

because the proof for ¢o, ..., ¢y, proceeds in the same way. We first note that

N ui—gq; li—q;
Cn(T+Gom | 1L,T) T (I)< om )_(I)(UM)

o= =] (G.1)
Cutgen it~ L e (52) <o (52)

:hl((ZhCl)hQ(QQw~-an,CQa'--7Cm)7 (G2)

where
i) exp (—ﬁ(fﬁ —q - 01)2) day
hi(q1,c1) = ” :

fll exp <_ﬂ(xl - Q1)2> dx

and

n o (1ot) - ¢ (1)
h yeee s @my €2y e e = » Y
N G

We also note that ha(-) is a function that is independent of g;. Therefore, Oha(-)/dq1 = 0,
so that

) ~ha(q2, .- qmsCay - -5 Cm).

0 [ Cnl@+Com | L) (am(ql,cl)
o0\ Cp(q,om | 1,7) g
We also have ha(-) > 0, so to show that

9 (Oulg+eon L)) _,
O\ Cpl(Goom|lLa) )~

we only need to show dhi(q1,c1)/dq1 < 0, which can be proved by using the same technique
as in Appendix A. |
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APPENDIX H. PROOF OF THEOREM 3.4

—

For adjacent databases d € S” and d’ € S™, along with a query @, suppose that Q(d) =
and Q(d') = ¢’ such that ¢/ = ¢+ ¢ and ||¢]]2 < AQ. To prove that the multivariate
mechanism prov1des d1fferent1al privacy, we examine

) 2 o=
R e () ()

<o 4]
where

ﬁ¢(zz )| exp("i?i”%? exp(%)) S‘exp<2ufuzAQ+<AQ>2>

i

= 2
205,

= > - = = = =2
. 1¢<zz qz) exp< |E 2qU?ncH ) exp (_Hg;ﬂllz
with & = ¢ — Z. Based on Appendix A in Dwork and Roth [2014], for ¢ > 0, if ||Z ]2 <
o2 € /AQ — AQ/2, then

exp <2||a?|2A2652+ (AQ)z)‘ < exp(d). (H.1)

Since ||Z |2 € [O, |z — I ]2}, then we choose the following inequality to ensure that

Equation (H.1) always holds:

i (H.2)

By rearranging Equation (H.2),

Now we let

o (271220001
202
< ACy(om, ") exp(€).

To satisfy the differential privacy guarantee, we let exp(e) = AC,,(om,¢*)exp(€e’). Then
€ =€ —In(AC,(0m,C*)). As a result, the scale parameter o, has to satisfy

111, + 2] AQ
o2 > a
Tm = e — In(AC), (o, C*))
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APPENDIX I. PROOF OF LEMMA 3.5

We proceed in this proof by showing that In (ACy,(0m,0,¢*)) < €. For op, 0,
2 et c*
. fz exp< 1 (ﬂ) )exp <% <2(£Ezlz) >) eXp< 2( Z)2> dr
Om,0 Om,0 [t
AC O’m 0, 5
i=1 f exp (—1 (%) >dx

Now we use Theorem A.2. There exists § = (81,...,6m)7 € R™ such that for each
i€{1,2,...,m} we have ¢; € [l;,u;], so that

ACfm m c*) = - e\ ler — _‘*Tg—l_’
(om0, ) exp< o7 ((e)7a @) >)),

We now substitute o7, o = [Hfé — ]2+ %} AQ/e€ to obtain

)

ACny(0m,0,C") = exp

Using the Cauchy—Schwarz inequality,

—

—» —x% Pt 3 2 _’ *
AC(amone®) —asp [ EVCE=D =2 ) _ (el ey
2 (117 -1l + 42) AQ 2 (|I7 — 11l + 42) AQ
With 6; € (I;,u), ||€*]]2 < AQ, by the triangle inequality,
2(6 — 1 o
ACy (0m,0,¢") < exp (l12( )UQ + Hi Hg)e < exp(e€).
2 [|[it~ 1l + 52
|
APPENDIX J. PROOF OF LEMMA 3.6
We can simplify ACy, (om0, ¢*) with
m f;jz exp <_ (IZQUZ S )2> dx;
AC(0m0,@) =] o (J.1)

i=1 f;l“ exp (—("glom )2 ) dz;

where &* = (cf,...,c%)T. By Appendix E, we have for each i € {1,2,...,m},

U (zi—li—c})?
flz‘ exp | — 20'72,170
Ui (xi=1;)?
fli exp <_ 202 ™m0 >

Therefore ACy, (0 0,¢*) > 1 and In(ACy,(opm,0,¢*)) > 0. [ |

> 1.
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APPENDIX K. PROOF OF LEMMA 3.8

We take the derivative of f,, at o,,:

— 71 AQ
0 [Hu—l||2+7} AQ 1 o
L — _ ) . A iy O
For I (m) = 20m = (T R o T ACmom®) Doy SCm(m: €)
=20 + him(om),
where
[l - 0l + 2] AQ | o
hm(0m) = — (ACh(om,C")).

(€ = (ACw (01, ¢*))? ACw(om.C*) 9o
Since ACy, (o, ¢*) > 0 for all oy, € (0, 00], then if (0/00m)(ACH (0m, ™)) < 0, we will
have hp, (o) > 0. From Equation (J.1),

. *)2
m fli“zexp (_(xz 2;20) )

AC, (om,C") = : —
e (9
Then,
. @GP\ [ exp (-
AACnlom &) _$~ [ ( 0 St exp (-5 ! 7,
o u; x;—1; ’ u; zj—1;)2
don I e (Sit) ) B e (<0
jF#
From Appendix F, for each i € {1,2,...,m},
u; :Eiflifcj)Q
o eXp<_( 207, ) <0
e e
Therefore (0/00p,)ACH(0m, ™) < 0 and (0/00m) fm(om) > 0. [ ]
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