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7. APPENDIX
Theorem 3.3. LOCALALG is (¢, d)-differentially private.

Proof. We show this by proving that each iteration of the for loop in line 7 of LOCALALG
is (¢, ¢’)-differentially private, where € = ¢/m¢ and ' = §/m¢. Since there are at most m¢
iterations of this loop for each client, composition of differentially private algorithms [17]
guarantees that LOCALALG ensures (e, ¢)-differential privacy for each client.

Denote each iteration of the for loop in line 7 of LOCALALG by L; it takes as input a
record (q,u) € D, and returns a record, which we denote L({(g,u)). If ¢ is not in HL or u
is not in H L][g|, then they immediately get transformed into a default value (%) that is in
the head list. Since L outputs only values that exist in the head list, to confirm differential
privacy we need to prove that for any arbitrary neighboring datasets (¢, u) and (¢, u'),
Pr[L({q,u)) € Y] < e Pr [L({(¢,u')) € Y] + & holds for all sets of head list records Y.

Whenever k =1 or k; = 1, the only query (or URL for a specific query) is *, which will
be output with probability 1. Thus, differential privacy trivially holds, since the reported
values then do not rely on the client’s data. Thus, we’ll assume k£ > 2 and k; > 2. Note that
there is a single decision point where it is determined whether ¢ will be reported truthfully
or not. Thus, we can split the privacy analysis into two parts: 1) Usage of the fo fraction of
the privacy budget to report a query, and 2) Usage of the remainder of the privacy budget
to report a URL (given the reported query). This decomposes a simultaneous two-item
(¢/,0) reporting problem into two single-item reporting problems with (e, o) and (e, or;)
respectively, where e, = fe', 0 = f0', e, = (1 = fo)e', and o7y = (1 — feo)d".

1. Privacy of query reporting: Consider the query-reporting case first. Overloading our
use of L, let L(q) be the portion of L that makes use of g. We first ensure that

!

Pr[L(q) = qur] < exp(eb) Pr[L(¢") = qur] + %;) (7.1)

holds for all q,q’, and qgr, € HL. This trivially holds when ¢y, = q=¢ or qur & {¢,¢'}.
The remaining scenarios to consider are: 1) ¢ # qur,q = qur and 2) ¢ = qur,q # qur- By
the design of the algorithm, Pr[L(qnr) = quz] =t and Pr[L(qur) = qur] = (1 — t)(:25),
exp(eg)+(d5/2) (k—1)
exp(egy)+k—1

where Gy represents any query not equal to qzr. With ¢ = , it is simple

to verify that inequality (7.1) holds.
Consider an arbitrary set of head list queries Y.

Pr(L(g) € Y] = Y Pr[L(q) = qu1]

qHLEY
= D Pr[L(q) = qur] + Y _ Pr[L(g) = quL]
apL€Y\{a,q'} agL€YN{q,q’}
= ZPr[L(q/) =qur] + Z Pr[L(q) = quL] (7.2)
aprL €Y \{q,q"} gL €Y Ng,q’
’ e ’ o¢
< ZPY[L(Q ) =qmL]+ Z(e @Pr[L(q') = qur] + ?Q) (7.3)
arL€Y\{a,q'} apL€YN{q,q’}
’ 6/
<e@ Y PrL(d) =qm] +2- 5
qHLEY

=@ Pr[L(q) € Y] + 05,
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Equality (7.2) stems from the fact that the probability of reporting a false query is independent
of the user’s true query. The inequality (7.3) is a direct application of inequality (7.1). Thus,
L is (e, g )-differentially private for query-reporting.

2. Privacy of URL reporting: With ¢, defined as t; = EXpi;’{))(zojTg (f‘i_l)
U q

argument shows that the (ef;, d;,)-differential privacy constraints hold if the original g is
kept. On the other hand, if it is replaced with a random query, then they trivially hold
as the algorithm reports a random element in the URL list of the reported query, without
taking into consideration the client’s true URL w.

By composition [17], each of the at most mc iterations of L is (eq + €77, 0 +077) = (€/,6")-
differentially private. ]

, an analogous

Observation 3.4. p¢ gives the unbiased estimate of record and query probabilities under
ESTIMATECLIENTPROBABILITIES.

Proof. Reporting records is a two-stage process (first, decide which query to report, then
report a record); similarly, denoising is also done in two stages.

Denoising of query probability estimates: Let r¢, denote the probability that the algo-
rithm has received query ¢ as a report, and let p, be the true probability of a user having
query g. We want to learn p, based on r¢ 4. By the design of our algorithm,

1
TC,q =1-Dg+ qu’(lft)m

q'#q

1-¢
=tpat Ty 2P
q'#q

1—t
=t-ps+ ——(1— .
t-pq L 1( Pq)

1—t

. . . TCq— =1 . .
Solving for p, in terms of r¢, yields p; = % Using the obtained data for the
. - k—1
~ . ~ _ TCa— 11
query 7¢,q, We estimate pc g as pog = It
k—1

Denoising of record probability estimates: Analogously, denote by r¢ (., the probability
that the algorithm has received a record (g, u) as a report, and recall P(qu) 18 the record’s true

e 1— _
probability in the dataset. Then rg (g ) = t-tq Pgu) + (tﬁ) (pq —p<q7u>) + (ﬁ . kiq) (I—pg),
recalling from the algorithm that k, is the number of URLs associated with query ¢ and
tq is the probability of truthfully reporting u given that query ¢ was reported. Solving for

1-t (1-H(1=pqg)

ield _ TC,<q,u>_(tkq—q17’q+ (k—l)qu )

p(‘]vu> yle 8 p<qvu> - t(t _ lftQ) :
9T g1

Using the obtained data for the empirical report estimate 7¢

(q,u) together with the

R 1—ty . (A=D(1—pcg)
TC,(q,u>_(tkq—q1pC,q+ (k—1)kq ‘ )

Q7u) - t(tq— lftq )

Bq—1

U

query estimate pc,q, we estimate py, ) as Po
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Theorem 3.5. If mp = 1 then the unbiased variance estimate for the opt-in group’s record

R o 2
probabilities can be computed as: &20 (qu) = |24l (po,<q,u>(1 Potaw) +2 (\DT\) )

[Dr|

Proof. Given the head list, the distribution of ESTIMATEOPTINPROBABILITIES’ estimate
for a record (q,u) is given by 10 (qu) = Plgu) T |D7YT|, where Y ~ Laplace(br) with bp
being the scale parameter and recalling that |Dp| is the total number of records from

the opt-in users used to estimate probabilities. The empirical estimator for rg (4, is

70, (qu = D7l DT\ Z'DT| X;+Y, where X; ~ Bernoulli(p ) is the random variable indicating
whether report j was record (q,u).

The expectation of this estimator is given by E[ro< wl = Piguy- Thus, 7o (g is an
unbiased estimator for py, ,y. We denote po 44y = 70,(qu) t0 explicitly reference it as the
estimator of Dig,u)- The variance for this estimator is

6,y = Var[po, (g.u)] (7.4)
|Dr]|
= Var[ Z X5+ Y ]
|Dr|
-~ ﬁ (Var[z X;] + Var[v]) (7.5)
|Dr|
\DT|2 (Z Var [X;] + Var [Y]) (7.6)

1 br \2
L (1De P (- pi) +2( ;2
|Dr|? (| 7| Pau( Pq, ))) D7

Pgu) (1 = Pig.uy) br \2
B |Dr| 2( |DT\>
Equality 7.5 comes from the independence between Y and all X;. Equality 7.6 relies on an
assumption of independence between X;, Xy, for all j # £ (i.e., the iid assumption discussed
prior to the theorem statements).
To compute this variance, we need to use the data in place of the unknown p, . Using

Po,(quy directly in place of p, .y requires a | 1|) ’f' factor correction (known as “Bessel’s

correction'!”) to generate an unbiased estimate. Thus, the variance of each opt-in record
o . .. 1 2

probability estimate is: 0(2) (qu) = |1‘)[T)|Tl1 <po - m\(DTI\)O — +2 (ID I) ) D

Theorem 3.6. If mo = 1 then the unbiased variance estimate for the client group’s record
probabilities can be computed as:

68, (g = Dl
O R 1y — ) (1Dl - 1)
(TC‘Aq,u)(l_TC,(q,u)) ( 11—t 11— tq)a_c +2( 11—t  1-1 fc&f}m)(l_fc‘,q))
[Del (k=Dkq  kg—1 N (k=Dkg kg =17 |Del(t - 375)

1 1https ://en.wikipedia.org/wiki/Bessel’s_correction
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Proof. We'll first derive the variance estimate for the client group’s query probabilities, then
move on to the variance estimate for their record probabilities.

From the proof of Observation 3.4, the distribution of the reported query ¢ from the
client algorithm is given by rc 4 =1 - pg + H(l — pg), and so the true probability of query

1—t A 1—t
. .. rC,q— T . . . A TC,q— %z
q is distributed as p, = % The empirical estimator for pg is pc g = %, where
T k=1 k-1
L . . . A D
7o, is the empirical estimator of r¢, defined explicitly as 7¢c 4 = ﬁ ) ‘j:fl X, where

X, ~ Bernoulli(r¢ 4) is the random variable indicating whether report j was query ¢ and

recalling that |D¢| is the total number of records from the client users.
The variance of ¢ 4 is

|Dc|
Var[qu] = Var [w Z XJ:|
j=1

= (ﬁ)z il Var [X}] (7.7)

1
= {ipe)
rcq(l—re.q)

Dol 7
where equality 7.7 relies on an assumption of independence between X, X}, for all j # k

(i.e., the iid assumption discussed prior to the theorem statements).
Then, the variance of pc , is

2(|DC| “Teq(1 _TC,q)) (7.8)

Foq — 37— re,q(l —1rc,q)
A~ »q — -
U?I,q = Var[pc,q| = Var[ 1ft 1] = 1?? 2"
t— %1 |Dc|(t - 3=5)
To compute this variance, we need to use the data in place of the unknown r¢ 4. Using
|Dc|

7c,q directly in place of r¢ 4 requires including Bessel’s factor correction to yield

|Dcl-1
an unbiased estimate. Thus, the variance of the query probability estimates by the client

2
' N -
algorithm is: U%q = <t11t ) Po.q(1-fc,)

[Dc|—-1

—1

Now, we’ll derive the variance estimate for the record probabilities. For a given query ¢
and corresponding URL wu in head list, denote X as the indicator random variable that is

1 if user ¢ reported query ¢ and 0 otherwise, and similarly denote X;qm) as the indicator

random variable that is 1 if user ¢ reported query ¢ and URL u and 0 otherwise. Note that
X! ~ Bern(rc,) and X Bern(rc, (q.uy). The covariance between these two random

K
variables is given by
Cov[X?, X0 = BIX2X "] — BIXYE[X "] = ¢ (gu) — TO(qu)TCoa = T (g (1 = TCr0)-
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Also note that due to the iid assumption, for any other user j, we have Cov (XY, X;q’m) =0.

Thus, we have the covariance between our empirical query and record estimates as

1 1
Covl[fy, Frguy] = Cov | —— E X4, }: x (aou)
[ a5 (q, >] |DC| e [ |DC| i

i€D¢

= ﬁCov S oxg 0 xjew
C

i€Do i€D¢o
1 q yla.uw)
= W Z COV[Xi ,X] ]
,j€EDc
1
= —— Cov[XZ, X {0
|DC|2 Z V[ % % ]
i€Dc
_ Togauw (1 —reg)
|Del|
Utilizing this covariance expression, we can now compute the desired variance estimate
as:

2 N
00, (quy = Var[pe,(q,u)

R 1—tg ~ (A=) (1—pc,q)
TC(qu) — (tkq—qlpcvq + (k71>zchq )
= Var =
t(tq - kq,l)
! A L=ty (=001 —fc)
= — Var [rc, )y — (¢ Lpo,qg + -
12(tg — ,23)° I A A (= o

1 1—1t 11—t
= 77\/&1‘ |:'F'Cj7 u _ﬁc’ — 4 :|
2(ty — 1257 =Py, ~ 1= 1)
1

1—t ’
t2(tq - kq:ll )2

. 1—-t  1—1gy2 R 1-t . 1-1, . R

(Var [TC,<q,u>] + ((k: —1)kq tkq _ 1) Var [pc,q] + 2((k “ 1)k, tkq _ 1)COV[pC’q,Tcy<q’u>}>

_ 1
e
oy gw (1= royg,u) 1-4 1—1g\2 2 1—-¢ 1—1t, 1 . .
- 2 —t

( IDe| (G =) e P2 G, e — Ui =g Covlfes, P o]

1

= Ttg\g
2(tg — 5,=1)°

<T0,<q,u>(1 —TC(qu))

1—-¢ 1—tg\2 o 1—t 1—1t, 1 Tc(qw(l—’rc,q)
- 2 —t Aa, .
+((k71)kq kqfl) ¢t ((1%1)1% kqfl)t——;j D

|De|
Using our already-computed estimates 7'c g, "¢ (g,u), and 6% (gu) (in place of TCqs TC,(quu)»

and aé (@) respectively) and applying Bessel’s correction, we obtain the stated result. []



BLENDER: ENABLING LOCAL SEARCH WITH A HYBRID DIFFERENTIAL PRIVACY MODEL 33

) ) . ~ ~ .
Theorem 3.7. If 00 (gu) and 00 (qu) AT€ sample variances of Po, gy and Pc, 4,4y respectively,
and the blended estimate is the convex combination p ) = W(q.u)'P0,(g,u) (1 =W (q.u)) Pc,(g,u)»
g Clew) %’@ff} .

90 ,(q,u) T9C (qu)

Proof. With the record probability and variance estimates for each group fully computed,
the blended estimate of pg y is given by Pgu) = Wigw) - Po,(qu) + (1 — Wigwy) - Poy(guy- The
sample variance of p, . is given by (}<2q7u> = w%%“) -6é’<q7u> +(1— w<q7u>)2 : &é@m. Minimizing
6%{1 ) with respect to w, . yields the stated result. ]

then the sample variance optimal weighting is given by w, .y = ’
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